Resources

On-Line
U.S. Naval Criminal Investigative Service
              www.ncis.navy.mil

U.S. Army Criminal Investigation Command        www.lewis.army.mil

U.S.A.F. Office of Special Investigations                             www.af.mil

International Centre for Missing & Exploited Children 

                                                                                       www.ncmec.org

DOD Family Advocacy                                         www.defenselink.mil

Federal Bureau of Investigation                            www.fbi.gov/tips.htm

Off-Line
* Local Military Criminal Investigative Organization

* Local Family Advocacy Representative

* National Center for Missing Exploited Children           800-843-5678

* Military Family Resource Center                                   800-336-4592

* National Organization for Victim Assistance                800-879-6682
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ONLINE INTERNET SAFETY PROGRAM

CYBERSQUIRE@WOOD.ARMY.MIL
WWW.WOOD.ARMY.MIL/USAMPS/KIDSONLY/CYBERSQUIRE

Cyber Squire

Internet Safety and Prevention Program
As a parent, you wouldn’t think of leaving your children alone in a strange neighborhood, allowing them to stroll through an adult book store or let them wander aimlessly on a busy street or highway.  Similarly, no responsible parent would permit their child to have secret meetings with strangers.   
In the “old days”, sentry’s at the entrances to our Bases provided a barrier to exclude those not suitable for access.  The Internet provides unprecedented access to our children.  It allows those who target children to bypass the gates and guards and in the blink of an eye enter our homes to interact with them, on the other side of their monitor.  

The Internet, with all its benefits, presents new dangers to local  families in the Pulaski County.  To assist in this effort, the United States Army Military Police School (USAMPS)  has designed Cyber Squire.

What is Cyber Squire?

“Cyber Squire” is a computer crime prevention initiative by the USAMPS specifically designed to provide on-line and related safety information to local area  children.  The program is also designed to provide support information to parents who may not be aware of some of the concerns, pitfalls, and dangers associated with the Internet.

Why are we doing this?

With the possibility of a single parent family, or a dual working parental environment, you might have other things on your mind, especially if working an off hour shift.  In this new and dynamic environment we all need to work together to protect those who need us most.  A bit of prevention is worth a gigabyte of cure..

.

HPVAC - (slang) Hacker/Phreaker/Virus/Anarchy/Carding
HTML - Format for creating hypertext documents on World Wide Web.

HTTP - information retrieval mechanism for HTML documents

Internet - millions of computer networks connected together to permit communication with each other.

IRC - Internet Relay Chat.  A multi-user chat facility which can be used by groups or individuals in “private” sessions.  Users can chat without providing personal information, about any topic of interest.  

ISP - Internet Service Provider.  Someone who provides access to the Internet, usually for a fee.

Modem - device that connects your computer, via phone line, to the Internet.

News Group - name for discussion groups on USENET

Phreaker - (slang) one who “hacks” the telephone system to obtain free long distance calls, among other things.

Piracy - copying and use of computer programs in violation of copyright and trade secrets laws.

Social Engineering - (slang) the art of using lies, deceit, etc. to convince a legitimate user to divulge system secrets or passwords.

Trashing - (slang) going through someone’s trash or the dumpsters of organizations looking for discarded computer information.

URL - Universal Resource Locator  (ex. Http//www.ncis.navy.mil)
Warez - (slang) Contraction which refers to pirated (stolen) software or games.
Some Common Terminology

Browser - software to look at Internet sites.
Bulletin Board - an on-line meeting place to post messages, upload and download files, and exchange information.

Carding - (slang) Obtaining or using illegally obtained credit cards.

Chat - software that permits real-time communication on the Internet.  It can also be done on commercial sites.  Chatting usually involves nicknames or pseudonyms.

Codez Doodz - (slang) one who finds phone codes and distributes them to the electronic underground.

Cookie - small amount of data put on your browser from web sites you visit.  This cookie tells the service provider the type of news, and information you are interested in.  It also provides your User ID to the web site. 

Crack - (slang) remove copy protections from commercial software or to “crack” a password using a software program and electronic dictionary.

E-Mail - electronic message sent from one person to another on the computer.  Most e-mail is capable of sending attachments.

Fake Mail - (slang) intended to trick recipient into believing it was sent by a person other then the actual sender.

FTP - File transfer protocol.  Program to transfer files.

Hacker - (slang) not necessarily a negative term.  One who learns about computers by trial and error.

Home Page - another term for Web page.  Usually contains information 

Safety tips

*
Whenever possible, keep the computer in a common area of your home and not behind closed doors.

*
YOU decide if your child has the need for access to a modem, the Internet, chat rooms, or use groups.  Participate when you can.

*
If you are not “computer literate”, LEARN about computers, take a course or two, ask a friend, join a club, or make the time and learn from your child.

*
Trust your child.  Discuss the dangers and your concerns with them.  Share passwords with them as a safety measure, but respect their privacy until you have a reason not to.  
What to do if...
Now that you are aware of some of the safety issues associated with children on the Internet, and have an idea of where to turn if something happens, you can contact Cyber Squire directly by sending e-mail to:    

Cybersquire@wood.army.mil 
You can contact us with any Law Enforcement related questions or concerns.  You can forward questionable communications or files you find for response or, in the case of communications or graphics for evaluation.  When we receive your message we’ll review it and get back to you.  Make sure you include your name and where you are located for follow-up contact, if necessary.  Remember though, this is a Law Enforcement Crime Prevention initiative and while we “do windows” :-), we don’t provide technical solutions for hardware or software problems.

In the event you need immediate assistance, contact your local Police or Security personnel; Military Criminal Investigative organization; Family Advocacy Representative or other professional.
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What are we telling your Children?
· Do’s and Don’ts 

· Personal responsibility while on-line. 

· Software Piracy... also known as taking something you didn’t pay for...

· Privacy concerns on the Internet.  What private information is OK to share and what is not.

· Urban Legends and Tales.  Just because information is on the computer screen, it doesn’t mean it’s true.

· Use of Common Sense.  While we don’t know the motives of everyone on the Internet, children need to keep some facts and tips in mind while on-line.

· Virus checks.  Always check for viruses when downloading from the Net or using software from a friend.  Viruses can cause serious damage to your computer and take you off line.

Red Flags for Parents
 
Some warning signs which may indicate cause for concern include: your computer and modem running late at night even while unattended; the use of encryption; apparent “addiction” to computer along with a loss of interest in social activities, friends, family, etc.  
While this is not a total list, changes in your child’s behavior on the computer should be of concern

Other information

Your challenge as a parent is “How do I handle my child’s Internet access without over-reacting or under-reacting?”  It is a question of balance.  You should know that Law Enforcement responds, on a daily basis, to issues including:

Child Pornography -  FYI, images depicting the sexual exploitation of children are illegal.  Predators frequently use these images in an attempt to lure children into participating in this type of activity.

Unauthorized Disclosure -  FYI, while the capability exists to share information quickly, we all need to keep in mind that e-mail is not a secure means of communication.  Any military information including ship and troop deployments should not be communicated by unsecure means or through the Internet.

Hacking - FYI, is unauthorized access into a computer network.
Harassment/Stalking - FYI, the computer provides access to many people and many sites provide details on people.  No one wants to receive a distressing message from someone they don’t know, and part of this program talks to both how to handle receipt of a message like this and personal responsibilities and liability in sending one.

Hate Crimes and Violence - the Internet and World Wide Web provide the opportunity for everyone who has a personal opinion, regardless of content, to spread their message.  Recent tragic events in the U.S. have demonstrated that disturbed individuals use this medium to post their philosophy, and to communicate with those who agree by linking them together through e-mail, chat rooms, or hyperlink.

GET INVOLVED WITH YOUR CHILDREN ON-LINE 

�Details regarding software to permit DoD personnel to scan their hard drives for the presence of images which may be offensive to them can be downloaded from the Computer Crime Section.  





