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MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT:   Policy Memorandum #19:  Communication Resources 

1. References:


a.
AR 380-19, 27 February 1998, Information Systems Security


b.
AR 380-53, 29 April 1998, Information Systems Security Monitoring


c.
TRADOC Policy on Personal Use of Government Communications Resources


d.
Fort Leonard Wood Command Policy # 27-98, Internet Use 

2. The intent of this policy is to establish standards of use for Communication Resources within HHC, 14th Military Police Brigade.

3. Army Regulation 380-19, Appendix B covers the use of electronic mail and states:

 B-2. Authorized use -- Users will employ Internet access for authorized, unclassified U.S. Government business.  The Joint Ethics Regulations now allow users to make limited use of DOD telephones, E-mail systems, and Internet connections for personal use, so long as such uses are on a not-to-interfere basis and are not for an improper purpose (such as conducting a private business or reviewing pornography).  Users are not to use their own private accounts for Army-related business unless specifically authorized to do so by their Director of Information Management/Deputy Chief of Staff for Information Management (DOIM/DCSIM).  Users are authorized to download and upload programs, graphics, and textual information between the Internet and an unclassified Government-owned personal computer.  Personnel will scan all files for viruses before storing, transmitting, or processing information within Army computers, systems, or networks.


a.
Without proper training, incidents of electronic mail and Internet abuse will occur.  Examples of such abuses are sending chain mail or improper use of existing mail lists to send an inappropriate message to many people.  These abuses create several problems.  First, when a mail list is used, the sender does not know specifically who will receive it or whether that person may be offended by its language or content.  Second, it places an undue strain on the mail servers’ load.  Mass mailings multiply to great numbers in just a few minutes and will eventually 
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severely slow or stop the mail servers.  They also distract and waste the time of the receiver who must filter such messages.


b.
Supervisors will limit the use of government electronic mail for personal business to before and after duty hours and the lunch hour.  Limit this personal use to such activities as reading and/or sending short messages.


c.
The DOIM monitors the use of government email and investigates suspicious activity or alleged abuse. 

4. The Internet is an invaluable tool.  However, the potential for abuse is great.  It is easy to fall into the trap of spending too much time surfing the net rather than performing government business. 


a.
Army policy strictly forbids the viewing or downloading of pornography and does not tolerate violations of this policy.    


b.
Limit Internet usage to what is required to perform official duties.  Supervisors will limit Internet use for personal business to before and after duty hours and the lunch hour.


c.
Personnel must log on to any computer system prior to using it. Bypassing the log-on screen is prohibited.


d.
DOIM has installed monitoring software that gives them the ability to track both incoming and outgoing network traffic.


e.
Individuals caught accessing prohibited sites, i.e., hate groups and porn sites, may lose their email account, access to the Internet, and are subject to action under the Uniform Code of Military Justice.

5. Limit telephone usage to official business and local calls of short duration.  Local calls are defined as those that will not incur a cost to the government.  Calls to places other than St. Robert and Waynesville are long distance and thus cost the government money.


a.
Limit long distance phone calls to the conduct of official business.


b.
Long distance calls made due to a bona fide emergency are allowed, with prior supervisor approval.  Anyone unwilling to obtain supervisor approval probably does not have a bona fide emergency.
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c.
Code calling (where you call and let it ring, then hang up to signal another person to call back) is strictly prohibited.  Unlike home phones, a long distance call automatically incurs a cost to the government, regardless of whether the call is completed.

       d.  DOIM and selected Brigade personnel will verify all long distance phone calls.  Personnel making unauthorized phone calls will reimburse the government and are subject to UCMJ action.  

6. Violations of any of the aforementioned policies or regulations are punishable under Article 92 (Failure to Obey an Order or Regulation) of the Uniform Code of Military Justice.  This command will investigate all alleged violations.

7.  This policy remains in effect until revised, revoked or superseded.  


  signed

  CPT, MP


  Commanding










