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MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT:  701st MP Battalion Policy Memorandum #50 Internet Use

1.  Increasing interest in the Internet necessitates establishment of an Internet use policy.

2.  All 701st Military Police Battalion personnel who use the Internet will comply with the following:

a.  Publishing information onto any electronic bulletin board or worldwide web home page constitutes the public release of information and must comply with the established policy for the release of such information.  Only material suitable for public release will be placed on the Internet.  The following types of information will not be placed on the Internet:

(1) Classified information.

(2) Privacy act information.

(3) For official use only (FOUO) information.

(4) Unclassified information that requires special handling, such as limited distribution (LIMDIS) or scientific and technical information protected under the technology transfer laws.

(5) Information, which is not considered to be available to the public under the Freedom of Information Act (FOIA).

(6) Information which could enable the recipient to infer classified or unclassified sensitive information, either from individual segments of the information, or from the aggregate of all the information available, e.g., capabilities and limitation of U.S. forces, equipment or systems.

b.  Information placed on the Internet must be cleared by approving officials designated by the Commanding General.

c.  Each organization releasing information onto the Military Police School home page on the Internet will appoint a Webmaster in writing.  The Webmaster will publish a standard operating procedure (SOP) or policy memorandum signed by his/her commander or director outlining the 

procedure to follow for clearing information the organization wishes to publish onto the Internet.  Personnel responsible for clearing information or ensuring clearance must be specifically named in the SOP or memorandum.  The Webmaster and any individual assigned to perform the actual physical transmission of the material have final responsibility for the contents.

d.  In the event the commander, director or webmaster are unsure if a piece of information can or cannot be placed on the web, they will take the following action:

(1) Forward a copy of the information to the Public Affairs Office (PAO), Office of Intelligence and Security (OIS), and Directorate of Plans, Training and Mobilization (DPTM) for review and clearance or denial.

(2) The PAO, OIS and DPTM as required will consult the Staff Judge Advocate (SJA) and the Directorate of Information Management (DOIM).

e.  Each page of material posted onto the Internet will include the name of the originator or responsible point of contact, the name of the posting organization, and the date posted.

f.  Software from non-DOD sources will not be downloaded from the Internet or loaded onto Army computers or systems without approval from the organization’s Information Systems Security Officer (ISSO).

g.  Government-owned equipment or gateways will not be used to access commercial services such as CompuServe, America Online, Prodigy, local privately operated gateways or pay-for-use subscriptions services unless a government-purchased subscription to such services is in place and the access is for official business only.

h. Users receiving e-mail messages from non-DOD or commercial service may respond to the message if the subject matter pertains to official business.

i.  Government stand-alone modem systems will not be used to access any service providers or other stand-alone modem systems for unofficial business.

3.  Punitive Nature.  This policy is punitive in nature.  Violations may subject personnel to adverse administrative and/or judicial action.

4.  Proponency.  The proponent is the Office of Intelligence and Security, 563-5936.

5.  ASSIST BY EXAMPLE!




signed


LTC, MP

     Commanding
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