PART II SAFETY RISK MANAGEMENT PROGRAM
1.  General:  Risk Management is a five step process which starts in the planning phase of the mission.  The G1s/S1s are the principal staff officer for safety.  Therefore the G1/S1 has the staff lead for developing risk management guidance and providing training. The G3s/S3s are responsible for integrating risk management procedures into every operation.  The process begins in the planning phase of a mission and continues throughout mission execution through the development and application of risk management procedures down to the lowest levels of leadership and ends with the after action review process.  The use of the risk management process enhances mission accomplishment and improves the overall force protection effort.  When time for in-depth planning described above is not available a hasty risk assessment is done.

2.  The five step risk management process:  is governed by four basic rules:
     a.  Rule 1.  Integrate risk management into the early stages of the planning process.

     b.  Rule 2.  Accept no unnecessary risks.

     c.  Rule 3.  Make risk decisions at the proper level.

     d.  Rule 4.  Accept risks only if the benefits outweigh the potential cost.

3.  Normal responsibilities within the risk management process:
     a.  Commanders:

          (1)  Ensure battle operating systems function to standard in order to prevent human error, materiel failures, and reduce adverse environmental effects.

          (2)  Establish risk management policy with realistic objectives and priorities.

          (3)  Ensure integration of risk management into plans and execution of all operations.

          (4)  Make risk decisions at the appropriate level, para 8 this Part.

          (5)  Select and enforce control measures for the most severe and probable hazards.

          (6)  Evaluate the effects of control measures in reducing risks.

          (7)  Determine effectiveness of control measures and make necessary changes to guidance and controls.  Ensure these changes are fed back to subordinates as guidance for future missions and SOPs.

     b.  G1/S1 in conjunction with G3/S3:

          (1)  G3/S3:  Monitor capability of each battle operating system to control risk.  Advise commander of any below-standard status that could affect the safety of the force.

          (2)  G1/S1:  Develop input for commander's risk management policy and guidance.

          (3)  G1/S1, G2/S2, G3/S3, G4/S4, G5/S5, G6/S6, and Special Staff:  Coordinate risk assessments for each course of action (COA) in the tactical decision making process and provide these to subordinate units as necessary.

          (4)  G1/S1:  Assess unit mission risk management performance during planning and execution.  Recommend changes to risk management guidance and control measures as needed.

          (5)  G1/S1:  Coordinate risk management training.

     c.  Unit Safety Officer/NCO or civilian safety professional:

          (1)  Assist unit personnel in the conduct of risk management.

          (2)  Conduct training in the practice of risk management.

          (3)  Review risk management applications for lessons learned and improvements.

     d.  All Staff Sections:

          (1)  Provide support needed to meet operational requirements.

          (2)  Ensure procedures and standards are clear and practical for each specified and implied task.

          (3)  Identify risk management shortcomings in battlefield operating system functions and develop control measures.

          (4)  Apply risk management to the tactical decision making process.  Develop and implement controls for the commander that support the mission and protect the force from unnecessary risks and loss of combat power.

     e.  Leaders/Supervisors:

          (1)  Enforce performance to standard.

          (2)  Execute and enforce control measures selected by commander.

-

          (3)  Provide feedback on the effectiveness of controls.

          (4)  Apply risk management to planning and execution of specified and implied tasks.

     f.  Individuals:

          (1)  Understand and implement risk management control measures as directed by the chain of command.

          (2)  Report the effectiveness of control measures during after action reviews.

     g.  V Corps Safety Office:

          (1)  Develop and distribute policy and procedures for application of risk management within V Corps. 

          (2)  Provide Risk Management train-the-trainer courses to unit personnel upon request. 

          (3)  Assist commanders, leaders, Safety Officers/NCO and Safety Professionals with the implementation of a risk management program.

          (4)  Conduct risk assessments and recommend control measures for Corps wide applications.

4.  Execution:  The five steps of risk management are:
     a.  Step 1 - Identify hazards in major events:  This step occurs during the earliest planning phase of an operation and is an integral function in the overall planning process.  Hazards must be identified for each course of action in the tactical decision making process.  Determine the mission essential tasks required to accomplish the mission and list the hazards that have been identified on the worksheet at Annex B this SOP.  Commanders and staffs use risk management procedures to identify all hazards associated with required tasks.  The areas of METT-T may prove helpful in organizing this identification process.  

     b.  Step 2 - Assess Hazards:  Determine the level of risk involved in each task by looking at the guidelines at para 7 this Part.  This demonstrates the probability of an accident occurrence and the severity of the result if it occurs.  With this information you can complete the risk assessments for each course of action by assessing the probability and severity of each hazard.  Analyze all the effects of variables on the operation to include such things as weather and equipment availability.  Annotate the risk on the worksheet.

     c.  Step 3 - Develop Controls & Make Risk Decisions:  Whenever risks can not be eliminated, leaders will control them by developing and using control measures.  A control measure is developed for each hazard to enhance mission accomplishment and avoid unnecessary safety restrictions that will overburden the plan making it impossible to complete the mission.  List all control measures on the worksheet.  Make risk decisions for the selected COAs and accept the risk level or elevate the risk decision to the proper levels, see paragraph 8 this Part.

     d.  Step 4 - Implement Controls:  Choose the best control measures to reduce the risk potential to an acceptable level. Refine the approved control measures and integrate them into the appropriate paragraphs of the operation order, overlays, and execution directives.  Implement control measures during mission execution. List the residual risk and any remarks on the worksheet.

     e.  Step 5 - Supervise and Evaluate:  Evaluate the effectiveness of the control measures.  Eliminate, modify and/or adjust control measures as necessary to meet changing situations.  Capture and disseminate lessons learned from mishaps and near mishaps for future use.  This information will be useful in evaluating the overall mission and in the development of future operational plans.

5.  TYPES OF Risk AssessmentS.  There are two types of risk assessments available.  The hasty risk assessment and the deliberate risk assessment.

     a.  The steps in a hasty risk assessment are the same as a normal assessment except they are done quickly on the ground right before an operation occurs or perhaps after an operation has been changed leaving the risk management that has been done obsolete.  The hasty risk assessment worksheet at Annex C works you through the process. The use of a hasty risk assessment should be limited to situations where preparation time is extremely limited and a deliberate assessment can not be done.  The results of a hasty risk assessment are not as good as a deliberate risk assessment but, can assist commanders and leaders in reducing risks.

     b.  The deliberate risk assessment worksheet at Annex B works you through the process.  The deliberate risk assessment is used early in the planning stages of a mission.  It is continually reviewed and changed as the mission planning evolves.

6.  Risk Assessment Worksheets.   

     a.  Annex B has the example of the V Corps deliberate risk management worksheet used to formulate control measures for selected courses of action during the planning phase of the operation.  In the first three columns, mission tasks and their associated hazards are identified and the base risk levels are determined.  In the next two columns, control measures are identified and the residual risks (the resultant level of risk after the application of control measures) is determined in accordance with the standard army definitions of risk probability and effect.  Once this worksheet has been completed the commander and staff will be able to determine the overall risk level for the entire operation and defer risk management decisions to the proper level of command (see para 8 this Part).  The overall risk level is the same as the highest residual risk for any single task.  An example form is at page B-2.

     b.  Annex C has the example of the V Corps hasty risk assessment worksheet.  This matrix provides commanders and leaders with a tool for making hasty assessments of the risks involved in an operation.  The matrix can be adjusted to the specific needs of your organization.  The user must ensure that the end result is hazard identification and control, not just a number.  As with any other risk assessment the risk approval must come from the proper level of authority.  See paragraph 8.  An example form is at page C-2.
7.  Risk Code Matrix.  Force Protection requires that each leader and soldier know and use the five steps and four rules of risk management.  Nothing we do is so important that we can afford to accept unnecessary risks or a mission that is impossible to accomplish.

     a.  Identify each task and the hazards associated with that task.  Go to the Risk Assessment Code Matrix.  At the matrix, identify what the severity effect of the hazards is for that task in the left column.  Identify the Hazard Probably in the top row.  The intersection of the Severity column and Probability Row will be the initial risk to be annotated on the risk assessment worksheet.
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     b.  Standard definitions to assist in determining the severity and hazard probability.

          (1)  RISK LEVELS

                (a)  EXTREMELY HIGH RISK - Loss of ability to accomplish mission.

                (b)  HIGH RISK - Significantly degrades mission capabilities in terms of required mission standards.

                (c)  MODERATE RISK - Degrades mission capabilities in terms of required mission standards.

                (d)  Low RISK - Little or no impact on accomplishing the mission.

          (2)  SEVERITY

                (a)  CATASTROPHIC -  Death or permanent total disability, system loss, or major property damage.

                (b)  CRITICAL -  Permanent partial disability, temporary total disability in excess of three months, major system damage, significant property damage.

                (c)  MODERATE -  Minor injury, lost workday accident, compensable injury or illness, minor system damage, minor property damage.

                (d)  NEGLIGIBLE -  First aid or minor supportive medical treatment, minor system impairment.

          (3)  probability

                (a)  FREQUENT; Occurs often, continuously experienced.

                (b)  LIKELY; Occurs several times.

                (c)  OCCASIONAL; Occurs sporadically.

                (d)  SELDOM; Unlikely, but could occur at some time.

                (e)  UNLIKELY; Can assume it will not occur.

8.  Risk Acceptance Matrix.
     a.  Unit staff assists the Commander through the presentation of possible control measures to reduce or eliminate risks.

     b.  Once the residual risks have been determined through the application of control measures the risk decision must be presented at the proper level of command for the final risk decision on mission execution.
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c.  This table indicates the proper levels of risk decision.  The size of the unit required to execute the mission is indicated on the top line of the matrix with the residual risk level shown in the left column.  The proper level of command for the associated risk is found at the intersection of the mission complexity and risk columns.  The Corps Commander can approve Low and Moderate overall residual accident risk missions.  The Corps’ next higher headquarters will approve High and Extremely High missions.
9.  SPECIFIC INSTRUCTIONS FOR COMPLETION OF THE DELIBERATE Risk Assessment Worksheet
     a.  The examples at Annex B pages 1 and 2 illustrate the matrix style worksheet to be utilized to conduct an in depth risk analysis of each mission.  This worksheet has been tested and proven effective during V Corps training exercises in preparation for the peace keeping deployment to the Bosnian AOR.  The worksheet is intended to identify all the risks associated with the mission and to provide stimulus to the planners and commanders in evaluating the severity of each task associated with mission accomplishment.

     b.  Upon completion of the hazard identification phase, commanders and planners should identify the required control measures to reduce or eliminate risk, and incorporate the results into appropriate mission directives.  Additionally, planners should be able to integrate the identified control measures developed to minimize risks into a METT-T oriented mission analysis.  Identified tasks, hazards, and control measures can then be staffed for presentation to the Commander in the form of a course of action decision brief, OPLAN/OPORD brief, or a hasty brief based upon a format utilizing METT-T factors, as required.

     c.  Instructions for use (refer to examples in Annex B):

          (1)  Prepare a worksheet for each phase/sub-phase of the mission.

          (2)  Blocks 1 thru 4 are self explanatory.

          (3)  Block 5 - Hazards.  ID hazards by reviewing METT-T facts for this mission/task.  Sources of METT-T facts & historical hazards include:  mission/task instructions, recon, experience of leaders & troops, unit safety SOP, & unit accident history.  Objective is to ID hazards most likely to result in accidental injury or property damage.  Enter hazards in Block 5.

          (4)  Block 6 - Initial Risk Level.  Determine risk of each hazard by applying the risk assessment matrix on page 8 this SOP.  In Block 6 enter the risk level for each hazard (i.e., L – Low, M – Moderate, H – High, or E – Extremely High).

          (5)  Block 7 – Controls.  Develop one or more controls for each hazard to reduce its risk.  As needed, specify who, what, where, when, and how for each control.  Use sources listed in Block 5.  Enter controls in Block 7.

          (6)  Block 8 – Residual Risk Level.  For each hazard, determine the level of risk remaining after controls are implemented (use the risk assessment matrix on page 8).  Enter the residual risk for each hazard in Block 8.

          (7)  Block 9 – Overall Risk Level.  Determine the overall risk of the mission/task by using the hazard with the highest residual risk.  Circle the risk level in Block 9 at bottom of worksheet.

          (8)  Block 10 – Risk Decision Authority.  Decide to accept or not accept the level of residual risk for this mission/task.  Enter in Block 10 (bottom of worksheet) the appropriate risk decision authority for the risk level circled in block 9.  Use the Risk Acceptance Matrix on page 9 this SOP.

          (9)  Block 11 – How to Implement.  Decide how each control will be put into effect/ communicated to the personnel who will make it happen (e.g., written/verbal instructions, tactical/safety/garrison SOPs, rehearsals).  Enter in Block 11.

          (10)  Block 12 – How to Supervise.  Show how each control will be monitored to ensure proper implementation (e.g., continuous supervision, spot checks).  Enter in Block 12.

          (11)  Block 13 – Controls Effective.  After mission/task is complete, determine effectiveness of each control in reducing the risk of the targeted hazard.  In Block 13 enter “yes” if effective, “no” if not effective.  For those not effective, determine why and what to do the next time this hazard is identified.  For example, change the control, develop a different control, or change how the control will be implemented/supervised.

