APPENDIX B



STUDENT HANDOUT



TERMINAL LEARNING OBJECTIVE (TLO): 



	ACTION:  Apply the risk management process to a task,



	CONDITION:  given a task in a garrison or tactical environment,



 	STANDARDS:  correctly answer questions about basic risk management 	concepts and terms.  Also, complete the risk management worksheet for the 	scenario provided in accordance with the risk management worksheet 	instructions.



SAFETY CONSIDERATIONS:   None



TRAINING RISK ASSESSMENT CODE:  L



ENVIRONMENTAL CONSIDERATIONS:   None



	In this instruction, you will examine the application of risk management to everyday operations. Risk management will conserve combat power assets, enabling you to accomplish your mission successfully and to protect the force from unnecessary losses or accidents.	Before you can understand and apply risk management, you need to understand what causes accidents.



ENABLING LEARNING OBJECTIVE: 



 	ACTION: Identify the three categories of accident cause factors,



	CONDITION:  in a garrison or tactical environment,



	STANDARD: in accordance with 
Small Unit Risk Management Booklet.



	Learning Activity 1 (ELO 1)



1.  Accidents are caused by one or a combination of cause factors.  There are three (3) categories of cause factors; human error, material failure/malfunction and environmental factors.



	a.  Human error is when an individual's actions or performance is different from what is required and causes or contributes to an accident.



	b.  Material failure/malfunction is when a fault in the equipment keeps it from working as designed and causes or contributes to an accident.



	c.  Environmental conditions become a factor when they are allowed to injure personnel, damage equipment or have a negative affect on the performance of individuals or equipment and this causes or contributes to an accident.  This includes conditions such as visibility, weather, noise, terrain, work surfaces, plants, animals and insects.



ENABLING LEARNING OBJECTIVE:



	ACTION: Define the underlying sources (reasons) of accident cause factors,



	CONDITION:  in a garrison or tactical environment,



	STANDARD:  in accordance with 
Small Unit Risk Management Booklet.



	Learning Activity 2 (ELO 2)



2.  Accident cause factors stem from five underlying sources.  These sources are individual failure, leader failure, training failure, standards failure, and support failure.



	a.  Individual failure occurs when the soldier knows and is trained to standard but elects not to follow the standard (self-discipline).  Individual failure is attributed  to the soldier's attitude, fatigue (self-induced), overconfidence, haste, alcohol or drugs.



	b. Leader failure.  Leaders that do not enforce known standards regardless of whether a soldier is in the direct chain-of-command or not, constitute a Leader failure.



	c. Training failures happen when soldiers are not trained to a known standard because of insufficient, incorrect or no training on the task.



	d. Standards failure occur when standards or procedures are unclear, impractical, or do not exist and are required.



	e. Support failure occurs when equipment and/or resources are improperly designed or not provided.  This includes insufficient number or type of personnel and equipment and inadequate maintenance, facilities and or services.



ENABLING LEARNING OBJECTIVE:



	ACTION:  Identify and define key terms associated with risk management,



	CONDITION:  in a garrison or tactical environment,



	STANDARD:  in accordance with 
Small Unit Risk Management Booklet.



		Learning Activity 3 (ELO 3)



3.  You now know what the causes of accidents are and the sources of these causes.  This will help you to relate accident problem areas to the risk management process.  However, before we get into the process, we need to define key terms associated with risk management.		



	a.  Risk Management -- a 5 step process of identifying and controlling hazards to protect the force.



	b.  Hazard -- any real or potential condition that can cause injury, illness, or  death of personnel, or damage to or loss of equipment or property, or mission degradation.  For example,  a hazard is soldiers conducting extended operations in cold weather without  proper clothing or equipment - the result is frostbite.



	c.  Risk -- chance of hazard or bad consequences; exposure to chance of injury or loss.  

	

	d.  Risk level is expressed in terms of hazard probability and severity.



	e.  Probability -- the likelihood that an event will occur.



	f.   Severity -- the expected consequence of an event in terms of degree of injury, property damage, or other mission-impairing factors (loss of combat power, etc.) that could occur. 



	g.   Risk Assessment -- the identification and assessment of hazards (first two steps of the risk management process).



	h.  Controls -- actions taken to eliminate hazards or reduce their risk.



	i.   Residual Risk -- the level of risk remaining after controls have been identified and selected for hazards that may result in loss of combat power.  Controls are identified  and selected until residual risk is at an acceptable level or until it cannot be practically reduced further.



	j.  Risk Decision -- the decision to accept or not accept the risk(s) associated with an action;  made by the commander, leader, or individual responsible for performing that action.



ENABLING LEARNING OBJECTIVE:



		ACTION: Identify hazards using METT-T  factors, available hazard 	detection 			resources and personal experience/expertise,



	CONDITION: given a scenario, in a garrison or tactical environment,



	STANDARD: in accordance with 
Small Unit Risk Management Booklet.



	Learning Activity 4 (ELO 4)



4.  Step one:  Identify Hazards - Identify hazards to the force.  Consider all aspects of current  and future situations, environment, and known historical problem areas.



     a.  There are many areas to consider when identifying hazards.  To avoid overlooking an area, a framework is needed.  The METT-T factors provide that framework.          



 	(1)  Mission - specified, implied and subtasks (who, what, where, when and how).



	(2)  Enemy - size and capability (SALUTE).  Impact of enemy acquisition, direct fire, indirect fire, and fracticide.



          	(3)  Terrain/Weather - Environmental conditions such as  inclined, uneven, rough or slippery surfaces; visibility (dark, dust, fog); precipitation (rain, snow, mist,); noise; and area of operation characteristics (availability and accessibility).



	(4)  Troops and Equipment - The amount and type of training the soldiers have, what skills are needed, the number and physical condition of the soldiers required for the mission/task.  Consider the amount, type, design and condition of the equipment that is available versus what is required.



		(5)  Time - The amount of time available to plan, rehearse, and conduct the mission/task. 



	b.  Consider the condition of each METT-T factor to identify hazards most likely to result in loss of combat power.  A way to do this is to take the identified (METT-T) hazard and determine if it is adequately controlled at your echelon or the next lower echelon, using the (reasons) for accident cause factors 



	c.  To determine if the hazard is adequately controlled, answer the five (5) questions about support, standards, training, leader and individual.  If the answer to all five (5) questions is “yes”, no further risk management action is required.  If one or more answer is “no”, then this hazard should be risk managed.  



	d.  To be effective, detection should go beyond your own knowledge.  What you don't know can affect the mission. Using detection resources, techniques and tools gives you a better chance of  identifying hazards that might occur during the mission.



	(1)  One way is through brainstorming.  Since no two individuals share exactly the same experiences, a good way to detect hazards is to get more people involved (share experiences).             



           (2)  Use the experts.  Consult with people such as, master gunners, safety officers, maintenance sergeants, technical inspectors, logistics assistance officers (LAO) etc.,.            



	(3)  Reference publications.  Review SOPs, ARs, TMs, FMs, 
Lessons Learned, 
Safety of Use Messages, Ground Precautionary Messages and Maintenance Advisory Messages for information about hazards.



		(4)  Review related accident information.  Local or Installation Safety Offices can provide information on accident trends and problem areas.   Other good sources of accident information can be found in Countermeasure and Flight Fax publications, Safety Alert Messages and safety bulletins.



	      (5)  Scenario thinking is another tool that can be used.  It involves visualizing the flow of an operation, the events that take place, and the things that could go wrong.



	There are many other tools and techniques that can be used.  Whatever is used will be determined by time and mission constraints.  Use what works for you.





     Perform  this step of risk management which is identify hazards, during the first three steps of Troop Leading Procedures;  1- Receive the mission, 2 - Issue the warning order, and 3- Make a tentative plan.















































PRACTICAL EXERCISE - ACTIVITY 1  



INSTRUCTIONS:  Use the scenario below,  the risk management worksheet and instructions (pgs B-8 thru B-10), the Small Unit Risk Management Booklet, and a sheet of paper to complete the following:



1.  Read the scenario.



2.  Fill in block 1 of the worksheet with the primary mission/task.



3.  Fill in block 2 of the worksheet with the mission/task date time group (DTG) -  enter DTG when the mission/task is planned to begin and when it is planned to end.



4.  Fill in block 3 of the worksheet with today’s date - enter day/month/year.



5.  Fill in block 4 of the worksheet with your rank, last name and duty position.



6.  Identify METT-T factors from the scenario and list them on a sheet of paper.



7.  Identify hazards associated with your list of METT-T factors from the scenario.  List the hazards in block 5 of the worksheet.  Leave space (approximately 2 inches) between each hazard.  Be prepared to discuss your work.



8.  Once you have completed this exercise put your worksheet to the side; you will need it for the next practical exercise.	





PE SCENARIO





TASK:  PERFORM TACTICAL ROADMARCH

            ARTEP 7-8 MTP (7-3-1123), FM 7-8, FM 21-18



MISSION:  1st Plt, A Co conducts a dismounted tactical roadmarch 060700JunXX along RT Blue to occupy new company TAA Cobra. 



SITUATION:  It is day five of a company seven day FTX and the commander has given you, the platoon leader, a warning order 051200JunXX to conduct the roadmarch. The SP time for the roadmarch is 060700JunXX securing TAA Cobra NLT 061300JunXX. The remainder of the company will occupy TAA Cobra 061800JunXX. Enemy dismounted patrols (5-10 personnel) have been reported operating along RT Blue within the last twelve hours. Current location and strength of patrols is unknown.



CONDITIONS:  TAA Cobra from your current location is approximately 15km. The terrain along RT Blue is uneven, small hills and heavily vegetated in some areas.

   The weather has been humid and hot. Temperatures have been reaching the low 90’s during the day and the low 70’s at night. No precipitation is forecasted for the next 48 hours. 

  The platoon is at 90% strength with only one team leader position not filled. The platoon has been resupplied with food, water, and ammunition since the last mission and has enough for each to carry a basic load.



FACTS:  You have been assigned as platoon leader for the last six months. During this time you have participated in the battalion EIB, company lane training and one other company three day FTX. Based on your experience you know that:



Platoon is acclimated to roadmarch conditions. Twenty personnel trained for EIB  last month with four awarded EIB.



Three personnel have had previous “heat related injuries”.



One squad only has one combat lifesaver. The TACSOP requires that each squad is assigned two combat lifesaver qualified personnel.



Received three new personnel to platoon prior to FTX. Rest of platoon have been  has been together for the last four months. 





Resources:  ARTEP 7-8 MTP, FM 7-8,FM 21-18, Small Unit Risk Management Booklet and Unit SOP.





























































































































































































LEFT BLANK FOR RISK MANAGEMENT WORKSHEET
















































BLOCK



1.  Mission/Task - Describe the mission/task to be executed  For example:  Platoon Attack by Fire.



2.  Mission/task date time group (DTG) - Enter DTG when the mission/task is planned to begin and when it is planned to be completed.



3.  Date prepared - Enter day/month/year the worksheet was prepared.



4.  Prepared by - Enter the rank, last name and duty position of the person who prepared the worksheet.



5.  Identify hazards - Identify hazards by reviewing METT-T facts for this mission/task.  That is, about mission, enemy, terrain, weather, troops, equipment and time.  Sources of METT-T facts and historical hazards include:  mission/task instructions, recon, experience of leaders and troops, unit SOPs, unit accident history, Small Unit Risk Management Booklet and NTC Force Protection Study Guide.  Ojective is to identify hazards that are most likely to result in accidental injury, damage or mission degradation.  Enter hazards in block 5.



6.  Assess hazards - Determine the risk of each hazard by applying the risk assessment matrix included at the end of these instructions and on page 13 of the Small Unit Risk Management Booklet.  For each hazard, enter in block 6 it’s risk level.  That is, enter  L (Low), 
 M (Moderate), H (High), or E (Extremely High).



7.  Develop controls - For each hazard, develop one or more controls to eliminate 
the hazard 
or reduce the risk
 of the hazard
.  As needed, specify 
 
the who, what, where,  when and how of each control.  Sources for controls include those listed above for block 5.  Enter the controls in block 7.



8.  Determine residual risk - For each hazard, use the risk assessment matrix included at the end of these instructions and on page 13 of the Small Unit Risk Management Booklet to determine the level or risk remaining after the controls are implemented.  Enter  the level of residual risk for each hazard in block 8.



9.  Determine mission/task overall risk.  Use procedures outlined in the Unit SOP.  If the Unit SOP does not have procedures to determine overall mission/task risk, this risk level is the same as the hazard with the highest residual risk.  Circle risk level in block 9 at the bottom of the worksheet.



10.  Make risk decision - Decide to accept or not accept the level of residual risk for this mission/task.  Use the unit SOP to determine who is authorized to accept what level of risk.  If the SOP does not give this guidance, use the procedures on page 14 of the Small Unit Risk Management Booklet.   In block 10, enter the rank, name, position of the appropriate risk decision authority for the risk level circled in block 9.



11.  Implement controls - For each control, enter in block 11 how it will be put into effect and/or communicated to the personnel who will make it happen.  For example;  verbal order, SOP’s, OPORD,  rehearsals.



12.  Supervise - In block 12, enter how each control will be monitored to ensure it is implemented.  For example;  direct supervision, continuous supervision, spot checks, situation reports, inspections, buddy system, or soldier self-discipline.



13.  Evaluate - After the mission/task is completed, determine the effectiveness of each control reducing the risk of the targeted hazard.  In block 13, enter “yes” if the control was effective.  Enter “no”, if the control was not effective.  For each control that was not effective, determine why and what to do the next time this hazard is identified.  For example;  change the control, develop a different control or change how the control will be implemented or supervised.















ENABLING LEARNING OBJECTIVE:



	ACTION: Determine the level of risk,



	CONDITION:  using identified hazards and a risk assessment matrix, in a 	garrison or tactical environment,



	STANDARD:  in accordance with 
Small Unit Risk Management Booklet.



	Learning Activity 5 (ELO 5)



5.  Step two:  Assess Hazards - Assess hazards to determine risks.  Assess the impact of each hazard in terms of potential loss and cost based on probability and severity.  The risk assessment matrix is an effective tool to use for determining the risk level.  



	a.  To use the matrix you must first classify the hazard's probability. Probability is divided into five categories:  frequent, likely, occasional, seldom and unlikely.  The number of occurrences and amount of exposure determine the category.    	



	(1)  The probability is categorized as frequent when an event occurs often in the life of a system for an individual item and is experienced continuously in a fleet or inventory.  It occurs often in a soldier's career or is continuously experienced by all soldiers exposed. 	



	(2)  A hazard's probability is categorized as likely when there is a good possibility that an event will occur several times in the life of a system or soldier's career and is experienced a lot by the fleet, inventory or soldiers exposed.  														

	(3)  A hazard's probability is categorized as occasional if the event occurs once in a while such as, once in the life of a system or career of  a soldier, or several times within a fleet or inventory, or occurs sporadically to all soldiers exposed. 	



	(4)  A hazard's probability is categorized as seldom if there is a remote possibility that an event will occur in the life of an individual piece of equipment or the career of a soldier.  For a fleet or inventory, it would be unlikely but can be expected and would occur seldom to all soldiers exposed.	



	(5)  Finally, a hazard's probability is categorized as unlikely when the possibility that an event would occur to in the life of an item or the career of a soldier is so rare that you can assume that it will not occur.  It would most likely not occur  within the fleet or inventory and very rarely occurs to all soldiers exposed.           



	b.  Reading the matrix from left to right brings us to severity.  The expected consequence of an event in terms of degree of  injury, property damage, or other mission impairing factors (loss of combat power, adverse publicity, etc.) that could occur.	



	(1)  The category with the most serious impact is catastrophic.  The results being death or permanent total disability, a systems loss or major property damage.	



	(2)  Critical.  The end result is severe injury.  That is, permanent partial disability or temporary total disability in excess of three months for personnel, and major systems damage or significant property damage.



	(3)  Marginal.  Results in minor injury, or lost workday accident for personnel.  Minor systems or property damage.    	



	(4)  Negligible.  First aid or less required.  Minor systems impairment.		

	

	c.  Once you have matched the hazard's probability and the hazard's severity, find the block were they intersect and there you will find the risk level;  E - for Extremely high; H - for high; M- for Moderate; L- for Low.



      Assess hazards during step three of Troop Leading Procedures;  Make a tentative plan.



















































PRACTICAL EXERCISE - Activity 2





INSTRUCTIONS: Use the scenario and the risk management worksheet from the previous exercise, the Small Unit Risk Management Booklet, and the risk assessment matrix on the next page to:





1.  Determine the probability of each hazard you listed in block 5.



2.  Determine the severity of each hazard you listed in block 5.



3.  Based on probability and severity, determine the risk level of each hazard and enter the risk level in block 6 of the risk management worksheet.



4.  Be prepared to discuss your assessment.





























































INDIVIDUAL HAZARD RISK ASSESSMENT



�



Probability - the likelihood that an event will occur



      Frequent - Occurs often, continuously experienced.

      Likely -  Occurs several times. 

      Occasional - Occurs sporadically.

      Seldom - Unlikely, but could occur at sometime.

      Unlikely - Can assume it will not occur.



Severity - the expected consequence of an event in terms of degree of injury, property damage, or other mission  impairing factors.                                                    

      

      Catastrophic - Death or permanent total disability, system loss, major 				    property damage.

      Critical - Permanent partial disability, temporary total disability in 				    excess of 3 months, major system damage, significant 				    property damage.

      Marginal - Minor injury, lost workday accident, minor system damage 			      minor property damage.

      Negligible - First aid or minor medical treatment, minor system 				        impairment.                               

�ENABLING LEARNING OBJECTIVE:	



	ACTION: Develop control options and make risk decision.



	CONDITION:  using the assessment from the previous step, in a garrison or 	tactical environment,



	STANDARD:  in accordance with 
Small Unit Risk Management 	Booklet.	



	Learning Activity 6 (ELO 6)	



6.  Step three:   Develop Controls and Make Risk Decision - Develop control measures that eliminate the hazard or reduce it's risk.



	a.  After assessing the hazards, review existing control measures that can be applied to each hazard to lower it's risk level.  If implementation does not adequately lower the risk level, adjust the existing controls or select controls that will.  



	b.  If no controls exist, you will have to develop them.  When developing controls, give consideration to realism, time, money and other requirements (who will do what, by when, and how).  The controls selected, regardless of whether they already exist or are newly developed, should minimize the chance of accidents
 or los
ses
 and maximize the chance of mission accomplishment.	



	c.  After selecting controls, reassess each hazard to determine it's level of residual risk.  As control measures are developed, re-evaluate the risk and add controls until the risk is reduced to a level where benefits outweigh potential cost.	 



	d.  Based on SOP's, planning guidance, OPORD/FRAGO coordinating instructions, and mission or task instructions determine the overall mission/task risk.  If there is no guidance to determine the overall risk, the overall risk level is the same as the hazard with the highest residual risk.  



	e.  Use the unit SOP to determine the appropriate risk acceptance authority. If the SOP doesn't include this guidance, use the procedures outlined on page 14 of the  Small Unit Risk Management Booklet.



	Incorporate this step of risk management while comparing courses of action, decision and expanding selected COA into a tentative plan during Troop Leading Procedures.













PRACTICAL EXERCISE- Activity 3





INSTRUCTIONS:  Use the scenario and risk management worksheet from the previous exercise, the Small Unit Risk Management Booklet, and the risk assessment matrix to:



1.  Develop controls for each hazard and list them on a sheet of paper.



2.  Select the controls best suited for the mission that either eliminate the risk of each hazard or reduce it to an acceptable level .  Enter the controls in block 7 of the work sheet.



3.  Determine the level of risk remaining for each hazard, assuming the controls  you selected are implemented.  Enter the residual risk level for each hazard in block 8.



4.  Determine the overall mission/task risk level.  Circle the appropriate level in block 9 of the worksheet.



5.  Based on the risk level you circle in block 9, enter the risk approval authority information in block 10.  If you are the authority, decide whether or not to accept  the level of risk.  If the risk level exceeds your authority stop here for this exercise (normally you would forward it through the chain of command to the appropriate approval authority for acceptance). 



6.  Be prepared to discuss your controls and decision.

















  




























ENABLING LEARNING OBJECTIVE:	



		ACTION:  Discuss how to implement, supervise, and 	evaluate the effectiveness 
			
of controls.		



		CONDITION:  in a garrison or tactical environment,	



		STANDARD: in accordance with Small Unit Risk Management Booklet.	



		Learning Activity 7(ELO 7)      	



7.  Step four:  Implement Controls - Put controls in place that eliminate the hazards or reduce their risk.		



	Controls are executed by the individuals involved in the task/mission and should address who will do what, by when.  Incorporate controls into operations and communicate them down to the lowest level by way of: 

		

		a.  Standing Operating Procedures (SOP'S).



		b.  Written and verbal orders.



		c.  Mission or safety briefings and back-briefs.



		d.  Training or rehearsals -  "Train as you Fight".  	



		e.  New equipment.



	Perform this step during steps 4 through 7 of Troop Leading Procedures;  initiate movement, reconnoiter, complete the plan, and issue the order.



8.  	Step five:  Supervise and Evaluate - Enforce standards and controls.  Evaluate the effectiveness of controls and adjust/update as necessary.	



	a.  Supervision and responsibility go hand in hand.  All soldiers are responsible for supervising themselves (self-discipline).  What that means is that every soldier is responsible for performing to standard and executing controls.  Also, every soldier is responsible for recognizing unsafe acts or conditions and, depending on the situation and time requirements, making on-the-spot corrections and/or bringing it to the attention of the chain of command.



	b.  Leaders and supervisors are also responsible for ensuring standards and controls are adhered to and enforced.  Some ways to accomplish this are spot checks, inspections, continuous supervision, situation reports, etc.



	c.  All personnel involved in the implementation of controls should be part of the evaluation process.  Individuals responsible for the implementation of controls should evaluate their effectiveness using feedback from the soldiers and adjust or update as necessary.  Once the mission has been completed, ensure that an After Action Review (AAR) is conducted with your subordinates and superiors.	



	Accomplish this step during the 8th and final step of Troop Leading Procedures:  Supervise and refine the plan.













































































PRACTICAL EXERCISE - Activity 4





INSTRUCTIONS: Use the scenario and  the risk management worksheet from the previous exercise and the Small Unit Risk Management Booklet, to:





1.  Determine how you are going to implement each control you selected.



2.  Fill in block 11 of the worksheet.



3.  Describe how each control will be supervised in block 12;  for example , spot checks,  inspections,  direct supervision, etc.,.



Note:   For the exercise do not fill in the evaluation column (Block 13). Normally this block would be filled in after conducting an AAR  for the mission/task.
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