Formatted Table

Formatted [—i
GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission. As of: 2012 Working Copy Formatted ﬁ
Formatted
Applicability [—i
Formatted [—ﬂ
z Formatted [—i
TP S . 3| <

CriteriaCrieria Criteria Guidelines References D?)iﬂlrjr:;(::s w 3l 8 9 Mandatory Comments Formatted Table [—ﬂ
O ?3 i s Formatted [—i
E - Formatted ﬁ
Formatted [—ﬂ
Formatted [—i

: 20
- Formatted [_ﬂ
Formatted [—i
% E i o Formatted ﬁ
- 3T % & 4 Formatted [—i
Formatted [—ﬂ

— - - F tted

ERITERION Jl4a: For institutions that are supported by a Network AR 25-1, 1-10, 1b. AMOU/MOA | X | X | X | X | la. Services being performed ormatte [—i
L4aCriterion 14a; Enterprise Center (NEC): 1-11, 2-2(2), documents with by the institution that should Formatted ﬁ
Institution performs, — 2.15(c), 6-1(2), | the servicing be performed by the Formatted [—ﬂ
provides and tracks t L4a(1)a-A- , Verify the institution does not execute services | TR 25-1, 1-6¢c | organization. installation Network Enterprise Formatted )

services which are that should be available on a non-reimbursable basis from the and TR25-1,3- |, Center IAW the C4IM
facilitators to the training | supporting Network Enterprise Center (NEC). 8c(2)e 2. Common-User Services List. Formatted ﬁ
mission, 14a(1), Standing ard Formatted )
Q“Er, Ensyre the institution does not execute services that are being operating 1b. Services proyldeq in \ Formatted f—i
provided via Memorandum Of Understanding/Memorandum Of procedure (SQP) MOQ/MOA are still tgemg [—i

Agreement. (i.e. services being provided to RC via the responsible IT document which provided by local unit. Formatted
organization.), includes yearly, . . Formatted )
14a(2)z, Ensure the institution validates the use of long distance long distance 2. There is no process in [ Formatted [—i

services on a yearly basis validation. place to facilitate the
validation of long haul services Formatted )
2:14a(3);, Ensure the usability of the network and local information on a yearly basis. 4 Formatted [—ﬂ
technology resources are a facilitator to the training mission. Formatted [—i

3. The local network, network
systems or network resources Formatted -
do not perform in a manner Formatted [—ﬂ
whlch facmtatgs the training Formatted [—i

mission of resident training
and Army learning center Formatted ]
training. Formatted )
Formatted [_ﬂ
Formatted [—i
L Formatted [—i
Formatted [—ﬂ
Formatted [—ﬂ




Formatted Table

.

Formatted [—i
GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission. As of: 2012 Working Copy Formatted ﬁ
Formatted
Applicability [—i
Formatted [—ﬂ
z Formatted [—i
CriteriaGriteda - - Required = <
== o)
c Criteria Guidelines References Documents w 5 3| Mandatory Comments |« Formatted [—i
Ol Tg i & Formatted [—i
E = Formatted ﬁ
Formatted [—ﬂ
CRITERION 1—Ensure-the-organization-has-a-Records- Manageridentified-and AR25-1Ch8: | DutyAppeintment | X | X | % [ X | Fheorganizationdoesnet Formatted ()
14bCriterion 14b;, } d ag d i and-Privacy Orders- have-a-Recerds-Manager Formatted [—ﬂ
Ipstitution complies with | Actproceduresinplace: Paral-4e-and | Completeprogram identified., [ Formatted [—i
records management DA-Pam25-403; | evaluation . " ﬁ
requirements, Freedom ParaB-3 guestionsin-DA ormatte
of Information Act, and Pam-25-483- Formatted [—i
Privacy Act. paragraph B-3-at Formatted [—i
- F{ 25 Formatted [—i
—403-pdf—Al Formatted ﬁ
References-isted; x{ Formatted [_ﬂ
1. Records J14b(1)a;, Ensure the institution has a records manager and the AR25-1,Ch8; | Duty Appointment | X | X | X JThe institution does not have a N Formatted [—i
Management, records manager is registered in the Army Records Information AR 25-100-2, Orders, records manager identified, Formatted ﬁ
Management System (ARIMS), paral, le; and \ Formatted [—i
DA Pam 25- This criteria is not met if there
n Formatted [_i
103, Para B-3, is no records manager
assigned by duty appoint Formatted )
orders to the institution. Formatted )
The records manager is not Formatted [—i
registered in ARIMS for each Formatted [—i
UIC and office symbol of the Formatted [—ﬂ
institution.), F ﬁ
— n - - ormatted
J14b(1)b;2; Ensure the organization coordinates with the Rrecords AR 25-1, Paras | The master X 1 X | X | X | The records coordinators are
Aadministrator and the records manager has coordinated with the 2-15nand 8-5 | records not registered in Army Formatted f—i
records coordinators.-car-identify-records-managementsub-programs; | DA Pam 25-403, | management Records Information Formatted [—ﬂ
Para 1-6 sgreadsheet. Management System Formatted [—i
(spreadsheets (consists of org (ARIMS),
located at RM offices/record Formatted )
Portal: coordinators/office JThe criteria is NOT MET if the Formatted [—ﬂ
https:/icac.tkepo | symbols/UICs/co institution does not have Formatted ﬁ
—

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted



https://cac.tkeportal.army.mil/sites/g6/ii/Records_Management/default.aspx

Formatted Table

Formatted [—i
. - ; ; ; el . : Formatted [—ﬂ
GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission. As of: 2012 Working Copy
Formatted
Applicability [—i
Formatted [—ﬂ
CriteriaGriteda Required ; < Formatted [—i
= Cuideli Criteria Guidelines References Documents w § 8 o Mandatory Comments la Formatted [—ﬂ
Syl gl = Formatted )
E = Formatted ﬁ
Formatted Table [—ﬂ
rtal.army.mil/site | mplete mailing records coordinators identified Formatted [—i
slg6/ii/Records_ | addresses.), and registered in ARIMS for Formatted [_ﬂ
Management/de each UIC and office symbol Formatted [—i
fault.aspx the records coordinator is
responsible for, Formatted )
. X125 14 | X | Coordination-has-notbeen Formatted [—i
made-with RM-and-/or-records Formatted [—j
.
ave Aot beer-loaded o Formatted [—i
coordinators-and-office Formatted ﬁ
symbel(s); Formatted [_ﬂ
Formatted [—ﬂ
Formatted ﬁ
: A Formatted [—ﬂ
. J14b(1)cs, Ensure every office has a complete (to include DA Pam 25-403, | Organization X I X | X | X | Office record lists with Formatted f—i
housekeeping and functional records), office record list in ARIMS, Para 1-6, Master Record housekeeping and functional
Management rescords have not been Formatted [—i
Spreadsheet loaded into ARIMS, Formatted [—ﬂ
. J14b(1)ds;, Ensure appropriate file markings, appropriate record The Privacy Act; X1 X | X | X | \dentify -when personally Formatted [—i
inventories and disposition instructions are being adhered to, AR 340-21; AR identifiable information not
Job Aid item 380-5; AR 25- marked (or secure) IAW AR Formatted )
J14b(1)4e; Ensure files (hardcopy and electronic) been marked IAW 400-2, Para 6-2 340-21 and AR 380-5, Formatted [—ﬂ
ARIMS and the Privacy Act, and DA Pam 25- Formatted ﬁ
403, Paras 3-8
and 3-22, Formatted [_i
Job Aid item, 14b(1)5f:- Ensure the organization adheres to the disposition DA Pam 25-403, | SF135s/ARIMS | X | X | X | X | Identify when transfer and Formatted [—ﬂ
instructions associated with ARIMS record numbers?, chaps 4,7,and | Army Electronic permanent records that are | Formatted [—i
10. See DA Archive printout, not being maintained IAW AR [—i
Pam 25-403, 25-400-2, Formatted
Para 7-5¢ for SF Formatted )
135 procedure Formatted [—ﬂ
—

gA

Formatted

Formatted

Formatted

Formatted

Formatted

|| Formatted

Formatted

s\\
\\

Formatted

|
|
\\

Formatted

=
k

|

Enarmatted



Formatted Table

Formatted [—i
GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission. As of: 2012 Working Copy Formatted ﬁ
Formatted
Applicability [—i
Formatted [—ﬂ
z Formatted [—i
CriteriaGriteria - - Required =| <
== o)
c Criteria Guidelines References Documents w 5 3| Mandatory Comments Formatted [—i
Ol Tg i & Formatted [—i
E - Formatted ﬁ
Formatted [—ﬂ
Job Aid item 14b(1)g8;; - Ensure vital records inventories and interview the records | AR 25-1, Para__ | Vital records X I X I X [ X [ There are vital records that Formatted ()
manager for location of vital records. 5 8-5), AR 500-3, | inventory, are missing from the vital Formatted [_ﬂ
Paras 1-10 and records inventory IAW DA Formatted [—i
é;mazr];i4|30A3 Pam 25-403, Para 2-4 Formatted ﬁ
Para 2-4. Formatted )
2. Privacy Act +—Ensure-thereis-aPrivacy-Actsystem-of record-notice (SORN) | OMB Circular A- | Army Portfolio X 1 X | X | X | There are organization Formatted [—j
. arelarprvasRpRet a5 ERssMeRE P A e 5 Fagtiradand- APy 130; 32 CFR Management systems that do not have a Formatted [—i
. Pardehoiasnaemene Salttor (A PME-rh-5nhnetntesthe Part 505; AR Solution (APMS) Privacy Act SORN and/or PIA
requirementcorrectly. 340-21, chap 4; | printout (tab 5 for (as required), Formatted ﬁ
14ab(2)a;;, Ensure that the institutions systems have a Privacy Act OMB E-Govt Act | SORN and PIA), Formatted [—ﬂ
TFhisis-ajebaiditemJob | SORN and/or PIA (as required), of 2002, section Formatted f—i
Aid item~ 208; DODD
R 5400.11; DOD Formatted ﬁ
214b(2)b:; Ensure the system managers as cited in Army Portfolio 5400.11-R, Formatted [—ﬂ
Management Solution (APMS) complete a Privacy Act system of Formatted [_i
record notice (SORN) and/or privacy impact assessment (PIA), as
required, and ensure APMS tab 5 annotates these requirements Formatted [—i
correctly, Formatted [—ﬂ
3. Freedom of 14b(3)a8;, Ensure that request for records are being appropriately LOAAS Memo, X1 X | X | X | \dentify is there is no POC ‘ Formatted [—i
Information Act (FOIA), | logged., dated 1 Oct 08, assigned to the institution that
subject: FACTS, tracks requests for records int Formatted f—i
o the FOIA and Privacy Act Formatted [—ﬂ
Casg Tracking System upon Formatted [—i
receipt,
Formatted [_i
Thisis-ajeb-aicHtem:Job | 14b(3)a: Ensure the designated FOIA point of contact-erganization Jdentify that requests for Formatted [—ﬂ
Aid item, enters-Freedom-of-trfermation-Act{FOIA) requests for FRABOGS records are not being entered Formatted [—i
records into the FOIA and Privacy Act Case Tracking System upon into the FOIA and Privacy Act
receipt, Case Tracking System, Formatted ﬁ
ERITERION J4c(1).., Ensure the organization is using authorized contracts for IT | Memorandum, | MIPRs, Contracts | X | X | X | X | Jdentify IT hardware and Formatted [—}
H4eCriterion 14¢; hardware and software purchases. , SAIS-GKP, 04 | / Delivery Orders, software purchases from non- Formatted ﬁ
—

Formatted

Formatted

Formatted

Formatted

\| Formatted

Formatted

Formatted

Formatted




Formatted Table

Formatted [—i
GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission. As of: 2012 Working Copy Formatted ﬁ
Aonlicabilit Formatted [—ﬂ
icabili
PP y Formatted [—ﬂ
z Formatted [—i
CriteriaGriteria - - Required =| <
Lriterias o)
- Criteria Guidelines References Documents w 5 S Mandatory Comments Formatted [—i
al| 3| = Formatted [—i
8|
E [ Formatted ﬁ
Formatted [—ﬂ
Institution follows May 2009, and Government CHESS Contracts with no Formatted ()
appropriate IT acquisition subject: Use of | Purchase Card approved CHESS Waivers. Formatted [—ﬂ
and performance review Computer (GPC) files for IT Identify desktop and notebook Formatted [—i
processes, Hardware, hardware, computer, plus monitor, . " ﬁ
Enterprise software and purchases from outside of the ormatte
Software and services CB process with no approved Formatted [—i
Job Aid item, Solutions purchases over CB Exception Memos,, Formatted [—i
(CHESS), AR the last 12-month [ c ttod [—i
14C(1)a: Specifically for desktop and notebook computers, plus 25-1, DAPAM | period. Approved ormatte
monitors, assure the organization is purchasing during the authorized 25-1, CHESS Waivers Formatted ﬁ
CHESS Consolidated Buy periods. , for non-CHESS Formatted [—ﬂ
purchases, and Formatted f—i
approved CB
Exception Memos Formatted ﬁ
for non-CB Formatted [—ﬂ
purchases of
desktop and Formatted [_i
notebook Formatted [—i
computers, plus Formatted [—i
manitors, Formatted [—ﬂ
. 14c(2)z;, Ensure the organization analyzes and documents its mission | AR 25-1, 3-5¢ XX JThere is no documented
and related work processes before making significant IT investments to | AppendixC; misson and related work Formatted [—i
support these processes, Management processes to support Formatted [—ﬂ
Controls significant IT investments of
. e . F tted
Cheekdist: | $2 million or more ina FY, or ormatte ﬁ
$30 million or more total life Formatted )
cycle cost, Formatted [—ﬂ
4c(3)z, Ensure the organization follow the TRADOC mandated JR 25-1, NONE (TRADOC | X | X | X Identify any IT purchases ,,{ Formatted [—i
process for acquiring new technology. Chapter 3, G-6 has a record >$25K, or any server, server
R R including of all RADs software, or collaboration Formatted -
Jl4c(3)a: Ensure the organization follow the TRADOC mandated Change 1, submitted and software regardless of cost, Formatted [—ﬂ
N Requirements and Acquisition Decision (RAD) process for acquiring approved over the with no RAD Approval, Formatted ﬁ
Formatted [—i
2 Formatted [—i
Formatted [—ﬂ
Formatted [—ﬂ
Formatted ﬁ
Formatted [—i
Formatted [_i




Formatted Table

Formatted [—i
GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission. As of: 2012 Working Copy Formatted ﬁ
Formatted
Applicability [—i
Formatted [—ﬂ
z Formatted [—i
CriteriaGriteria - - Required =| <
== o)
- Criteria Guidelines References Documents w 5 3| Mandatory Comments Formatted [—i
Ol Tg i e Formatted [—i
E - Formatted ﬁ
Formatted [—ﬂ
new technology. Requirements-and-Acquisitior-Decision{RAD) last 12-month Formatted ()
JOB-AIDIFEMJoDb Aid process for acquiring new technology. , period), Formatted [—ﬂ
item, Formatted [—i
. 14.c(4);, Ensure all IT Investments have been entered into the Army Appendix D, APMS entries. , XX 1 X | X | ldentify all IT investments that = tted ﬁ
Portfolio Management Solution (APMS) System. {sSystems, networks, | Army IT Portfolio have not been entered into ormatte
databases} and costs associated with these Investments (hardware & | Management APMS, Formatted [—i
JOB-AIDIFEMSJob Aid | software purchases, sustainment costs, IT development & support Guidance, dated Formatted [—j
item, contracts, etc) have been entered into the Army Portfolio Management | 9 March 2008. ,
- Formatted [—i
Solution (APMS) System,
R R R R Formatted ﬁ
CRITERIONCriterion, XX |44 Formatted )
14d;, |nstitution 1.-Ensure collaborationtools-are used-in-accordance with- Army-and TR 25-1, Para5- JThis is covered in the
14d; . ; i Formatted [—ﬂ
integrates collaboration FREBOCHidates Sab AR b Knowledge Management
tools, such as the 6-2—h{1) Standard GOV15, Formatted ﬁ
TRADOC Knowledge Formatted )
Environment
; F d
(SharePoint) and AKO, ormatte [—i
into daily processes and Formatted [—ﬂ
promotes a knowledge- Formatted [—}
based force, - _ — Formatted [—i
. J14d(1)2%: Ensure the organization identified an Army Knowledge JR25-1, Paral- |, XX ndicate that institution does
Online (AKO) administrator. 5.4(7)(b), not have an AKO Formatted )
administrator identified, Formatted [—ﬂ
R 14d(2)3;, Ensure the organization created an AKO Knowledge Center, | TR 25-1, Para 1- XX N Formatted [—i
5.3.a(1),
N 24:14d(3): ; Ensure the organization employs collaboration capabiliies | AR 25-1 6-2, X IxIxIx 1. Formatted )
that do not duplicate existing solutions such as AKO, TRADOC h(1); TR 25-1, Formatted [—i
Knowledge Environment (TKE) and Battle Command Knowledge Para 5-2.a, AR Formatted [—i
System (BCKS), 25-16-2, h(1), . ttod [—i
. 35;14d(4);, Ensure the content on web sites and portals linked to the AR 25-1, 6- X IX X 1X 1. ormatte
authoritative source, rather than copied or duplicated on that site, 7(7b); Formatted [—i
TR 25-1, Para 5- Formatted )
Formatted [—i
8 Formatted [—i
Formatted [—ﬂ
Formatted [—ﬂ
Formatted ﬁ
—

|
i [ Formatted

\ "'ﬂ“\‘}‘ ‘00‘

il
M‘\ || Formatted

I
I

i
i\

! [ Formatted

|
“\‘\‘H‘”
|

“ Formatted

i \‘\H‘\‘. Formatted

'M ‘h

1 AR




Formatted Table

Formatted

GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

Formatted

CriteriaGriteda
P

Criteria Guidelines

References

Applicability

Required
Documents

L
O

School/College

TRNCOA

Mandatory Comments

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

3.a(4)(b)

Formatted

14d(5):46, Ensure the PAO approves the release of content prior to its

JR 25-1, Para 5-

Formatted

publication on public web sites,

3.a(4)(c), AR 25-

1,67 ¢c(3)

Formatted

CRIFERION

J14e: The criteria 14e evaluation is based on the Department of the

AR25-2:Para

=y

Formatted

14eCriterion 14e;

Army Inspecting General - Information Assurance - Self Assessment

32

EFT]

Formatted

JInstitution complies with

Tool (DAIG IA SAT) “DAIG IA SAT” document. To meet this 1A

iasat_tool v5 0.xls

appropriate Information
Assurance policies,

standard criteria, the institution must meet the following:
1) Be compliant in10 out of the total15 focus areas

Nihy i nt

Formatted

Formatted

2) Compliancy in 4 out of 5 of the following focus areas: IAVM, C&A,

PED, Minimum IA Tech Req, & Classified Systems Management;
(3) Be compliant in ALL questions that are bold and underlined 1-

arders.

Formatted

Formatted

B e i e

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Enarmatted

))113/21313131313131313)313)313)313) 1313131313131 3131 313)312)313) 1131313131 313131 2) 31 2) 31 3)



Formatted Table

Formatted

GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

Formatted

CriteriaGriteda
P

Criteria Guidelines

References

Required
Documents

Applicability

L
O

School/College

TRNCOA
C

Mandatory Comments

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

gA

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Enarmatted

))113/21313131313131313)313)313)313) 1313131313131 3131 313)312)313) 1131313131 313131 2) 31 2) 31 3)



Formatted Table

Formatted [—i
GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission. As of: 2012 Working Copy Formatted ﬁ
Formatted
Applicability [—i
Formatted [—ﬂ
z Formatted [—i
CriteriaGriteda - - Required = <
Lriterias o
c Criteria Guidelines References Documents w § S ol Mandatory Comments Formatted [—ﬂ
Syl gl = Formatted )
E = Formatted ﬁ
Formatted [—ﬂ
16 nstitution complies with-the requirement that reguires AR 252 Para Training rosters FAFArara Eiﬁﬂs' linformationassura Formatted [—i
A . ] A - -
irectors.and verly i - and completed s.asmy.milbbplelassifiedspil Formatted ]
%WWWWWWW IS : '_ 'A Fper : A”’ﬂysll i incident-reports, agepdf Formatted [—i
¢ B Gtassmed Formatted ﬁ
Spillage BBP,
AGRIIER#QN% ] .; . m%%mm%mwm@m i ion- : . I?;' Ly . Formatted [—i
Institution-complieswith | Inspecting-General—nformation-Assurance—Self-Assessment-Tool il | Formatted [—i
isi zaus Xt} B o iasat_tool_v5 0.xls Formatted ﬁ
| e scealarting ot of the et fonus pesa, Formatted -
- 4 15 of the folowing focus areas_AVM_ CEA. a Formatted [—ﬂ
— . - A Formatted [—i
{3} Be compliantinALL guestions that-are bold and underined, ,
1. Incident Handling 14e(1): Refer to the DAIG Information Assurance Self Assessment AR25-2: DoDI Refer to DAIG IA 4 4 4 4 Indicate if the activity does not Formatted ﬁ
Tool (IA SAT) to review the 14 subtasks under this focus area, 8500.2 IA SAT, have an incident response Formatted [—ﬂ
Controls; plan or a copy of their service
Peroron - = Formatted
CJCSM providers' incident response [—i
6510.01A, plan, Formatted -
Formatted [—i
. . . Formatted
ndicate if the incident [—i
response plan does not Formatted f—i
include the recovery actions Formatted [—ﬂ
required prior to placing a Formatted
compromised system back on [—i
the network, Formatted )
Formatted [—ﬂ
ndlca_te i users are not aware Formatted [—i
of their responsibility to cease
all activity on a computer Formatted [—i
when they observe suspected || Formatted [—ﬂ
<1 >1l >l > security incidents or Formatted ﬁ
\l Formatted [—i
S Formatted [_i
Formatted [—ﬂ
Formatted [—i
Formatted ﬁ
Formatted [—i
Formatted [_i
Formatted [—i
Formatted [—i
Formatted [—ﬂ




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

N 4[ Formatted Table

CriteriaGriteda
P

Criteria Guidelines

References

Required
Documents

Applicability
<5}
2 <
w| 8|8
= =2
(@] (=] >
2l
[&]
)

Mandatory Comments

la—
\[ Formatted: Indent: Left: 0.08", Right: 0.08" ]

/{ Formatted: Font: Arial Narrow, 10 pt

suspicious IS operation and
report immediately to the
System Administrator (SA),
Information Assurance
Manager (IAM), or the
Information Assurance
Security Officer (IASO).

/{ Formatted: Font: 10 pt

does not understand the

color: Auto

ndicate if the organization /{ Formatted: Font: 10 pt, No underline, Font

requirement to report and

respond to classified
information spillage events

/{ Formatted: Font: 10 pt

Formatted: Centered

Formatted: Font: Arial Narrow, 10 pt

Formatted: Font: Arial Narrow, 10 pt

U




Formatted

Formatted

Formatted

Formatted

GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission. As of: 2012 Working Copy _74[ Formatted Table [—ﬂ
Applicability
<5}
CriteriaGriteria L Required 2 <
Criteria Guidelines References pocuments | (| 8|| S Mandatory Comments |« ——{Formatted )
GCuidelines EIEIE
= Formatted [—ﬂ
[&]
N Formatted [—i
Formatted ﬁ
2. |1ATraining & J14e(2): Refer to the DAIG IA SAT to review the 14 subtasks under this | AR25-2; DoD Referto DAIGIA | X | X | X JIndicate if the command's A |« Formatted [—ﬂ
Certification focus area, 8570.1-M; DoDI | SAT, user training program does Formatted )
8500.2; CJCSM not comply with the Army
6510.01; NIST minimum training Formatted ﬁ
800-53 requirements, Formatted [—i
Appendix F AT2; Formatted [—i
Army |A Training Indicate if all users do not
and Certification complete initial IA Awareness Formatted [—i
Best Business training before receiving Formatted [ﬁ
Practice (BBP) network access. Formatted [—i
Indicate if all users does not Formatted )
complete refresher IA Training Formatted [—ﬂ
annually, | Formatted [—i
JIndicate if the organization Formatted f—i
does not meet the appropriate Formatted [_ﬂ
IAM and IAT certification f—i
. Formatted
milestones,
Formatted [—i
3. Information J4e(3): Refer to the DAIG IA SAT to review the five subtasks under AR?25-2; DoDI Referto DAIGIA | X | X | X ndicate if the IAVM corrective Formatted [—}
Assurance this focus area. 8500.2 IA SAT, actions are completed later F [—ﬂ
90 be =4 - —— ormatted
Vulnerability Controls; than the listed mitigation date
Mandatory NetOps on the IA Vulnerability Alert Formatted [—i
reporting Tool (IAVA)?, Formatted [—ﬂ
v1.4 Quick User F
_ ormatted [—i
Guide June
2010 Formatted [—ﬂ

PEN




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

N 4[ Formatted Table ]

Applicability
<5}
CriteriaGriteria L Required 2 <
=t Criteria Guidelines References g|| 9 Mandatory Comments |«
Guidelines Documents ¥s| SIS i \[Formatted: Indent: Left: 0.08", Right: 0.08" ]
Ol o
o o
= =
[&]
)
/{ Formatted: Font: Arial Narrow, 10 pt
4. Information J14e(4): Refer to the DAIG IA SAT to review the 20 subtasks under this | AR 25-2; BBP Referto DAIGIA | X | X | X | X | Indicate when personnel are Formatted: Font: 10 pt, No underline, Font

Assurance -Program

focus area,

03-PE-0-0002

SAT,

not required to sign a user

color: Auto

N

Management,

(Reuse of Army

agreement prior to being

Formatted

Computer Hard granted access to the
Drives); DoD, information system, Formatted
8570.01-M; _ _ ) Formatted
CcJcsI ndicate when media that will . ttod
6510.01F, Para. be reused in an alternative | | ormatte
A-11: DFARS Army environment is not Formatted
Part 239.7102-3; purged with an approved Formatted
FISMA; DoDI Army or DoD wiping tool prior
Formatted: Don't add space between
8500.2, to release to the other Army paragraphs of the same style

organization

ndicate when media which

Formatted

Formatted

stored classified or sensitive
(to include restricted, test,
research, or PlI) information is
not degaussed with an NSA-
approved degausser and

destroyed using an NSA-
approved destruction method,

JIndicate when users do not

Formatted: Font: 10 pt

Formatted

3/3183)3/ M 3l13]3]3)31 N0

Formatted

meet the personnel security
requirements for gaining
access to Army information

systems

42

Formatted: Centered

Al

Formatted

/
%




e U A A U

GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission. As of: 2012 Working Copy _74[ Formatted Table
Applicability
<5}
CriteriaGriteria L Required 2 <
it Criteria Guidelines References ol © Mandatory Comments -
Guidelines Documents g SR> \[ Formatted: Indent: Left: 0.08", Right: 0.08" ]
Sl
=l |
[&]
»n
/{ Formatted: Font: Arial Narrow, 10 pt
5. Public Key ,14e(6): Refer to the DAIG IA SAT to review the five subtasks under Army CIO/G-6 Referto DAIGIA | X [ X | X ndlclatle when System . « Formatted: No underline, Font color: Auto
Infrastructure (PKI) this focus area Memorandum SAT, Administrators are not using
Subject: an Alternative Smart Card Formatted: Font: Bold, No underline, Font
Alternative Logon (ASCL) Token to color: Auto
Smart Card access their higher privileged Formatted: Font: 10 pt, No underline, Font
Logon (ASCL account, color: Auto
Token for Two- \ Formatted: No underline, Font color: Auto
Eactor L Formatted: Font: 10 pt, No underline, Font
Authentication color: Auto
Para. 2and 3, Formatted: Don't add space between
JTE-GNO CTO i
- aragraphs of the same style
07-015. Public paragrap il
Key Formatted: No underline, Font color: Auto
Infrastructure Formatted: No underline, Font color: Auto
m A Formatted: No underline, Font color: Auto
Implementation
Phase 2. Task Formatted: No underline, Font color: Auto
— e
2; Army PKI Formatted: Font: 10 pt, No underline, Font
Phase 2 color: Auto
Implementation Formatted: Font: 10 pt
Instructions
. .
Version 2.2 Formatted: Font: 10 pt, Not Bold
Para. 5.2 (Task Formatted: Font: 10 pt
2)and 5.2.2
Formatted: Centered
Formatted: Font: Arial Narrow, 10 pt
Formatted: Font: Arial Narrow, 10 pt

43

U




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

N 4[ Formatted Table

actions for all weaknesses
(CAT-I, II, and IIl) are not
captured in the Plan of Action
and Milestones (POA&MSs) as

Applicability
[<5)
o . g
CriteriaCrieria Criteria Guidelines References D?)iﬂlrjr::eencis w8 § o Mandatory Comments <\( S—
Suidelines 3| gl Z| =
I E
8
/{ Formatted
6. Certification and J14e(6): Refer to the DAIG IA SAT to review the nine subtasks under AR25-2 Para | Referto DAIGIA | X | X | X | X | Indicate when each 4\/{ Formatted
Accreditation (C&A), this focus area, 5.6 (c): ATO, SAT, Information System does not Formatted
IATO, IATT and have a current Interim
DATO Army Authorization To Test (IATT), Formatted
Information; AR Interim Approval To Operate Formatted
25-2 Para. 5- IATO) or Approval To Formatted
2(h); DoDI Operate (ATO) and/or an
8500.01E; DoDI approved Tenant Security Formatted
8500.2; DoDI Plan, Formatted
851001 Formatted
DIACAP, Para. JIndicate if results from ACA
6.3.3.2.6.1.2 validation testing have not Formatted
6.3.3.1.6.1.3 been analyzed, CAT | Formatted
and weaknesses have not been Formatted
6.3.3.2.6.1.4 mitigated, and mitigating

Formatted

Formatted

Formatted

Formatted

required,

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

Formatted

213121213/21313131313131 31313131 312)313)313) 31 3) 31 Si D)




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

N 4[ Formatted Table

Applicability
<5}
CriteriaGriteria TSR Required 2 <
Lriterias o
c Criteria Guidelines References Documents w 5 S Mandatory Comments <\( F—
ol 3l £
o o
= [
[&]
w
/{ Formatted
Z._Information J14e(7): Refer to the DAIG A SAT to review the eight subtasks under | AR 25-2, Para. | Referto DAIGIA | X | X | X ndicate if there is no IT Formatted
Technology this focus area, 4-5i, DA PAM SAT, contingency plan in place for | |\ = cted
Contingency Planning 25-1-2, Para.2- each Army Information ormatte
5a(2); DoDI System (IS--A single IS or Formatted
8500.2 IA LAN) as appropriate for Formatted
Controls, 08- essential functions and critical Formatted
CO-M-0001 assets identified by the
BBP, and Commander Formatted
Information Formatted
Technology ndicate if there Is not an
" - — - Formatted
Contingency identified Alternate Site
Plans & Testing capable of operating at the Formatted

dated 11 April
2008

Formatted

appropriate MAC level
I

Formatted

Formatted

Formatted

Formatted

Formatted
Formatted
Formatted
Formatted
Formatted
Formatted
Formatted
Formatted
Formatted
Formatted
Formatted

213121213/21313131313131 31313131 312)313)313) 31 3) 31 Si D)




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

“[ Formatted Table ]

Applicability
<5}
CriteriaCriteria U Required 2 <
et Criteria Guidelines References gl © Mandatory Comments |«
Guidelines Documents gl e o g i \[Formatted: Indent: Left: 0.08", Right: 0.08" ]
Ol | ©
o o
= [
[&]
w
/{ Formatted: Font: Arial Narrow, 10 pt
8. Wireless Security J14e(8): Refer to the DAIG IA SAT to review the seven subtasks under | AR 25-2, Para. Referto DAIGIA | X X | X | Indicate if there are no

this focus area

4-20e(5), 4-28a
through j, 4-30a;
DISA Enclave

STIG (control);
DoDD 8100.2
Para4.5.; Army
Wireless
Security
Standards BBP
network
Assessment
Scanning - 04 -
EC-0-0004
Page 8(n) -

monthly
assessment

shall be
conducted to
identify
authorized and
unauthorized
wireless access
points (war
driving and war
dialing
activities). DISA
Wireless STIG
v6r3 from 29 Oct
2010

SAT

installation WLAN discovery
scans performed at least
monthly to discover wireless

devices on the installation.

Indicate if there are wireless
devices (WLAN, RF
keyboards, RF mice
Bluetooth devices, etc) being
used and there is no waiver
from 7th Sig Cmd. _Indicate if
there no approved encryption
mechanisms in place for all
approved / accredited WLAN
devices connected to the

installation network(s).

color: Auto

Formatted: Don't add space between

Formatted: Font: Bold, No underline, Font }
paragraphs of the same style }

Formatted: Space After: 0 pt, Don't add space
between paragraphs of the same style, Line
spacing: single

Formatted: Space After: 0 pt, Don't add space
between paragraphs of the same style, Line
spacing: single, Don't adjust space between
Latin and Asian text

Formatted: Space After: 0 pt, Don't add space
between paragraphs of the same style, Line
spacing: single

Formatted: Don't add space between
paragraphs of the same style

Formatted: Centered

Formatted: Font: Arial Narrow, 10 pt

U

Formatted: Font: Arial Narrow, 10 pt

N /L /] A




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

“[ Formatted Table

Applicability
<5}
CriteriaGriteria T Required 2 <
et Criteria Guidelines References gl © Mandatory Comments |«
Guidelines e Documents = IRIRS v \[Formmed: Indent: Left: 0.08", Right: 0.08" ]
Ol | ©
ol | x
= [
[&]
w
/{ Formatted: Font: Arial Narrow, 10 pt
9. Portable Electronic | Refer to the DAIG IA SAT to review the seven subtasks under this AR 25-2, Para. Referto DAIGIA | X | X | X Indicate if there are mobile Font: Not Bold. No underline. Font

Device (PED)

focus area

4-5{(6); Data at
Rest BBP; OMB

SAT

devices (including laptop PCs)
properly configured with an

hil Formatted:
color: Auto

Memorandum - Army approved Data-At-Rest Formatted: Font: Not Bold
M06-16 DAR) solution. Formatted: Font: Not Bold, No underline, Font
Subject: color: Auto
Protection of Formatted: Font: Not Bold
Sensiive Formatted: Font: Not Bold, No underline, Font
lAfenC . color: Auto
nformation;
DOD CIO PII Formatted: Font: Not Bold
Memorandum Formatted: Font: Not Bold, No underline, Font
18 August 2006; color: Auto
Formatted: Don't add space between

paragraphs of the same style

Formatted: Font: Not Bold

e o O A G U L )

Formatted: Centered

Formatted: Font: Arial Narrow, 10 pt

Formatted: Font: Arial Narrow, 10 pt

U




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

“[ Formatted Table

e o O A G U L )

Applicability
<5}
CriteriaCriteria U Required 2 <
= Criteria Guidelines References 9| © Mandatory Comments |«
Sl - Documents ¥S SIS i \[ Formatted: Indent: Left: 0.08", Right: 0.08" ]
Ol | ©
ol | x
= [
[&]
(%]
/{ Formatted: Font: Arial Narrow, 10 pt
10. Army Web Risk Refer to the DAIG IA SAT to review the 11subtasks under this focus AR 25-1, Para. Referto DAIGIA | X | X | X | X | Indicate _that th_e Commander Formatted: Font: Not Bold, No underline, Font
Content Management area 6-7a(11); AR 25- | SAT the Public Affairs Officer color: Auto
2, Para. 4- (PAQ), the OPSEC Officer, . tted: Font- Not Bold
20g(11), (15) and the Webmaster properly ormattec: Font: Not 5o
and 3-3i AR cleared information posted to Formatted: Font: Not Bold, No underline, Font
530-1, Para. 2- the WWW or to the AKQ in color: Auto
3a(15); DoD areas accessible to all Formatted: Font: Not Bold
Wie,b Site Admin account types. Formatted: Font: Not Bold, No underline, Font
Policy, Part |, color: Auto
Para. 5.5.4 Indicate if FOUO, FOIA- . tted: Font: Not Bold
555, and 5.5.7; exempt, or other non-public ormatted: Font: Mot 59
DoD 5400.7-R information has not been Formatted: Font: Not Bold, No underline, Font
Para. C3.2; removed from a unit's publicly color: Auto
DoD Internet - accessible website. Formatted: Don't add space between
NIPRNet DMZ paragraphs of the same style
STIG; DA Pam Formatted: Font: Not Bold
211, Para. 8- Formatted: Space After: 0 pt, Don't add space
1d; Office of between paragraphs of the san;e style, Line
Management spacing: single
and Budget
(OMB)
Memorandum
dated 17 DEC
2004, Para. 6a;
ALARACT

48

180/2006, Para.
4A1& 4B; DoDI
8500.2 IA
Control; Army
CIO/G6 -
Responsible
Use of Internet
Based
Capabilities
Memorandum;

Formatted: Centered

Formatted: Font:

Arial Narrow, 10 pt

Formatted: Font:

Arial Narrow, 10 pt

Army Public
Affairs Army
Social Media
Best Practices
Document; U.S.

AL LU TS 1Y




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

“[ Formatted Table ]

CriteriaGriteda
P

Criteria Guidelines

References

Required
Documents

Applicability

L
O

School/College

TRNCOA

Mandatory Comments

[«
\[ Formatted: Indent: Left: 0.08", Right: 0.08" ]

/{ Formatted: Font: Arial Narrow, 10 pt ]

11. Personal

Identifiable Information

PIl

Refer to the DAIG 1A SAT to review the six subtasks under this focus

area

ALARACT
050/2009, Pl
Incident
Reporting and
Notification
Procedures
(Para 4.3); DoD
Memorandum
Subject:
Safeguarding
Against and
Responding to

the Breach of PII

05 Jun 09 (Part
1V, Pg 9); DOD
Clo
Memorandum
Subject: DOD
Guidance on
Protecting PII

18 Aug 06
(Para:4.3)

Refer to DAIG 1A
SAT

I><

I><

I><

I><

Indicate if there is no written
internal command procedures
for incident reporting and
notification when Pll is lost
stolen, or otherwise disclosed
to individuals without a duty
related, official need to know.

Formatted: Don't add space between
paragraphs of the same style

Formatted: Centered J

Formatted: Font: Arial Narrow, 10 pt ]

Formatted: Font: Arial Narrow, 10 pt ]




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

“[ Formatted Table

Applicability
[<5)
CriteriaCriteria U Required 2 <
Cuideli Criteria Guidelines References Documents g é § Mandatory Comments <\( Formatted: Indent: Left: 0.08". Right: 0.06"
S| e
b
/{ Formatted: Font: Arial Narrow, 10 pt
12. Minimum IA Refer to the DAIG IA SAT to review the 18 subtasks under this focus AR 25-2; DoDI Referto DAIGIA | X | X | X | X | Indicate if the organization 4\_/{ Formatted: Font: Not Bold
Technical area 8500.2 IA SAT does not enforce separation
Requirements Control; Army of duties, role-based access, Formatted: Font: Not Bold
Password and least privilege through Formatted: Font: Not Bold
Standards BBP; assigned access Formatted: Font: Not Bold
DISA Network authorizations for user
Infrastructure accounts. Formatted: Don't add space between
75.“(; DISA - paragraphs of the same style
Secure Remote Indicate if the organization Formatted: Space After: 0 pt, Don't add space
Computing does not conduct, at least \‘ between paragraphs of the same style, Line
STIG; monthly or when tasked spacing: single
Data at Rest network/system IAVM and full
BBP; OMB network vulnerability scans.
Memorandum -
M06-16
Subject:
Protection of
Sensitive
Agency
Information;
DOD CIOPII
Memorandum,

18 August 2006;
VCSA

ALARACT
dated 10 Oct
2006

 JU JU U L )

Formatted: Centered

Formatted: Font: Arial Narrow, 10 pt

Formatted: Font: Arial Narrow, 10 pt




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

“[ Formatted Table ]

V5R2; Reuse of

and securely store information

 JU JU U L )

between paragraphs of the same style, Line
spacing: single

Applicability
[<5)
CriteriaCriteria U Required 2 <
it Criteria Guidelines References gl © Mandatory Comments e
Guidelines Documents gl e o g i \[ Formatted: Indent: Left: 0.08", Right: 0.08" ]
Ol | ©
o o
= [
[&]
(%]
/{ Formatted: Font: Arial Narrow, 10 pt
13. Classified Systems | Refer to the DAIG IA SAT to review the 12 subtasks under this focus AR 25-2: DoDD | Referto DAIGIA | X | X | X | X | Indicate if wired/wireless 4\_/{ Formatted: Font: Not Bold
management area 8100.2; DoDI SAT portable electronic devices —
8500.2 1A PEDs) are not prohibited Formatted: Font: Not Bold
Control; from areas where classified Formatted: Font: Not Bold
Wireless information is discussed or Formatted: Font: Not Bold
Security electronically processed. -
Standards BBP: Formattsd: thc:]n t add spta::e between
AR 380-5; DISA Indicate if the organization paragraphs of the same style
Wireless STIG does not physically control Formatted: Space After: 0 pt, Don't add space

2%

Computer Hard
Drives BBP;

KVM BBP;
NSTISSI 7003

system media (paper and
digital) based on the highest
classification of information on
the media to include pickup,
receipt, transfer and delivery
of such media to authorized
personnel.

Indicate if the organization
does not sanitize or destroy
classified information system
digital media before its
disposal or release for reuse,
to prevent unauthorized
individuals from gaining

access to and using the
information contained on the

media.

Indicate if the activity does not
ensure only approved
Keyboard, Video, and Mouse
(KVM) switch boxes are in
use for switching between
systems of different

Formatted: Centered J
Formatted: Font: Arial Narrow, 10 pt ]
Formatted: Font: Arial Narrow, 10 pt ]

classification levels.

—Indicate if the the classified
network transmission is not
protected with NSA Type 1




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission. As of: 2012 Working Copy <—[ Formatted Table ]

Applicability

CriteriaGriteda

I o Required
2 Criteria Guidelines References

Documents u
O

Mandatory Comments

[«
\( Formatted: Indent: Left: 0.08", Right: 0.08" ]

School/College
TR NCOA
C

/{ Formatted: Font: Arial Narrow, 10 pt ]

14. Physical Security & | Refer to the DAIG IA SAT to review the eight subtasks under this focus | DoDI 8500.2 IA | Refer to DAIG IA X Indicate if the organization
Environment Controls | area Controls; AR SAT does not have current signed
380-40; AR 380- procedures to control visitor
5; access to critical IT
infrastructure facilities (e.q.
ADN, MCN, DCO, Server
Room, Network Operations
Center, etc), and are detailed
visitor logs being kept.

I><
>
I><
I><

Indicate if the entrances to
facilities housing workstations
which process sensitive or
classified information are not
controlled during working
hours and quarded or locked
during non-work hours
(Sensitive); or guarded or
alarmed 24 x 7 (Classified).

Indicate if a servicing fire
department receive an
automatic notification of any
activation of the smoke
detection or fire suppression
infrastructure facilities (e.q.
MCN, DCO, Server Room,
Network Operations Center.
etc) (MAC-l or MAC-II Formatted: Centered J

systems); or does the facility
have standalone smoke Formatted: Font: Arial Narrow, 10 pt ]
detectors properly installed Formatted: Font: Arial Narrow, 10 pt ]
(MAC-III systems).

22 Indicate if there is no master
power switch or emergency
infrastructure facilities located
near the main entrance of the

IT area, clearly labeled, and




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

“[ Formatted Table ]

CriteriaGriteda

Guidelines

Criteria Guidelines

References

Required
Documents

Applicability

L
O

School/College

TRNCOA

Mandatory Comments

[«
\[ Formatted: Indent: Left: 0.08", Right: 0.08" ]

/{ Formatted: Font: Arial Narrow, 10 pt ]

15. Leadership IA
Assessments

Refer to the DAIG IA SAT to review the nine subtasks under this focus

AR 25-2; DoDI

Refer to DAIG 1A

area

8500.2; 05-PR-
M-0002 BBP
Information

Assurance (IA)

Training and
Certification, 6

=~ valhy

Aug 2010. DoDI
8500.2; CJCSM

P AT YEA A LA )

6510.01

Appendix A
Enclosure A

=t Ay

3b(20) and
Appendix B
Enclosure A
Para. 2h and
Para. 5; DoD
8570.1-M
paragraph
C1.4.43

C6.2.3
€8.2.7.6; DODD
8570.15.9.2;
ALARACT
186/2008;
ALARACT
167/2007, VCSA
SENDS: Pl
Incident
Reporting and
Notification
Procedures, July
2007;

SAT

I><

I><

I><

A

Formatted: Centered J

Formatted: Font: Arial Narrow, 10 pt ]

Formatted: Font: Arial Narrow, 10 pt ]




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

N 4[ Formatted Table ]

Applicability
<5}
CriteriaGriteria L Required 2 <
it Criteria Guidelines References wi |l gl 9 Mandatory Comments l
Guidelines Documents ol| | & \[ Formatted: Indent: Left: 0.08", Right: 0.08" ]
Ol | ©
o o
<=l —
[&]
n
/{ Formatted: Font: Arial Narrow, 10 pt ]
4{ Formatted: Font: Arial Narrow J
Formatted: Don't add space between
paragraphs of the same style

Formatted: Centered

Formatted: Font: Arial Narrow, 10 pt

Formatted: Font: Arial Narrow, 10 pt




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

—

Formatted Table

Applicability
<5}
e . 3
% Criteria Guidelines References D?)iﬂ#;endls 4 S g Mandatory Comments ‘\( Formatted: Indent: Left: 0.08", Right: 0.08" ]
Ol | ©
gl e
&
/{ Formatted: Font: Arial Narrow, 10 pt ]
43. Classified Refer to the DAIG 1A SAT to review the 12 subtasks under this focus AR25-2-DoDD Referto DAIG KX KX iﬁd‘_eatememess Formatted: No underline, Font color: Auto J
Systems management £100-2.Dobl - HASAT, wmwc_dewees ‘B<% Formatted Table ]
—LW Eg s Security from-areas-where classified Formatted [—i
Standards BBP: w Formatted: No underline, Font color: Auto J
AR%M Electronically processed, Formatted [—i
VSR, Reuse of pdicatefthe oarizaton |« ||\ Formatted ]
Computer Hard does-not-physically-control Formatted [—ﬂ
Drives BBP:—cvM and-secuely store-information Formatted -
ﬂ_é— m Formatted [—i
classification-of nformnation o Formatted -
Memmeludeﬂm ﬁ’ Formatted [—i
of such mecla o authorized Formated ]
persennel, Formatted: Font: 10 pt J
. . N Formatted [—ﬂ
sl it s sy Formatted =
w Formatted: Font: 10 pt ]
to-prevent unautherized ’ Formatted [_ﬂ
aceessto-and-using the
fhediay
Indicate-if-the-activity-does-not Formatted ﬁ
ww Formatted: Centered ]
KM switeh-boxes-are-in Formatted [—i
; —
S



GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission. As of: 2012 Working Copy <—[ Formatted Table ]

Applicability

me_ tefia Criteria Guidelines References Required

Guidelines e Documents u

Mandatory Comments |«
8 \[ Formatted: Indent: Left: 0.08", Right: 0.08" ]

School/College
TR NCOA
RC

/{ Formatted: Font: Arial Narrow, 10 pt

‘\—/{ Formatted: Font: 10 pt

)
)
Formatted: Font: 10 pt ]

Formatted: Font: 10 pt, No underline, Font
color: Auto

Formatted: Don't add space between
paragraphs of the same style, Position:
Horizontal: 0.07", Relative to: Margin

Formatted: Space After: 0 pt, Don't add space

Formatted: Font: 10 pt

between paragraphs of the same style, Line

spacing: single, Position: Horizontal: 0.07",

Relative to: Margin

Formatted: Font: 10 pt

Formatted: Font: 10 pt, No underline, Font
\( color: Auto

(D D

Formatted: Centered J
Formatted: Font: Arial Narrow, 10 pt ]
Formatted: Font: Arial Narrow, 10 pt ]




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

“[ Formatted Table

|
|
|
|
|

Applicability
<5}
o
B . ' D <
DaRefereackE: m% wilslg o S Formatted: No underline, Font color: Auto
Controls; AR 3801 | IASAT, SIES does hothave current signed
. = ”| S i o — Formatted: Don't add space between
A-IRAIARC-asA 5 = — paragraphs of the same style, Position:
%) aceess-to-eriticaliT Horizontal: 0.07", Relative to: Margin
infrastructure facilities (e )
g Formatted: Font: 10 pt, No underline, Font
SR color: Auto
Room, Network Operations
Cente ﬂ?) and-are ESE? ed Formatted: No underline, Font color: Auto
visitor-logsbeingkept; | Formatted: Font: 10 pt, No underline, Font
color: Auto
rdicatet-the-entrancesto Formatted: Font: 10 pt, No underline, Font
facilities-housing werkstations color: Auto
%M Formatted: Space After: 0 pt, Don't add space
classified-information-are-not between paragraphs of the same style, Line
e e T spacing: single, Position: Horizontal: 0.07",
hours-and-guarded-orlocked Relative to: Margin
eeting-hon-work-hours Formatted: Indent: Left: 0.08", Right: 0.08" J
Mﬁ Formatted: Font: 10 pt ]
Formatted: Font: 10 pt J
Indicate-if a-servicing fire Formatted: Font: Arial Narrow, 10 pt ]
department receive-an
- PP Formatted: Font: 10 pt ]
automatie notification ot any
activation of the smoke Formatted
MENDBCOServerRoont
NetwerkOperations Center;
StEHMAC-Hor MACH
have standalone smoke
detectors properiy-installed
(MAC ) Formatted: Centered ]
Formatted: Font: Arial Narrow, 10 pt ]
{ndicate-if thereis-no-master Formatted: Font: Arial Narrow, 10 pt J
pewerswitch-or emergency
H switchi = Formatted: Font: 10 pt ]
infrastructure facilities located Formatted
near the main entrance of the
Hareacleardylabeledand
protected by a-coverto




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission. As of: 2012 Working Copy <—[ Formatted Table ]
Applicability
<5}
CriteriaGriteria T Required 2 <
et Criteria Guidelines References gl © Mandatory Comments e
Sl - Documents ¥S SRS gl i \( Formatted: Indent: Left: 0.08", Right: 0.08" ]
Ol | ©
o o
= [
[&]
w
/{ Formatted: Font: Arial Narrow, 10 pt
A A Formatted: Font: 10 pt

Formatted: Don't add space between
paragraphs of the same style, Position:
Horizontal: 0.07", Relative to: Margin

)
)
Formatted: Font: 10 pt ]
)

Formatted: Font: 10 pt

Formatted: Space After: 0 pt, Don't add space
between paragraphs of the same style, Line
spacing: single, Position: Horizontal: 0.07",
Relative to: Margin

Formatted: Font: 10 pt, No underline, Font
color: Auto

Formatted: Font: 10 pt

Formatted: Font: 10 pt, No underline, Font
color: Auto

o JC )

/{ Formatted: Font: 10 pt
— Formatted: Font: 10 pt, No underline, Font
color: Auto

i
/{ Formatted: Font: 10 pt ]
/{ Formatted: Font: 10 pt, No underline, Font J
color: Auto
)
)
)
)

Formatted: Centered

Formatted: Font: 10 pt

Formatted: Font: Arial Narrow, 10 pt

Formatted: Font: Arial Narrow, 10 pt

28




GOV 14: Institution uses appropriate Information Technology (IT), Information Management assets and processes to meet the mission.

As of: 2012 Working Copy

N 4[ Formatted Table

CriteriaGriteda
P

Criteria Guidelines

References

Required
Documents

Applicability
<5}
2 <
w| 8|8
= =2
(@] (=] >
2l
[&]
)

Mandatory Comments

[«
\[ Formatted: Indent: Left: 0.08", Right: 0.08" ]

/{ Formatted: Font: Arial Narrow, 10 pt

4{ Formatted: Font: Arial Narrow

Formatted: Don't add space between

paragraphs of the same style
\[ Formatted: Font: Arial Narrow, 10 pt

\( Formatted: Font: Arial Narrow

o

Formatted: Centered

Formatted: Font: Arial Narrow, 10 pt

Formatted: Font: Arial Narrow, 10 pt




