Police Intelligence Operations
in USAREUR

By Major Shawn T. Driscoll

I nfor mati on exchange among the Military Intelligence Detachment, the Criminal Investigation Division
(CID) and the Office of the Provost Marshal (OPM) has always been a challenge. The terrorist attacks on
11 September 2001 and another potential terrorist incident in Heidelberg, Germany, have made this

exchange routinein U.S. Army Europe (USAREUR).

In August 2002, the USAREUR OPM established a
Policelntelligence Operations (PIO) cell withinthe Law
Enforcement Branch. The purpose of the new officewas
towork with the USAREUR G2 (Intelligence) and 202d
CID Group to “fuse” intelligence collected by the
different agenciesto detect, analyze, and prevent terrorist
and criminal threats directed against USAREUR
personnel and installations. Positive information flow
between military intelligence, the CID, and the OPM was
established and became routine during the criminal
investigation that followed the arrest by German police
of an Army and Air Force Exchange Service employee
and her boyfriend, who were suspected of plotting to
bomb the USAREUR headquarters.

The “fusion group,” now known as the Force
Protection Integration Group (FPIG), meets weekly to
exchange information and concerns to support the
USAREUR commanding general and the local com-
manders. Itisaformal structurethat supportsintelligence
planning, collection, analysis, and dissemination. These
regular meetings have paved the way for daily dialogue
concerning current cases involving

The USAREUR PI O has established theinformation-
sharing processes and improved law enforcement and
military intelligence contacts and reporting in theater. The
PIO has successfully—

* Reviewed and resolved—in coordination with the
FPIG—approximately 12 criminal cases, each
agency working with its “tools’ to assist the case
lead.

* Developed new reporting and tracking procedures
that eliminate “ back doors’ to installation access
(tracking identification card theft, checking
employee backgrounds, registering vehicles, and
authorizing installation passes). A sampleformat
for an attempted entry form is on pages 18 and 19.

* Established the routine use of the Land Information
Warfare Activity Information Dominance Center
(IDC), a Department of the Army operations
support activity assigned to the Intelligence and
Security Command, and host-nation datafilesin
conducting background checks. The IDCisan “all
source” intelligence fusion center that provides

potential terrorist or other criminal activity.

The FPIG consists of two elements:
the action officer group and the senior
(colonels) group. Theaction officer group
reports to the senior group. The FPIG
meets every other week at the G2 (Intel-

ligence) in Heidelberg. Initiadl meetings | | F#|
focused on addressing and resolving open

investigations with counterterrorism or
force protection implications. With the |Fhl|

resol ution of theseinvestigations, the FPIG
shifted to focus on the processes or key
issues that could improve our force
protection posture and information flow.
Figure 1 depicts the information flow
among the PIO-supported provost
marshals and FPIG members.
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Figure 1. Criminal intelligence flow process
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access to and analysis of current information. The

IDC worksin concert with the Joint Analysis
Center and the U.S. European Command.

* Developed procedures that will formalize the

operational guidance to the field about the PIO/
FPIG function. Also devel oped areguirement to
establish a supporting capability within each area

support group and base support battalion.

* Reclassified apermanent civilian job (police
intelligence analyst) in the OPM and hired a
civilian contractor in support of PIO.

PolicelntelligenceAnalyst Duties

* Serves as acriminal threat (CT) analyst
responsible for researching and analyzing the
threats to USAREUR interests and personnel
posed by terrorist and criminal groups and

organizations.

» Researches and analyzes events that may
adversely impact operations and provides
assessments to determine the terrorist threat levels,
threat countermeasures, and force protection and
crime prevention requirements.

Civilian Contractor Duties

* Processes, analyzes, and developsintelligence
products using computer-aided collection, analysis,
production, and dissemination automation.

* Conductscriminal analysisusingAnalyst’s
Notebook®, a software program for analyzing a
variety of data.

* Ensures connectivity between the PIO and all
appropriate computer-based intelligence, including
the Secure Internet Protocol Router Network
(SIPRNET) and other law enforcement and
intelligence databases and networks.

Number of People |nvolved:

Person #1

Person #2

Person #3 Person #4

Name:

Passport / 1D #:

Driver’s License #:

Ethnicity:

Gender:

Estimated Age:

Estimated Weight:

Estimated Height:

Hair Color:

Eye Color:

Hair Type:

Facial Hair:

Clothing:

L anguage Spoken:

Glasses:

Distinguishing
Marks:

Additional Information:

Figure 2. Sample format for an attempted entry form
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Time: Date:

Kaserne/Housing Area: Exact Location:

() TIERI: Attempt to gain accessto an installation/facility without proper documentation (installation
pass/ID) and/or escort/sponsor.

ACTION: Collect personal information and deny access; if no identification or sponsor, call local
MP station.

() TIERII: Attempt to gain access to an installation/facili force by any intrusive means.
(i.e., Rushing the gate, breaching fence line, using altered o lght 1D).

ACTION: Contact local MP station, detain i d collect personal information.

Person Filling out Report:

Name:
Phone (Work and Home):

Witnesses (if any):
Name:
Phone (Work and Home):

Vehicle | nformation:

Sedan () () () # of Axles:

Sation Wagon ( ) Motorcycle () () (Describe below)

Describe:

Color:

License Plate #:

License Plate Country of Origin:

Estimated Model Year:

Other Identifying Characteristics:

Immediately contact military policeat: XXX-Xxxx

Figure 3. Continuation of sample format for an attempted entry form
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