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OPERATION SECURITY  
Proponent For Inspection:            DPTM Point of Contact: _____________________________  
Unit Inspected: ____________________________________ Date of Inspection: ____________________________  
Unit Representative: ________________________________ Unit Phone No.: ______________________________  
Inspector’s Name: __________________________________ Inspector’s Phone No.: _________________________  
Unit Overall Rating: T P U  
 
REFERENCES:  1. AR 530-1  2. AR 525-13 
 
STANDARDS: There are 11 Brigade/ Battalion tasks. The standard is “T”= Brigade/Battalion  has 9 or more GO’s  with no failed 
critical tasks; “P”= Brigade/Battalion has 7 or more GO’s  with no failed critical tasks; “U”= Brigade/Battalion has 6 or less GO’s or 
one failed critical task.  

INSPECTION 
CRITERIA:  LEVEL  GO  NO GO  REMARKS  
1. CRITICAL: Does the 
BDE/BN have an OPSEC 
plan?  

CG/CMDT     

2. Does the Command have 
the CG policy Letter on 
OPSEC?  

CG/CMDT  
   

3. CRITICAL Does the 
Bde/BN have an assigned 
OPSEC officer? 

CG/CMDT  
   

4. CRITICAL Have all 
assigned personnel had an 
annual OPSEC Briefing?  

CG/CMDT  
   

5. CRITICAL: Does the 
command publicize the 
need for OPSEC with 
posters and command 
information?  

CG/CMDT  
   

6. CRITICAL Does the 
training POI address 
OPSEC?  

CG/CMDT  
   

7. CRITICAL Does the 
command have an 
established OPSEC training 
program?  

CG/CMDT  
   

8. Does the Command have 
a Web site? 

CG/CMDT    
 

9. CRITICAL Has the Web 
Master been trained on 
OPSEC? 

CG/CMDT    
 

10. CRITICAL Is there 
sensitive information on the 
commands Web site? 

CG/CMDT    
 

11. CRITICAL Does the 
command have a policy on 
control/destruction  of 
unclassified but sensitive 
information?  (Check Trash 
cans, desks and  dumpsters 
in area.) 

CG/CMDT    

 

 
CG/CMDT    

 

 
CG/CMDT    
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REMARKS AND FINAL COMMENTS:  
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Operations Security (OPSEC) Checklist For 
Publicly Accessible Army Websites (v 5.0): 
 
Name: 
 

Date/Time of Review: 

Organization Reviewed: 
 

Primary IP Address/URL: 
 

 
Issue/Concern: 

 

 
Yes 

 
No 

 
Notes/Comments: 

 
Management Controls (Note: 1): 
 
1.  Does the Website (WS) contain a 
clearly defined purpose statement that 
supports the mission of the DoD 
Component? 
 
2.  Are users of this WS provided with a 
privacy and security notice prominently 
displayed or announced on at least the 
first page of all major sections of each web 
information service. 
 
3.  If applicable does this WS contain a 
Disclaimer for External Links notice, when 
a user request any site outside of the 
official DoD web information service 
(usually the .mil domain)? 
 
4.  Is this WS free of commercial 
sponsorship and advertising? 
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OPSEC Considerations: 
“Tip Off Indicators” (Note 4): 
 
Does the WS contain relevant information 
in the following categories that might 
reveal an organizations plans and 
intentions? 
 
1.  Administrative: 
• Personnel Travel (personal and official 

business). 
 
• Attendance at planning conferences. 
• Commercial support contracts. 
 
2.  Operations, Plans, and Training: 
 
• Operational orders and plans. 
• Mission specific training. 
• Exercise and simulations activity. 
• Exercise, deployment or training 

schedules. 
• Unit relocation/deployment. 
• Inspection results, findings, 

deficiencies. 
• Unit vulnerabilities or weaknesses. 
 
3.  Communications: 
 
• RF emissions and associated 

documentation. 
• Changes in activity or communications 

patterns. 
 
• Use of Internet and/or e-mail by unit 

personnel (personal or official 
business). 

• Availability of secure communications. 
• Hypertext links with other agencies or 

units. 
• Family support plans. 
• Bulletin board/messages between 

soldiers and family members. 
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4. Logistics/Maintenance: 
 
• Supply and equipment 

orders/deliveries. 
• Transportation plans. 
• Mapping, imagery and special 

documentation support. 
• Maintenance and logistics 

requirements. 
• Receipt or installation of special 

equipment. 
 
 
 
Key Word Search: 
 
Using the following “key words” conduct a 
search using the search tool.  As a result 
of this search conduct a random screen of 
any documents found: 
 
• Deployment Schedules 
• Exercise Plans 
• Contingency Plans 
• Training Schedules 
• Inspection results, findings, 

deficiencies 
• Biographies 
• Family Support Activities 
• Phone Directories, Lists 
 

   

 


