INFORMATION ASSURANCE


Proponent For Inspection: Office of Intelligence and Security         
Point of Contact:______________________________________

Unit Inspected:_________________________________________
Date of Inspection:____________________________________

Unit Representative:_____________________________________
Unit Phone No.:_______________________________________

Inspector’s Name:______________________________________
Inspector’s Phone No.:__________________________________

Unit Overall Rating:     T           P           U

REFERENCES: 
a.  AR 380-19, Information Systems Security, 27 Feb 98

b.  DoD Instruction 5200.40, DITSCAP30, December 1997

c.  AR 25-400-2, MARKS, 1 Oct 01

STANDARDS:  “T”= 90% success rate of evaluated tasks with no failed critical tasks.  “P”= 70% success rate of evaluated tasks with no failed 

critical tasks.  “U”= less than 70% success rate of evaluated tasks or one failed critical task.  

	INSPECTION CRITERIA:
	LEVEL
	GO
	NO GO
	REMARKS

	1.  Were inspectors’ identification, security clearance and authority properly confirmed?
	ALL
	
	
	

	2.  Does the unit have the most current publications?
	ALL
	
	
	

	3.  Are previous inspection results on file and available for review? (AR 25-400-2, para 6-1)
	ALL
	
	
	

	4. CRITICAL:  Are appropriate security personnel appointed (DAA, IAM, IASO, SA or NM)

for all AIS? (AR 380-19, Para 1-6). 
	ALL
	
	
	

	a. Are appointed personnel properly trained and certified? (AR 380-19, para 1-6(4)

and para 2-15)
	ALL
	
	
	 

	5. CRITICAL:  Are risk analysis/vulnerability assessments performed at the appropriate 

levels for the systems that process Army information?  (AR 380-19, para 1-6(3)(d), 

para 2-3(10) and Chap 5)
	ALL
	
	
	

	6. CRITICAL:  Is there a written security plan in place? (AR 380-19, para 1-6(3)(e))
	ALL
	
	
	

	7. CRITICAL:  Are security incidents or violations reported to the Information Assurance 

chain? (AR 380-19, para 1-6(3)(f) and (h))
	ALL
	
	
	

	8.  CRITICAL:  Have controls been implemented to protect system software from 

compromise, subversion, or unauthorized manipulation? (AR 380-19, para 2-4a)
	ALL
	
	
	

	9.  CRITICAL:  Are Army Information Systems protected and physical security

requirements carefully selected? (AR 380-19, para 2-11c)
	ALL
	
	
	

	10.  CRITICAL:  Are managers and user personnel for AIS’s receiving initial and follow-up 

security training and awareness briefings? (AR 380-19, para 2-3(3))
	ALL
	
	
	

	11.  CRITICAL:  Have all Automated Information Systems been accredited? 

(AR 380-19, chap 3-7 and DoD 5200.40)
	ALL
	
	
	

	a.  Approved for processing classified information? (AR 380-19, Chap 3)
	ALL
	
	
	

	b.  Has IAM been provided a copy of current Accreditation? (AR 380-19, Chap 3-7)
	ALL
	
	
	

	REMARKS:
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