Tactics, Techniques, Procedures (TTPs) for Mitigating Transfer Hazard Posed by Biological and Chemical Agents Released Through Ventilations Systems

1.   Purpose.  Provide procedures to mitigate and control hazards resulting from release of biological and chemical agents through ventilation systems.  
2.   Reason.  Recent reports of terrorist threats and criminal activities involving biological agents contained in mail packages have prompted actions to address procedures to mitigate transfer hazards when introduced into ventilation systems.  Air handling systems could be a prime target for both chemical and biological attacks due to their facilitation of contaminant dispersal.    
3. Actions.   The following actions when conducted prior to, during, and after release of 

either biological and/or chemical agents in a ventilation system may mitigate or control transfer hazard.  

a.  Actions Before Biological and Chemical Incident and when released in the Ventilation System.
1)  Prevention and Control.  A well designed system and a continuing 
preventive maintenance program are key elements in the prevention and control of ventilation system problems.  

a)  Elements of a Good Maintenance Program.  PUT IT ON PAPER.

i. Establish a safe place to file drawings, specifications, fan curves,

operating instructions, and other papers generated during design, construction, and testing.  List points of contacts and phone numbers to access above information.

ii.  Establish a program of periodic inspection.  (Daily, Weekly, and 

Monthly).  This includes visual inspection of hoods, ductwork, access and clean-out doors, blast gate positions, hood static pressure, and pressure drop across air cleaner, air cleaner capacity, fan housing, and verbal contact with users, etc.  

iii.  Establish a preventive maintenance program.  Elements of the 

ventilation system should be checked and replaced, if defective, on a regular basis.

iv.  Provide worker training on purpose and functions of ventilation 

system. 

v. Maintain written records of installations and modifications to the 

ventilation system.    

b) Dealing with Micro-Organisms.  Stagnant water in the ventilation 

system is an indicator of possible presence of microbial agents.  Presence of mold and slime is a sign of possible trouble.  The following preventive measures may be implemented to control and/or reduce microbial problems in ventilation systems.

i. Prevent build-up of moisture in occupied spaces (relative humidity

of 60% or less).

ii. Prevent moisture collection in HVAC components.

iii. Remove stagnant water and slime from mechanical equipment.

iv. Use steam for humidifying.

v. Avoid use of water sprays in HVAC systems.

vi. Use UHEPA and HEPA filters.  (Most HEPA series filters are not expensive and will capture nearly all particulate matter in the  PM10 category.  These filters have an efficiency range of roughly 95-99%.). 

vii. Find and discard microbe damaged furnishings and equipment.

viii. Provide regular preventive maintenance

               c)  Volatile Organic or Reactive Chemicals.  If an organic or reactive 
chemical is believed to be the primary agent in indoor air quality (IAQ) problem, potential controls to consider include additional dilution ventilation, removal or isolation of the offending material, and the transfer of sensitized employees.

                     d)  Establish a Shelter in Place Plan (Shelter in Place at your Office.pdf). 

Explain and discuss plan with employees and invite local emergency responders.  

i. Select a room or rooms to serve as shelter rooms during both 

biological and chemical incidents.  Room should have as few windows, vents and doors as possible.  A windowless room is best.  Break rooms or conference rooms with few windows can be used for shelters.  

ii.  Outfit shelter kit with the following items:

  -  Plastic Sheeting

  -  Duct Tape

  -  Battery operated radio with fresh battery

  -  Flashlight with fresh battery

                                           -  Enough towels to block the bottoms of each door in the room

 


       -  Bottled water to wet towels for sealing door and for drinking 

       -  First aid kit

iii.  Ensure shelter room has a telephone.  Stay off the phone during 

the shelter in place to keep lines free for emergency responders.  

iv.  Check shelter kit on a regular basis.

v.  Develop an emergency plan and checklist with employees.

vi.  Plan at least two shelter in place drills annually.

      b.  Actions Before and During a Biological and Chemical Incident when released in the Ventilation System.  Control and Mitigation of Hazard.  The following procedures when implemented before high probable use of biological and chemical agents may mitigate and/or minimize transfer hazard when suspect agents are introduced in the ventilation system.

1)  Restrict access to ventilation systems.  Conduct routine inspections of 

ventilation systems.

2)  If available, use high efficiency particulate air filters (HEPA) to filter

hazardous particulates not to include toxic industrial materials (TIMs).  HEPAs should be placed on the access vents to each individual room.  This is a modest cost to pay for protection from biological agent removal from the air system.  Filters would require periodic checks and be treated as hazardous material after use.

3) Shut down HVAC system during possible biological and chemical agent 

transfer hazards. 

4) If available, don appropriate protective gear (mask, gloves, protective eye 

wear).  

5) If available, place detectors in key ventilation entry, bifurcation, and exit 

points.

6) Implement a “Shelter in Place” Plan and discuss procedures with personnel 

prior to the event.


7)  The individual who discovers the package should contact their supervisor and the emergency responders (law enforcement or Fire department and in many cases the Law enforcement officers would respond before the Fire Department).  Notification process is dictated by local procedures and command directives and guidance.

4.  Reach back capability is available if technical issues exceed local Subject Matter Experts (SME) capabilities.  Reach back should be conducted using established local protocols and Standard Operating Procedures (SOPs).  Local information management protocols and chain of command must be followed prior to using any of the listed hot line numbers.

	National Response Center:  Chemical Terrorism Chemical Biological Hotline
	1 (800) 424-8802

	Technical Chemical and Biological Assistance Hotline at SBCCOM 


	1 (877) 269-4496

	Defense Threat Reduction Agency (DTRA)
	1 (877) 244-1187


