United States Army Installation Commanders’ Blueprint

ANNEX C, PLANNING CONSIDERATIONS FOR WMD RESPONSE PLAN
Functions may be divided in any fashion that the commander finds most useful and effective. The below list is not a checklist for all capabilities required of an installation. Moreover,these planning considerations are indicative of some of the more prominent requirements that must be considered as minimum. These considerations reinforce proper planning procedures.

Command and Control

1. Unified command procedures and roles

2. EOC procedures

3. Reports standardized

4. Copies of plan in EOC

5. EOC commander designation

6. Sufficient primary and alternate EOC work spaces

7. Succession of command

8. Communications systems planned - redundant

(First responders, community. host nation, higher headquarters, command elements, residents)

Health Services

1. MOUs/MOAs with local/state/Host Nation health service providers to support and augment unavailable or incomplete installation capability.

2. Mass casualty plan to include ground/air lift requirements

3. Necessary class VIII stockpiled

4. Effective communications

5. Pharmaceutical requirements and acquisitions.

6. Security of hospital during crisis

7. Decontamination site outside of hospital confines

8. Periodic water and food checks

9. MOUs/MOAs with other medical facilities to include bed space, pharmaceuticals, and transportation

10. Provide for animal control

11. Sustained care for the non-WMD incident patients

12. CBRNE contaminated waste disposal

13. Laboratory testing and handling of specimen samples

14. MOUs/MOAs with local/state/Host Nation medical laboratories for speciman testing 

15. Mortuary affairs (autopsies, storage/transport of contaminated remains)

16. Veterinarian services

17. Medical Hotline

Logistics

1. Identify required/available alternate life support sources (water, food, shelter)

2. Graves registration

3. Barrier material stockpiled

4. Emergency services (transportation, environmental, utilities , etc.)

5. Plan for emergency supplies of Class I, III, IV, V, IX

6. Inter-service support agreements

7. Stock protective equipment

8. Heavy lift equipment

9. Facilities/staging areas for displaced operations and supporting/augmenting agencies/ organizations.

10. Material/baggage holding areas
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Acquisition

1. Identify requirements for emergency contracting (transport, communications, protective equipment, etc.)

2. Prepare for emergency contracting

3. Estimate emergency costs required to fill gaps in resources

4. ID sources for potential contracting

Resource Management

1. Coordinate with agencies for long term WMD budget estimate

2. Capture costs for reimbursement

3. Identify funding sources

Engineering

1. Emergency services respond plan

2. Establish MOUs/MOAs with local state and federal agencies

3. Assess, procure and maintain emergency assets

4. Temporary housing plan

5. Plan decontamination capability

6. HAZMAT response

7. Barrier plan and execution

8. Plan for structural evaluation

9. Plan for obstacle clearing

Operations

1. Threat assessment and vulnerability analysis

2. Plan, exercise, assess

3. Intelligence liaison support

4. Develop Operations Center procedures

5. Initiate agreements with tenant organizations (civilian and military)

6. Alert notification procedures

7. Establish reporting requirements

8. Review THREATCON measures

9. Synchronize response

10. Develop and initiate necessary security procedures

11. Identify and protect critical infrastructure

12. Identify alternate operations center

13. Maintain frequent weather updates

14. Prepare deception plan for deterrence

15. Plan for detection and monitoring

16. Coordinate for explosive ordinance capability

Information systems

1. Establish/evaluate information assurance program

2. Resolve communications compatibility concerns

3. Provide for and execute redundant communications

4. Plan and provide for additional communications equipment

5. Activate firewall protection plan

6. Develop emergency phone directory

7. Prepare for emergency configuration of local area networks
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Personnel

1. Prepare casualty assistance plan

2. Provide for civilian employee assistance

3. Identify emergency shelters

4. Provide for Next of Kin (NOK) notification

5. Provide for family support center

6. Provide for crisis counseling

7. Identify linguists for emergency notifications and interviews

Special staff functions

Chaplain

1. Provide pastoral care

2. Provide for crisis counseling

3. Coordinate for sufficient pastoral assistance

 Legal

1. Vet MOU/MOA Agreements

2. Prepare for claims processing

Public Affairs

1. Alert installation population to changes in security posture

2. Focus media attention installation preparedness

3. Joint media center operations, to include credentialling and access procedures

4. Prepare multi-language emergency public announcements

5. Capture historical data

6. Post-incident media operations

Provost marshal

1. Plan for installation traffic circulation

2. Protect identified individuals

3. Train police in first response responsibilities

4. Crime scene preservation and evidence collection

Foreign liaison

1. Coordinate for host nation support

2. Maintain update on host nation capabilities

3. Recommend community relations program

Safety

1. Provide guidance for protective posture/ sheltering/evacuation of personnel

2. Conduct risk and vulnerabilty analysis of facilities and organizations with emphasis on high-risk operations and corrective actions.

3. Incorporate risk management techniques into first responder operations

Misc.

1. Redundant systems may be required in some areas.

2. Pre-incident exercises should provide an evaluation of the interoperability capability between procedures, systems, and equipment.
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