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Operational and Organizational Concept for Chemical, Biological, Radiological, and Nuclear Installation Support Teams (CBRN-IST)

1.  Introduction.

General

The Chemical, Biological, Radiological, and Nuclear Installation Support Team (CBRN-IST) provides an Installation Commander with the capability to detect, identify, locate, and mark chemical, biological, and radiological hazards, including toxic industrial chemicals/toxic industrial materials (TIC/TIM) throughout his or her installation.  Additionally, the CBRN-IST enables the Installation Commander to warn military and civilian personnel of a hazard both on and off the installation. Finally, the CBRN-IST can conduct limited personnel and patient decontamination to minimize casualties, sustain operations, and prevent the spread of contamination. The CBRN-IST reports directly to the Installation Commander or his or her representative and conducts operations in support of the installation anti-terrorism/force protection plan.

Assumptions

a. Installations would have little or no advanced warning of a CBRN incident or attack.

b. The first personnel on scene would be installation security force or fire department personnel.

c. The Installation Commander would activate the CBRN-IST once he or she receives indications that a CBRN attack may occur or once an incident involving a chemical, biological, or radiological has occurred.

d. Security force and fire department personnel would form the nucleus of the CBRN-IST.

e. The CBRN-IST will consist of civilian and military personnel.

f. The Installation Commander will appoint an Incident Commander.

g. Other installation personnel will perform key roles.

h. The CRBN-IST requires support from several installation organizations, e.g. Medical Treatment Facility, Directorate of Logistics (DOL), Directorate of Public Works (DPW). 

i. A TOE Chemical unit is not assigned to an installation or is not available.  

j. The CBRN-IST is not a TDA/TOE organization, but a matrixed organization.  It will be formed from organic and tenant organizations from an installation.

k. The CBRN-IST cannot sustain operations more than 24 hours after an attack or incident without augmentation.  

l. Augmentation will not be immediately available.

m. CBRN-IST personnel have the required training and equipment to perform the mission.

n. A National Guard Weapons of Mass Destruction Civil Support Team (WMD-CST) would not be immediately available to respond to an incident on a installation.

o. The CBRN-IST will not deploy from the installation.

p. Security force, fire department, and medical personnel are organized differently on every installation.  

q. As the scope of the threat or incident expands, the CBRN-IST must be prepared to expand by adding multiple teams or sections.

2.  Operational Environment. TBP.  Based on Threat and Installation Vulnerability Assessment.

3.  Operational Concept

Mission

On order, the CBRN-IST performs chemical, biological, and radiological detection, warning and reporting, and limited decontamination operations on an installation to minimize casualties and limit the spread of contamination in support of the installation anti-terrorism/force protection plan.  

Concept of Operations

a. As part of the installation anti-terrorism/force protection plan, the Installation Commander activates the CBRN-IST, or portions of it, once he or she receives indications that a CBRN attack may occur or once first responders (i.e. security force, fire department personnel) suspect or determine an incident has occurred that may involve chemical, biological, and or radiological hazards.

b. If the Installation Commander activates the CBRN-IST prior to an attack, the Reconnaissance and Surveillance Section performs reconnaissance and surveillance on named areas of interest (NAI) located on the installation as part of a collection plan.

c. Once a hazard is detected by either the Reconnaissance and Surveillance Section or by first responders, the CBRN-IST performs the following tasks:

(1) Conduct alert and recall procedures (assuming the CBRN-IST is not already assembled).

(2) Receive the mission briefing from the installation Emergency Operations Center (EOC) or Incident Commander. 

(3) Deploy to the incident site.

(4) Detect and conduct presumptive identification of the CBRN hazard
 (assuming the hazard has not been identified by the Reconnaissance and Surveillance Section or the first responders).   

(5) Assess, decontaminate, treat, and facilitate evacuation of casualties resulting from the hazard.

(6) Provide a hazard prediction to warn military and civilian personnel.

(7) Determine the physical boundaries of the hazard and mark the area.

(8) Decontaminate personnel conducting operations within the CBRN hazard area.

(a) Establish Hot Line Procedures.

(b) Decontaminate CBRN-IST personnel.

(c) Decontaminate casualties.

(d) Support other decontamination operations as necessary.

(9) Continue to conduct surveillance of the hazard.

(10)  Conduct handover with follow-on relief personnel.

(11)  Advise the Installation Commander on all aspects of CBRN

         operations.

General Capabilities

a. Detect and perform presumptive identification of chemical, biological, and radiological hazards to include toxic industrial chemical and toxic industrial materials to provide limited early warning.

b. Detect and perform presumptive identification of chemical, biological and radiological hazards to identify the agent or material.

c. Detect and perform presumptive identification of chemical, biological, and radiological hazards to mark contamination.

d. Communicate directly with the Installation Commander, his or her designated representative, and the installation EOC using secure voice communications.

e. Calculate hazard predictions to warn both military and civilian personnel of downwind hazards.

f. Mark contaminated areas to prevent casualties and the spread of contamination.

g. Provide limited medical treatment on site to prevent the loss of life.

h. Coordinate the evacuation of casualties to prevent the loss of life.

i. Coordinate administrative and logistical support to sustain operations.

j. Coordinate security support to prevent casualties and limit the spread of contamination.

k. Conduct limited patient decontamination to prevent the loss of life.

l. Conduct limited personnel decontamination to sustain operations and limit the spread of contamination.

m. Conduct limited equipment decontamination to sustain operations and prevent the spread of contamination.

4.  Organizational Concept.

CBRN-IST Organization Chart
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*Note: Sections are expandable to accommodate scope of the threat or incident.

a.  Command and Control Section. Plans, supervises and monitors the activities of the CBRN-IST in support of the Installation Commander.  The Command and Control Section includes the Incident Commander, operations personnel, and other personnel as required (approximately 3-5 personnel).  The Incident Commander performs his or her duties at the incident site, evaluates the CBRN incident, directs the actions of the subordinate sections, and makes recommendations to the Installation Command or his or her designated representative concerning hazards, warning and reporting, resources available, assets needed, and augmentation.  The operations personnel perform their duties at the incident site, the EOC, or another location at the discretion of the Incident Commander and the installation AT/FP plan.  If the Incident Commander needs technical assistance from an off-post organization, e.g. Center for Disease Control (CDC), Soldier Biological Chemical Command (SBCCOM), he or she reaches back to those organizations via the EOC.         


Recommended Equipment List: 



Portable and base station radios



Automatic Data Processing Equipment (ADPE) support 



Hazard Prediction Software



Personal Protective Equipment (e.g. mask, suit, gloves, boots)


AUTL Linkage: 



ART 1.2.3 Collect Environmental Information 

ART 5.3.2.1.3 Warn Personnel/Units of Contaminated Areas



ART 6.14 Conduct CMO in AO

ART 7.1 Establish CP Operations



ART 7.2 Manage Tactical Information



ART 7.3 Assess Tactical Situation & Operations



ART 7.5 Prepare for Tactical Operations

b.  Reconnaissance and Surveillance Section.  Detects, identifies, locates, marks, and reports chemical, biological, and radiological hazards including TIC/TIM hazards at the CBRN incident site. Until the hazard is identified, the Reconnaissance and Surveillance Section performs its tasks in Level A Suits.  Once the hazard is identified, personnel may downgrade their protective posture to sustain operations and limit degradation.  This section should consist of approximately eight (8) personnel organized into two (2) teams consisting of four (4) personnel.  As one team conducts reconnaissance and surveillance tasks in the contaminated area, the second team remains ready to assist and/or evacuate the first team in the event of an accident or an explosion.   As the scope of the incident expands or if the size of the installation warrants, additional Reconnaissance and Surveillance sections or teams may be required.  As pre incident intelligence raises the Installations Force Protection level the Reconnaissance and Surveillance Section  may be called on to assist the Installation Emergency Operations Center in providing active surveillance of selected areas.


Recommended Equipment List: 

Portable GC/MS (Hapsite) 1 ea.

CB Sample Kit, 1 ea.

Draeger Kit, 2 ea

Photo Ionization Detector, 1 ea.

Phase change Vest, 8 ea.

Level A Suit, 8 ea

SCBA, 8 ea

Portable Radios, 8 ea

AN/VDR-2  Radiac Set, 1 ea

AN/PDR-77  Radiac Set, 1 ea

AN/UDR-13 Radiac Set, 8 ea

M256A1 Kits

M22 ACADA

ICAM

M8 Paper

M9 Paper

Plastic Sheeting

MultiGas Monitor (MultiRAE) 1 ea

Portable Biological Agent Sampler (PBAS)

Hand-Held Assays (HHA)/DoD Sampling Kit

PBAS, 4 – 6 ea (dependant on installation size and facilities)

Standoff Chemical and Biological Detectors (LIDAR, MCAD, JSLSCAD)


AUTL Linkage:



ART 1.2.1.1 Conduct a Zone Reconnaissance



ART 1.2.1.2 Conduct an Area Reconnaissance



ART 1.2.1.4 Conduct a Route Reconnaissance



ART 1.2.2 Conduct Surveillance



ART 5.3.2 Conduct Nuclear, Biological, and Chemical Defense

ART 5.3.2.1 Provide Nuclear, Biological, and Chemical Protection to

Friendly Forces



ART 5.3.2.1.1 Employ Contamination Avoidance



ART 5.3.2.1.2 Identify Nuclear, Biological, and Chemical Hazards



ART 5.3.2.1.4 Report Hazards Throughout the Area of Operations



ART 5.3.2.1.5 Use Individual/collective Nuclear, Biological, and

Chemical Protective Equipment

c.  Security Section.  The Security Section is formed from an element of the Installation Provost Marshal (PM) or installation commander having responsibility for installation security.  The security section will remain under the C2 of the Provost Marshal or installation equivalent who will devote assets based on METT-TC.  The security section will most likely to be the first responders to any incident while conducting patrol/security response activities to prevent or respond to diverse threats/events/incidents, including criminal and terrorist threats within an installation.  

CBRN first responder responsibilities include understanding what hazardous materials are and risks associated with them in an incident.  They must be trained to have an understanding of the potential outcomes associated with an emergency created when hazardous materials are present.  They must also have the skills and equipment to identify and assess the hazardous materials, to protect themselves, to realize and communicate the need for additional resources, to make immediate notifications in the area of concern, and communicate requests for additional response assets to the communications center.

Security forces respond to releases or potential releases of hazardous substances as part of the initial response to the site for the purpose of verifying the existence of a threat, and to protect nearby persons, property, or the environment from the effects of the release.  They are trained to respond in a defensive fashion without actually trying to stop the release.  Their function is to contain the release from a safe distance, keep it from spreading, and prevent exposures.  After responding to a report or through actual observation of a CBRN incident, the security section will provide security around the incident site to prevent unauthorized personnel from entering the site, and prevent the spread of contamination outside the cordoned area.  Security personnel will request backup security personnel and other response assets to secure the perimeter based upon METT-TC and the available of additional personnel.  

Recommended Equipment List:

Normal patrol vehicles, communications (including portable radios), and

weapons

                  Specialized equipment to include:



M8 Paper

                  M9 Paper



M 256A1 Kit



M291 Personal Decontamination Kit



M295 Decontamination Kit

                  NAAK kit



PPE



Hasty barrier materials (warning tape, cones, etc.)

AUTL Linkage:



ATM 3.7.2 Conduct Antiterrorism Activities




ART 5.3.5.4.1 Conduct Rear Area and Base Security Operations




ART 5.3.6  Combat Terrorism in an area of Operations




ART 5.3.6.2  React to a terrorist Incident

                              ART 5.3.6.3  Reduce Vulnerabilities to Terrorist Acts/Attacks

 


ART 6.14.6.7  Provide Public Safety Support

d. Medical Section. Responsible for providing post-entry medical screening and emergency medical support to CBRN-IST personnel and CBRN casualties to include triage and evacuation support.  The Medical Section is an element of the installation medical treatment facility, but is OPCON to the Incident Commander. The Medical Section makes recommendations to the Incident Commander but also maintains communication with the installation medical treatment facility.  As with other sections, as the scope of the incident increases additional medical teams or sections may be added.


Recommended Equipment List: 



Pulse Oximeter



Standard Medical Kit



Portable Radios



PPE


AUTL Linkage:



ART 6.5.1 Provide Treatment and Area Medical Support



ART 6.5.5.1 Perform Medical Surveillance

e. Administrative/Logistics Section. Responsible for coordinating installation administrative and logistics support to CBRN-IST personnel and operations.  Additionally, it assists the Medical Section track patients. It consists of approximately two personnel.  The Administrative/Logistics Section coordinates and assists in the transportation of supplies to support incident operations.  The Administrative/Logistics Section is OPCON to the Incident Commander.  It makes recommendations to the Incident Commander and also maintains communications with DOL, DPW, and other installation organizations as required.


Recommended Equipment List: 



Portable Radios



ADPE Support



PPE 


AUTL Linkage:



ART 6.1 Provide Supplies



ART 6.3 Provide Transportation Support



ART 6.6 Provide Personnel Support

f. Decontamination Section. Responsible for providing decontamination support to CBRN-IST Reconnaissance and Surveillance Section, performs limited casualty decontamination, and assists in the evacuation of CBRN incident victims.  The Decontamination Section coordinates with the Medical Section for casualty evacuation and the Administrative/Logistics Section for expendable decontamination supplies, e.g. decontamination solution.  As the scope of the incident increases and additional Reconnaissance and Surveillance, and Medical Teams are added, additional Decontamination Teams or Sections should be added.


Recommended Equipment List:



Decon system, 1 ea



Decontaminatable Litters



ICAM



M22 ACADA



M8 Paper

M9 Paper

M256A1 Kit



M291 Personal Decon Kit



M295 Decon Kit



COTS Decon Equipment (e.g. showers, hoses, etc.) 



Bulk Decontaminants (Soap, HTH, Bleach, etc)


AUTL Linkage:



ART 5.3.2.2.1 Perform Immediate Decontamination



ART 5.3.2.2.2 Perform Operational  Decontamination



ART 5.3.2.2.3 Perform Thorough Decontamination (Personnel only) 




ART 5.3.2.2.5 Perform Patient Decontamination

5. Limitations.

a. The CBRN-IST does not have the capability to perform terrain, fixed site or thorough decontamination.

b. The CBRN-IST does not have a remediation capability.

c. The CBRN-IST is not equipped or staffed to perform mass casualty operations.

d. The CBRN-IST is not designed to conduct EOD operations.

e. The CBRN-IST is not designed to conduct firefighting operations.

f. The CBRN-IST is limited in mission duration (less than 24 hrs).

g. The CBRN-IST cannot evacuate samples.

h. Once a CBRN-IST is activated, the capabilities of supporting organizations are degraded. 

i. The CBRN-IST does not have organic means of evacuating casualties.

j. The CBRN-IST is capable of expanding only to the degree that trained personnel are available.

k. The CBRN-IST is not designed to conduct mortuary affairs.


























































� Presumptive identification is conducted on site and is used to warn and treat personnel.  Confirmatory identification is normally conducted at a Theater Army Medical Lab (TAML) or a national crime lab to aid the National Command Authority (NCA) concerning retaliatory actions.  To perform a confirmatory identification, a sample must be obtained and transported in accordance with evidence handling procedures.     
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