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Slide #1, THREAT SUPPORT DIRECTORATE, TRADOC DCSINT

This briefing is prepared by the Threat Support Directorate (TSD) of the Deputy Chief of Staff for Intelligence (DCSINT) of the U.S. Army Training and Doctrine Command (TRADOC). It is based on the TRADOC DCSINT White Paper: Capturing the Operational Environment, published in February 2000.

Slide #2, TITLE: THREATS IN THE CONTEMPORARY OPERATIONAL ENVIRONMENT

This briefing presents an unclassified overview of today’s operational environment and the threats that face the U.S. Army.  It is based on the current assessments of the TRADOC DCSINT, working together with the Army intelligence community.

Slide #3, OBJECTIVES

We will describe the potential environments in which the U.S. Army may have to operate.  Although there are other factors, threats are a key element in the operational environment.  So we will describe the various kinds of threats the Army may face in current and future operational environments.  This environment and these threats are reflected in the new, Contemporary OPFOR the TRADOC DCSINT has developed for use in U.S. Army training.

Slide # 4, OPERATIONAL ENVIRONMENT (DEFINITION)

Before going any further, we need to define some of the terms that will be used throughout this briefing:

First, this is the official definition of operational environment.  In short, the operational environment is all the factors and variables that affect where soldiers will live, work, and fight.

Slide # 5, THREAT (DEFINITION)

This is the official definition of a threat.  Note that, to be a threat, it has to have both intentions and military capabilities.  In short, a threat is a potential adversary of the United States.

Slide # 6, COLD WAR OPFOR (DEFINITION)

An Opposing Force (OPFOR) is a training tool that should allow the U.S. Army to train against a challenging and plausible sparring partner.  When the Army established its OPFOR program in 1976, it defined the purpose of an OPFOR simply as “to portray a unit of a potential adversary armed force.”  Thus, all OPFORs were originally threat-based, in the sense that they replicated the forces, capabilities, and doctrine of a particular country officially recognized as a threat or potential adversary.

Slide # 7, HOW THE ARMY HAS EVOLVED

This slide shows, on the left, what our Army was, in the Cold War period.  From the 1940s to the 90s, the Army focused on one threat: the old Soviet Bloc, which was linked together by communism.  We saw the Soviet Union and its Warsaw Pact allies in Europe as the primary threat.  We also named North Korea as a threat, because of unsettled issues from the Korean War in the 50s, which left Korea a divided country.  At times, we were threatened by Cuba(it’s just a small island near Florida, but it was a strong ally of the Soviet Union.  We kept many of our forces deployed forward overseas in what we saw as the most threatened areas.  But, you will notice that, while we were focused on a single threat, that was not where we ended up fighting.  (See the flashes on the red arrow at the bottom.)  Then, as now, there were actually many threats or potential threats around the world.

Yet, the OPFOR used for training U.S. forces in the last quarter of the 20th century was based on the organization and doctrine of the Soviet Army, which represented the primary threat in that era.  Even in the “Capabilities-Based OPFOR” of the 1990s, the “Heavy” or “Armor- and Mechanized-Based OPFOR” module was still Soviet-based.  The “Light” or “Infantry-Based OPFOR” module was based on the organization and doctrine of Soviet client states and allies such as Cuba and North Korea, whose militaries were heavily influenced by the Soviet model.

Then you see where we are today, and how we are evolving to meet the needs of the new operational environment of the 21st century.  The Army is based primarily in the continental United States (CONUS), with capabilities to move our forces to various parts of the world to execute a broad range of missions.  We are evolving into a force that is more mobile, but still lethal enough to get the job done.  In the future, where we fight and who we fight will remain unpredictable.

Slide # 8, CONTEMPORARY OPFOR (DEFINITION)

To train U.S. forces for the realities of the contemporary operational environment, the Army needs a different type of OPFOR that that of the 1970s, 80s, and 90s.  This is the new definition of such a Contemporary OPFOR.  To recreate the conditions of likely 21st-century battlefields, the Army needs an OPFOR that is more flexible and adaptive.  It will be much less predictable and is not based on the military forces of any particular threat country, but rather represents a composite of varying capabilities of actual worldwide forces.

Various countries have studied how the U.S. fights and have begun to devise ways by which they hope to fight such a technologically superior enemy, if necessary, and win.  The Contemporary OPFOR is representative of such forces.  It will try to avoid engaging the U.S. force in a conventional, force-on-force fight, except under conditions of its own choosing.  It will create windows of opportunity and exploit existing opportunities to destroy the will and ability of the U.S. force to continue the fight.  It will do so using not just military power but all the instruments of national power, often in conjunction with paramilitary and nonmilitary forces.

Slide # 9, STRATEGIC ENVIRONMENT

The world and the threats we face are no longer as simple as they used to be.  The world is no longer divided clearly into two opposing camps, as it was during the Cold War period.  Today, the world situation is complicated, split into many different camps, with many possible conflicts.

Of the 192 countries in the world today, as many as 30 are in danger of failing or breaking up, because they are unable to meet the needs of their populations or because of ethnic, cultural, or religious friction.  In the past 10 years, there have been more than 50 ethnic wars, 170 border conflicts, and 2 major wars involving forces from outside the region.  We have seen some countries divided and others reunified.

Most of the participants in the conflicts do not want to fight the United States.  So they are looking for ways to keep us out of the conflict or keep us from staying involved.  In case we do become involved, future adversaries are studying our nation and our armed forces to find ways of defeating us.

Slide # 10, ACTORS

Just who are the actors or participants in this complex world environment?  As we will see, some of the actors are countries (also called nation-states) and some are not.

Slide # 11, NATION-STATE ACTORS

For nation-states, we can use the following categories to describe their roles in the international environment:

First, there are the core states: We often call these major powers.  These are the advanced countries, including the United States, that generally dominate world politics.  Most conflict with global consequences will involve the core states.

The next group is transition states: These are some other larger, industrialized countries that want to be major powers(for example, China, India, Indonesia, and Russia.  They are trying to break into this exclusive club of core states.  But the results of the transition are still uncertain.  And, as they try to make this transition, internal tensions may lead to violence.  China and Russia have provided aid to rogue states.  India has had repeated clashes with its neighbor Pakistan.  India and Pakistan are both developing nuclear weapons.  Indonesia has had internal problems with rebel groups.

Then there are rogue states: some countries that are hostile to us or their neighbors.  They are usually weaker countries, but they are still a threat.  Some examples of countries we have considered to be rogue states are North Korea, Iraq, Iran, Cuba, and Libya.  These countries may be small, but they have long been troublemakers.  They attack or threaten to attack their neighbors; they have sponsored international terrorism; and they sell or give armaments to countries we would rather they didn’t.

The fourth and final category is failed or failing states: Some weaker countries are falling apart.  This instability is a threat to us and the other core states.
Countries can switch from one category to another, as conditions change.  For example, Iran used to be our ally, but for religious and cultural reasons it became a rogue state and is now hostile to us.  Whatever happened to our old Cold War enemy, the Soviet Union?  It used to be a world power, but it fell apart.  Now Russia, the largest of the former Soviet republics, is back up to the status of a core state want-to-be (a transition state).  But there is still a danger that Russia may go the other way and become a failed state(because of internal struggles and ineffective government.  At one time, there were 164 ethnic or territorial disputes within the former Soviet Union, of which 30 involved some sort of armed conflict.

Sometimes countries join together in multinational alliances and coalitions.  Together, they have more strength and can become a power to be reckoned with.

Slide # 12, NON-NATION ACTORS

As we mentioned, not all the actors in the international environment are countries.  Some examples are(
· Rogue Actors: Besides countries, there are other groups that can be hostile to us.  They may be present in one country or extend across several countries.  Examples are terrorists and drug-trafficking or criminal organizations.

Terrorism is typically aimed at noncombatant targets, including military personnel who are unarmed and off-duty.  It can happen any place, any time, employing a wide range of capabilities, and unrelated to current events.  For example, terrorists may kidnap or assassinate U.S. citizens; they may bomb a U.S. embassy or a barracks where U.S. soldiers live.  The photo at the right shows a barracks in Lebanon, where a truck bomb killed 241 U.S. soldiers.  Terrorists can be sub-national groups or part or an international terrorist organization.  They can be state-sponsored or independent.

Drug-trafficking and criminal organizations may have the best technology, equipment, and weapons available, simply because they have the money to buy them.  Their primary motivation is financial profit.  They may use terror tactics and militarily unconventional methods to achieve their goals.

Slide # 13, NON-NATION ACTORS (Cont)

· Third-Party Actors: Some other groups may not be hostile to us, but they can get in the way or otherwise affect our ability to accomplish our mission when we are operating in a foreign country.  These are refugees and other civilians on the battlefield, including international humanitarian relief agencies such as C.A.R.E. or the International Red Cross.

Slide # 14, NON-NATION ACTORS (Cont)

· Media Agencies: Today, the news media, such as CNN, have reporters and cameramen all over the battlefield.  This can be both an advantage and a disadvantage for U.S. forces, and military leaders have to know how to deal with it.  Hostile elements will seek to control the content, distribution, and timing of information, both on the battlefield and across the global information network.  With or without manipulation by other actors, the media can have a great effect on public opinion and national will.

· Multinational Corporations: Multinational corporations may enter into partnerships with transition states that are trying to increase their world economic position.  Emerging states may invite such corporations to establish research and manufacturing facilities in their countries as a means of building infrastructure.  However, their motivations are not always charitable; they may try to influence regional affairs or assist their host country in actions that promote their own economic gain.  When U.S. forces become involved in a particular region, they must take into account multinational corporations conducting business there.  The presence of these outside business interests can put additional pressure on the U.S. forces to avoid collateral damage to civilian life and property.  Some multinational corporations also have their own armed security forces to protect their own interests or perhaps also those of their host country.

Slide # 15, FOREIGN VIEWS OF THE U.S.

Just as we can use these categories to describe other nations and non-nation actors, the rest of the world can use these or similar standards to assess the United States and our Army.  They generally see the United States as a major power with an overall advantage in technology and warfighting capability.  But, despite these strengths, they see some weaknesses that our enemies may be able to exploit.

We avoid direct fighting and rely on air campaigns and standoff technology, with long-range, precision weapons.  We demonstrated this tendency in Desert Storm, Bosnia, and Kosovo.  This has led to the aggressive marketing of improved air defense systems that can shoot down our aircraft, and even radars that can detect our stealth aircraft.  Potential enemies are starting to find other ways to avoid the effects of our high-tech weapons.

We depend on high technology.  U.S. military operations depend on high-technology equipment working flawlessly. However, it is possible for any technology to be defeated by matching or lesser technology. For every system there is a counter(often a simpler and less expensive counter. High-technology equipment cannot perform optimally over time without extensive down time for maintenance. A system’s technological advantage drops off dramatically with the onset of combat. Over time, older, simpler, and more rugged systems often outperform complicated, high-technology systems that are less field-worthy and require extensive maintenance.

We depend on information dominance.  The United States is trying to build forces that use information dominance in order to execute precision strikes and maneuver.  In particular, U.S. forces are coming to rely on advanced C2; computers; and reconnaissance, intelligence, surveillance, and target acquisition (RISTA) technology interfaced with higher headquarters and outside agencies.  This technology and the necessary communications and data links are critical to maintaining enhanced situational awareness.  However, forces relying on such capabilities can suffer from information denial or information overload.  Others can deny U.S. forces situational awareness with little investment in terms of time, assets, or infrastructure by using common jamming systems and other off-the-shelf technologies.

Slide # 16, FOREIGN VIEWS OF THE U.S. (Cont)

We are unwilling to accept heavy losses.  American people don’t like to see our soldiers getting killed in other countries.  During the war in Vietnam, television brought the war home, into American living rooms, and we didn’t like what we saw.  More recently, in Somalia, our opponents dragged the body a downed U.S. helicopter pilot through the streets and were thus able to destroy public support for our continued military presence there.  The photo on this slide shows the results of a truck bomb that killed 19 U.S. soldiers and injured 60 more in a barracks in Saudi Arabia.  Future opponents will try to inflict highly visible and embarrassing losses on U.S. forces to weaken U.S. domestic resolve and political will to continue a conflict.

Our political leadership is very sensitive to the opinion of our own people and to world opinion(we lack commitment over time.  This has been the rap against us since the Vietnam War.  This perception impacts on U.S. relations with our allies, and potential enemies will try to use it against us.

Lack of cultural awareness.  The U.S. armed forces generally are culturally unaware of many of the regions of the world in which they are committed and fail to understand fully the issues and peoples that confront them. U.S. planners do not give adequate consideration to cultural differences in various operational environments.

The U.S. military conducts operations that are rather predictable.  This allows enemies to avoid the intended effects of our operations and to maximize the effectiveness of their own forces and weapons against us.  U.S. planners often apply templates from one region or area to another without considering the differences in terrain, economic development, or social culture. To a certain extent, U.S. reliance on technology contributes to predictability of U.S. operations.

Slide # 17, FOREIGN VIEWS OF THE U.S. (Cont)

Vulnerability of coalitions. The United States usually acts within the confines of a political and/or military coalition.  Establishing and maintaining command and control (C2) of all the players may prove difficult.  Compared to a long-term alliance, a coalition formed for a specific purpose is likely to have problems with interoperability, language, and lack of a common operational framework.  There may also be mistrust and problems in sharing classified information.  Potential adversaries will try to create or highlight differences among coalition members and use this to cause a split or to hamper coalition objectives.  A coalition is normally only as strong as its weakest member.

Vulnerability of force projection.  U.S. ground forces require a long time to deploy into a theater and develop it before they can conduct effective combat.  The United States has failed to develop sufficient transport for force projection of a potent combat force.  Therefore, the U.S. Army initial-deployment forces are lightly armed and equipped with limited firepower, limited logistics support, and limited communications.  They can land only at ports, harbors, and airfields.  U.S. forces are not designed for forced entry, but do have some forced-entry capability. However, they have limited staying power.

We depend on robust logistics.  U.S. forces are dependent on an extraordinarily complex and comprehensive logistics system.  A large percentage of U.S. forces is tied up in logistics, since the U.S. military personnel require far more supplies and creature comforts than other armies.  The U.S. forces usually prefer to deploy into prepared theaters backed by forward-deployed forces and logistics bases.  The operational environment may not always permit such preparation or possess local infrastructure that can support U.S. operations.  The United States is trying to address this problem with the use of high technology, just-in-time logistics, and contractor support, which lead to vulnerabilities of their own.

We rely on contractor support.  Once in a theater, the U.S. forces are dependent on a large number of civilian contractors, both U.S. and local, to maintain their equipment and perform a number of essential tasks.  Such contractors are vulnerable targets for hostile forces.  U.S. forces may have to provide force protection for contractor personnel, thus decreasing combat power.  Threat conditions may increase to a level where contractors can no longer be used, placing greater strain on limited U.S. organic sustainment assets.

Downsizing after conflict.  Historically, the United States has often downsized its military forces after conflicts (WWI, WWII, Vietnam, and the Cold War) to the extent that remaining forces were ill-prepared and -equipped to conduct their missions.  The United States usually loses its first ground battle following severe cuts.  Although its resources are stretched, the United States still pursues a policy of increasing involvement worldwide.  Therefore, it may not be able to bring sufficient forces to bear in a timely manner to exploit its technological overmatch against a less sophisticated adversary.

Slide # 18, ASYMMETRIC WARFARE

What we have just described are some of the ways our enemies can use asymmetric warfare against us.  This is a kind of warfare that avoids your opponent’s strengths and uses whatever advantages you may have against his weakness.  Asymmetric warfare is not new; I’m sure you have heard ancient stories about ordinary men (or even boys) finding ways to kill powerful giants.  First, they have to avoid the giant’s powerful fist or his mighty sword or spear; then they have to find the giant’s weak spot.  Sometimes they just outsmart the giant, and sometimes they use whatever low-tech weapon is available to them to hit him where he is vulnerable.  Our potential enemies in today’s operational environment are going to use the same kind of asymmetric methods against us; they are not going to fight “our kind of war.”
Slide # 19, STRATEGIC ENVIRONMENT

In today’s complicated and uncertain world, it is impossible to predict the exact nature of future conflict(or who and where we may have to fight.  (It is hard to label countries as to who is a threat and who is not.).  So the U.S. Army has to be ready to meet the challenges of any current and future conflict, in all kinds of places and against all kinds of threats.

Slide # 20, CRITICAL VARIABLES

As we look at the various parts of the world that could become our operational environment, there are eleven key factors or “critical variables” that help us understand what we are looking at.  These variables become the building blocks of the operational environment.  They are interrelated and sometimes overlap.  Different variables will be more or less important in different situations.  But, overall, these variables define the operational environment.

From the Army’s point of view, the factor of military capabilities may be the most important, but(as we will see(all the other variables can affect military capabilities.  Potential enemies can use any or all of these factors against us asymmetrically.

Now, let’s take a look at each of these variables to see where the threats are.  Only by studying and understanding these factors(and incorporating them into our training(do we have a decent chance to keep adversaries from using them against us or find ways to use them to our own advantage.

Slide # 21, PHYSICAL ENVIRONMENT

The main elements in the physical environment are terrain and weather.  Historically, we have seen that the side that can best adapt to these elements and use them to its own advantage usually wins battles, even if the other side is a larger and stronger force.

So, when countries build their military forces, they often optimize them for fighting in a particular environment.  In the past, the U.S. Army designed its forces primarily to fight in the rolling and open hills of Europe, because that was where we saw the greatest threat.  (They were not optimized for fighting in cities, mountains, jungles, or other complex environments.)

Today, potential enemies clearly understand that less complex and open environments favor the U.S. force with its long-range, precision-guided weapons, and sophisticated reconnaissance capability.  So they will try to avoid the types of operations and environments that give us the advantage.  They will try to operate from urban areas and other complex terrain as the most effective way to deal with U.S. forces.

Complex terrain affects our mobility, and weather conditions there may adversely affect military operations and equipment readiness.  Ranges for reconnaissance sensors and radios will vary or be limited.

Urban environments means cities with civilian population.  If we have to fight there, we have to consider the risk of collateral damage to civilian personnel and property.  The enemy can use civilian populations as obstacles and sanctuary to shape the battlefield and lure U.S. units into kill zones or ambushes.

Slide #22, NATURE AND STABILITY OF THE STATE

The nature and stability of the state refers to how strong or how shaky the country is.  The question then becomes: Where is the real strength of the state?  Is it the political leadership, the military, the police, or some other element of the population?  Understanding this factor helps us determine who is in charge and how firmly.  It allows us to better understand the nature of the military campaign, and the true aims of the campaign or operation.  It also determines what kinds of threat may be present in a particular country.  The real threat to U.S. forces may come from elements other than the military.

Slide # 23, MAKEUP OF POPULATION

The next factor is demographics or the make-up of the population.  We need to understand the cultural, religious, and ethnic make-up of a given region, nation, or non-nation actor.  Failed or failing states with relatively sophisticated military capability that are torn by these types of issues are potentially dangerous.  They are normally much more aggressive and willing to resort to violence within their regions.

Extreme devotion to a particular cultural or religious cause or significant hatred of a particular group may provide a threat force with an unshakable will and a willingness to die for the cause.  U.S. forces may also find that large segments of the population around them are sympathetic to the same cause as the enemy force.

Refugees and internally displaced persons may cause problems.  They can create a heavy demand on a military unit’s supply and medical system.  The enemy can use them as shields to prevent our long-range attack against enemy military systems.  Frequently, bands of refugees serve as cover for hostile intelligence services.

An estimated 45% of the world population currently lives in urban settings (that is, cities), and in the next 10 years we expect this will increase to 60%.  Thus, it will become increasingly more difficult to avoid fighting in an urban environment.

Slide # 24, ALLIANCES AND COALITIONS

Virtually all conflict will occur with alliances and coalitions, some involving the United States and some involving our opponents.  These partnerships support common objectives, which can be political, economic, military, or cultural.  The relationships can be regional or global.  An actor’s membership or allegiance to such a relationship can determine its actions in terms of support and motivation.
Our potential opponents understand the weakness of coalitions and alliances and can find ways to influence our coalitions.
When our potential opponents create their own regional and global alliances, it can add to their military capability and broaden the scale of military operations.

As the world moves away from the traditional long-term, fixed alliances of the past, regional and global relationships are much more fluid and unpredictable.  The choice of a state to be nonaligned does not mean that it will not become involved.  It simply means that the state does not make a commitment to another state, alliance, or cause before a situation arises.  This lack of precommitment makes it hard to predict how actors and forces may align when a situation does arise.  Alliances can form or change rapidly, even during the course of an operation.

Slide # 25, MILITARY CAPABILITIES

Existing military capabilities are without a doubt the most critical factor for military operations.  Once fairly easy to define, this factor is rapidly becoming the most complex of all.

Earlier, we saw how nations of the world study the United States and its military forces.  They generally view us as a major power with an overall technological advantage.  They will use their perceptions of us as a guide to optimizing the effectiveness of their own forces and to find ways to negate our current advantages by using asymmetric warfare.

Most of the military forces in the world continue to operate in conventional ways, which remain sufficient against other local and regional actors.  However, once the U.S. or other external actors become involved, these same military forces may have to use asymmetric approaches.  The focus is then on perceived U.S. strengths and exploitable weaknesses.

Slide # 26, MILITARY CAPABILITIES (Cont)

In a conventional fight, in terrain and environments of moderate complexity, the United States has a significant advantage in warfighting capabilities against foreign forces worldwide.  Therefore, it is unlikely that any thinking opponent will seek to fight us head-to-head until they develop doctrine, structure, and/or technology that provides them an advantage under circumstances of their choosing.

Using a combination of symmetric and asymmetric means, capable high-end forces will be able to achieve equality and even temporary superiority in portions of an area of operations.

Less-capable forces will seek to employ adaptive (or “asymmetric”) tactics and exploit U.S. weaknesses, but may also be able to achieve technological surprise by buying off-the-shelf systems or upgrades to older systems.

Some of these adaptive approaches to war are deliberate, developed over time and in a formal process, after careful study of potential threats.  Others are developed in the course of events, as opportunities present themselves.  Whether deliberate or opportunity-driven, they can involve a variety of means with very flexible methods of operation.  This makes potential enemy actions against U.S. forces harder to predict.

Slide # 27, INFORMATION

We now live in an information-based society, which uses computers and other information systems throughout our civilian and military sectors.  The information factor considers the extent to which other actors have access to information technology and how they use it.

Sophisticated and unsophisticated opponents alike understand the value of information and information warfare.  This may be the decisive factor in future conflicts.  Most potential enemies see this as the most productive avenue to offset U.S. conventional capabilities.

We can expect our potential opponents to expand their attack of information systems, psychological warfare, and deception at every level.  They may generate false or conflicting information and insert it into various systems that collect and disseminate information.  They can execute a comprehensive deception plan that would include decoy units or systems; false or misleading information provided by civilians; fake enemy radio broadcasts; and the use of media outlets.

Slide # 28, INFORMATION (Cont)

Media and other information means will make combat operations transparent to the world, visible to all who have access to data.  Decisions and plans made at the highest levels, and the actions taken by soldiers on the ground are incorporated into the global network of data available to all.  For example, the scene of a soldier’s death in combat, captured on video, can expose a very broad and untrained audience to the realities of tactical military action.  The issue now shifts to the spin doctors, who are in the business of controlling how the public views things.

State-controlled media in our foreign area of operations will exploit U.S. mistakes and failures.  It can also use propaganda to sway the local population to support the threat cause.

Free media (at home and abroad) can impact on U.S. political decision making, international opinion, or the sensitivities of coalition members.  This can result in placing restrictions on the U.S. forces, or even force us out of the conflict.

In every conflict, it is important to know more than your opponent.  Technology has given both sides the opportunity to see the battlefield more clearly and in more detail than ever before.  This is what we call situational awareness.

In complex environments, opponents native to the area or region will often have greater situational awareness than U.S. forces, with all our sophisticated sensors and information systems.  They will have the home field advantage.

Adversaries will be able to access commercial systems (such as satellite communications and imagery) for the larger picture.  For a more detailed view, we can expect them to use human networks operating over normal telephone lines or with cell phones and thus achieve greater situational awareness concerning our actions.

Slide # 29, TECHNOLOGY

The next factor is the technology that a nation or non-nation actor could bring to the operational environment.  This includes what they can develop and produce, as well as what they could import.  Access to technological advances available on the global market is slowly eating away at the technological advantage the United States has enjoyed in the past.

High-end forces can level the playing field symmetrically with advanced technology.  Because of our long and complicated processes for acquiring and fielding equipment, it is likely that on some future battlefields opponents will have a few systems that are more advanced than those of the U.S. force deployed.

Slide # 30, TECHNOLOGY (Cont)

Lower-end forces will respond by developing asymmetric capabilities to counter our high-tech systems.  New technologies are by no means the only measure of force capability.  Most future enemies will probably have somewhat less advanced systems(systems we discounted because of range limitations or age.  In urban settings and other complex terrain, these systems may again find effective uses and become factors to be reckoned with.

Easy access to new technology allows opponents to achieve equality or even overmatch U.S. systems in selected niche areas.  For example, jamming GPS could significantly degrade our precision attack capabilities, and the wide proliferation of night-vision capabilities gives even lower-end opponents a night capability parallel to ours.  The proliferation of advanced technology will allow even low-end actors to achieve situational awareness of U.S. forces.

Many countries are trying to acquire relatively low-cost, high-payoff, new technologies.  For example, relatively inexpensive long-range antitank guided missile (ATGM) systems, when employed by light forces under the right conditions, can have a devastating effect on modern armored forces.  A shoulder-fired SAM is a relatively cheap, but effective form of air defense.

In addition, upgrades and hybridization allow old systems to compete with more modern capabilities, thus neutralizing the technical advantage of many modern forces.  For example, a country with limited resources may not be able to replace its aging tank fleet with modern tanks.  But it can buy upgrade packages for its existing tanks that make them more dangerous or more survivable.

An old Soviet-made tank may now have a French fire control system with a thermal sight that allows it to engage targets effectively day or night.  It might have installed an add-on armor package or a gun stabilization system that makes it much more accurate when firing on the move.  It may look like the Syrian T-72s the Israelis defeated in 1982 or the Iraqi ones the U.S. defeated in Desert Storm in 1991, but it is much more capable.

An older artillery piece may have a few high-tech rounds that turn it into a precision weapon.  Although more expensive per round, a few of these guided rounds can achieve the same effects as hundreds of normal rounds, and do it in less time.  We might not know what kind of rounds the enemy has until he opens fire.

Many of these upgrades do not change the outward appearance of the system at normal combat distances or to our long-range reconnaissance means, but they do change the system’s performance(sometimes dramatically.

Unexpectedly acquiring new technology or creating significant new capabilities in old systems can lead to technological surprise.

Slide # 31, EXTERNAL ORGANIZATIONS

When the U.S. Army goes into a failed state or into areas torn by conflict, we are likely to find international humanitarian assistance organizations there.  They will be trying to help the local population deal with manmade and natural disasters and disease, hunger, and poverty.

Slide # 32, EXTERNAL ORGANIZATIONS (Cont)

These external organizations will continue to grow in influence and power, as well as in willingness to become involved in crisis situations that were previously purely military operations.

We must be aware that these external organizations can have both stated and hidden interests and objectives.  Ostensibly, they are generally motivated by charity.  However, some organizations and individual participants may have motivations that differ from their public organizational mission statements.  These can be economic, political, religious, cultural, or private motivations, such as revenge.  Each organization or individual participant pursues its own interests and objectives, which are sometimes supporting but sometimes competing with or own agenda:

· Some organizations are favorable to U.S. efforts and are willing to provide us assistance regarding the culture, languages, and peculiarities of the local population.  In return, U.S. forces can provide an environment in which these organizations can deliver goods and services to the population.

· Alternatively, an organization may have the same ideology as the enemy and may adversely affect U.S. mission accomplishment or may create situations that lead to conflict.  The enemy may use these outside elements to help them collect information or provide supplies.

· A third alternative is that such organizations make mistakes based upon inexperience.  U.S. forces may then have to divert troops and resources from their assigned missions to conduct rescues or provide security.

Slide # 33, NATIONAL WILL

The factor of national will reflects how much the country’s people and government are behind what the military is doing.  This can influence the objectives of a conflict, and determine how long it will last and the conditions for ending it.
Victory in war often depends on the will of soldiers and nations.  History has proven time and time again that battlefield victory does not always go to the best-trained, best-equipped, and most technologically advanced force.  No, victory often goes to the side that most wants to win, needs to win, and is willing to sacrifice to do so.

A country will try to attack its opponent’s national will and still preserve its own.  Clearly, most foreign countries view U.S. national will as a point of vulnerability for us, a strategic center of gravity, rather than a strength.  In future conflicts, an adversary may perceive the collective will of his people as his comparative advantage against the United States.

Slide # 34, TIME

Time is a driving factor in decision making and operations.  In modern war, victory is likely to go to the side that acts most quickly.

In most cases, potential opponents of the United States view time as being in their advantage.  The U.S. military is not located in all the areas of the world where future conflicts will be fought.  We will usually have to move troops and equipment into the area by sea or air, over long time and distance.  This gives our opponents an opportunity to find ways of adjusting the nature of the conflict.

First, the opponent will try to control the entry of U.S. forces into the area, for example, by attacking the air or sea ports where we must land.  If that fails, the enemy still has the opportunity to oppose lightly equipped U.S. early-entry units and prevent full deployment of the rest of our forces.

Dictating the tempo of an operation gives a decided advantage to the side that controls it.  An opponent will try to speed up the tempo to rapidly defeat its local or regional enemy or to defeat U.S. early-entry forces before we can deploy overwhelming military power.

If that fails, the opponent will try to prolong the conflict, to “outlast” the U.S. will to continue.

Slide # 35, ECONOMICS

The economic factor establishes the boundaries between the “haves” and the “have-nots.”  This gap of economic differences among nation-states or other actors can cause conflict.  Economic superiority may be the key to power or dominance within a region, rather than military superiority.

However, economic position often represents a nation or non-nation actor’s ability to buy military technology or to conduct prolonged operations.

Economics help define the relationship between a nation or non-nation actor and other actors at the regional or global level.  These regional or global economic relationships could result in military or political assistance.

Slide #36, OPERATIONAL ENVIRONMENT

We have discussed the critical variables of the operational environment, as related to foreign views of the United States and a full spectrum of military capabilities and threats.  The factors, capabilities, and methods of operation that have been outlined in this briefing will serve as the building blocks for the operational environment on today’s battlefields and those of the foreseeable future.

Slide # 37, THREATS

You will notice that we have not named any specific country or group as the threat.  But we have tried to look at what kinds of threats the Army may have to face, wherever it may go and fight.  Remember that, to be a threat, a potential adversary must have both capabilities and intentions.

From our discussion of nation-state and non-nation actors in the operational environment, we can recognize two basic categories of potential threats.  Some threats are in the form of nation-states; this may be a country or a coalition of countries.  Threats can also come from entities that are not nations; these can include terrorist, drug-trafficking, or criminal organizations.

While not a separate category of threat, it is important to note that most nation-states and non-nation actors will look for opportunities to use adaptive, asymmetric means to counter U.S. capabilities or to exploit our weaknesses.

Slide # 38, THREATS IN TODAY’S OPERATIONAL ENVIRONMENT

This slide depicts just some of the potential threats the Army could face, whether we are involved in stability and support operations (SASO), small-scale contingencies (SSC), or major theater war (MTW).

The operational environment is extremely fluid, with continually changing coalitions, alliances, and partnerships, and new actors and threats appearing and disappearing from the scene.
Slide # 39, BOTTOM LINE

In today’s world, the U.S. Army must be prepared to go into any of these operational environments and perform its full range of missions.  We must be ready to do so in the face of a wide variety of possible threats and, at the same time, also be prepared to deal with third-party actors that may have other interests.

Slide # 40, QUESTIONS?

This concludes the briefing.  Are there any questions?
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