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Introduction

In virtually every corner of the globe, the United States and its allies face a growing threat from the proliferation and possible use of nuclear, biological, and chemical (NBC) weapons and their delivery systems.  Broadly, we have become increasingly concerned in recent years that NBC weapons, delivery systems, and technology may all be "for sale" to the highest bidder. Threats from the proliferation of nuclear, biological and chemical (NBC) weapons and missiles come from states and non-state groups, such as terrorists. Key states of proliferation concern are continuing to try to acquire and develop these dangerous weapons, while some terrorist groups are showing increasing interest in them. The growing availability of NBC-and missile-related technologies and expertise and the sophistication of some of these technologies also highlight the threat. In addition, NBC weapons increasingly are viewed as asymmetric means to counter the West’s superior conventional military capabilities. 

U.S. conventional military superiority paradoxically creates an incentive for adversary states to acquire NBC weapons. Because our potential adversaries know that they cannot win a conventional war against us, they are more likely to try asymmetric methods such as employing biological or chemical weapons or threatening the use of nuclear weapons.  These weapons will allow them to avoid direct engagements with dominant US conventional forces and while providing the means of leveling the playing field. This strategy also applies to particular terrorist groups intent on inflicting a large number of casualties or causing panic, if such groups judge that conventional means are inadequate and they do not fear political or military retaliation. 

In preparation for, or early in a crisis, an adversary may use, or threaten to use, NBC weapons to deter US intervention by raising the perceived cost of action, weaken coalition cohesion, demonstrate the will to escalate the scope of conflict, degrade US and coalition forces, and gain an early tactical advantage.  In an ongoing conflict, an adversary could employ NBC weapons to prevent (anti-access), limit or reverse US involvement, and fracture public support.  Late in a conflict, or as a last resort, and adversary could employ NBC weapons as an attempt to avoid defeat, avenge US actions, and influence the terms of conflict termination.  The use of NBC weapons has a significantly broader impact than the immediate and residual effects on those casualties to exposure.  A few examples of effects of escalation to NBC warfare include performance degradation of even the individual soldier as the result of wearing individual protective ensembles, terrain denial resulting in restricted mobility,  and reduced access to logistic support until decontamination operations can be completed.  Civilian populations, physical infrastructures, unwarned and unprotected military forces are especially vulnerable to NBC weapons employment.  

Adversaries may deliver NBC weapons by conventional delivery means, special operations forces, or through the use of terrorists.  In light of the wide range of potential adversary objectives, targets could include civilian populations and infrastructure, and military forces and facilities, both abroad in the US.  Clandestine attacks could cause terror among the populace, raise the costs and alter the political objectives of the US and its coalition partners, as well as take revenge against US and coalition actions.  Adversaries with long-range delivery means could seek to deny the US with a homeland sanctuary, hold hostage civilian populations and infrastructures, and retaliate directly against the US or its partners that are distant from the area of conflict.

The Quadrennial Defense Review (QDR), the Department of Defense's (DoD) most recent strategic-level defense review, published in May 1997, concluded that the threat or use of chemical or biological weapons is a likely condition of future warfare and could occur in the very early stages of war to disrupt U.S. military operations and deployments of men and supplies into theater. 

New Suppliers 

In recent years, a new proliferation dynamic has developed, with the greater availability of components, technologies, expertise, and information. This availability stems from the willingness of various state suppliers, or companies within those states, to sell such materials, and a veritable information explosion from academic and commercial sources, or the Internet. It also may be fueled by weakened security at some key NBC-related facilities in the former Soviet Union (FSU), the search for employment by unemployed scientists and technicians associated with active or formerly active Soviet programs, and the transfer or sharing of technology among states trying to develop programs. 

Entities in Russia and China are the main suppliers of NBC-and missile-related equipment and technologies, especially to states of proliferation concern. In the last several years, Russian entities have exported ballistic missile and nuclear technology to Iran, and Russia also remains a potential source of biological and chemical warfare expertise. China continues to be a source of missile-related technology. Lastly, North Korea is a key source for ballistic missiles and related components and materials. 

The Russian government is committed to the security of nuclear weapons and weapons-useable nuclear materials, but continuing turmoil in society, corruption, and resource shortages complicate the ability of the Russian government to safeguard these materials. The combination of lax security for nuclear materials, poor economic conditions, and the growing power of organized crime in Russia mean that the potential for the theft and subsequent smuggling of these materials will continue. This concern also extends to facilities in the FSU that house chemical or biological warfare-related materials. Further, numerous scientists and technicians previously involved in key programs face severe salary reductions or loss of employment, and they could be the target of recruitment efforts by states or non-state groups trying to establish their own weapons capabilities. 

Foreign assistance, particularly from Russia, China and North Korea, continues to have demonstrable effects on missile advances around the world. Moreover, some countries that have traditionally been recipients of foreign missile technology are becoming suppliers and are pursuing cooperative missile ventures. 

Preparation and effective use of biological agents as weapons is more difficult, at least with respect to non-state actors, than popular literature may suggest. However, even the threat of use of biological agents with crude delivery systems could have significant operational repercussions for military forces. In addition, genetic engineering is one of a growing number of biotechnologies that could allow countries to develop agents, such as modified viruses, that would make detection and diagnosis difficult and that could defeat current protection and treatments. 

The Changing Threat

Nuclear and Radiological Weapons

Nuclear weapons, even the simplest of the devices that have been developed by various proliferant countries, have an enormous potential for physical damage.  Such weapons can destroy of damage major portions of a city, or if used in a different manner, could greatly impair the communications and electronics infrastructure of a large area.  Military forces deployed against an adversary with nuclear capabilities must also take precautionary measures to try to limit the effects of a nuclear blast.  Logistics centers, such as airfields and ports, are especially vulnerable because of their value as reinforcement points.

The acquisition of fissile material (highly enriched uranium or plutonium) is the key to a nuclear weapons capability.  The production of fissile material, even the amount required for a very small nuclear weapons program or a research and development program, requires a significant effort on the part of the proliferant country, and the signatures of the necessary production facilities can be difficult to identify.  Other nuclear threats, possibly from non-state organizations, include the theft or outright purchase of a nuclear weapon.

Effects:

Conventional nuclear devices, whatever their size or form, produce four major effects when they are detonated: heat, blast, radiation, and a powerful electromagnetic pulse (EMP). All these effects can be traced to the amounts of energy released as a nuclear device is detonated.

Despite the long-term effects of nuclear radiation that can result from the detonation of a conventional nuclear weapon, heat (and light) and blast are the main destructive effects produced by nuclear devices. These destructive effects vary enormously and are dependent on many factors, including the size of the device and the height of detonation.

The immediate physical effect of the heat release is a fireball around the point of detonation. Due to the temperatures involved, the fireball is not static; it expands outward and starts to rise immediately. The actual surface temperature of the fireball does not vary greatly according to the size of the device involved; instead the size and duration of the fireball vary.

To the observer, the light produced by detonating a nuclear device is far brighter than anything previously encountered. Even in daylight, the nuclear flash will appear to be infinitely brighter than the sun at noon. The light may be visible many miles away, even in broad daylight, and can be so intense that it causes temporary or permanent blindness. At night, these effects are considerably magnified.

The light is soon followed by a wave of heat, which can produce immediate conflagrations of inflammable materials at short ranges as well as charring and scorching at greater distances. The effects on the human body will also vary with range from the point of detonation, ranging from immediate death by burning to reddening of the skin.

The heat and light are followed by blast, which is really another effect of the heat production. As a device detonates, the rapid release of energy and rise in temperature cause an enormous expansion of the air close to the production of the fireball. The expanding air around the fireball moves outward at high speed and thus creates a blast wave (often referred to as a shock wave), which moves rapidly away from the point of detonation. Any point passed by the blast wave will experience a very rapid and intense rise in pressure——pressure so intense that even robust structures can be knocked down or damaged. A period of relatively low pressure follows in the wake of the blast wave. After a short period, air rushes inward to fill the partial vacuum. This forms a secondary blast wave to add to, or complete the destructive effects of, the main blast wave.

An airburst and a groundburst differ considerably in the third effect of nuclear detonation, namely radiation. A nuclear burst produces two forms of radiation: immediate and residual. Immediate radiation is that formed at the actual instant of detonation by the vaporization of the device involved and anything else in the immediate vicinity. Not all of the energy released by a detonation is released as heat and light. Some pure energy is released, mainly in the form of gamma rays, beta rays, and neutrons. This immediate radiation can be extremely harmful to life, but the ranges and duration involved are so short that any recipients will be casualties many times over as a result of the heat and blast effects produced at the same time.

The immediate radiation has the effect of irradiating all material in its immediate vicinity. As the nuclear fireball rises, it takes all manner of debris, dust, and material with it. If the device involved has been a groundburst, the amounts of material could be considerable. The radiation produces numerous radioactive isotopes and compounds that in their turn produce radiation for various periods before they decay or turn into other isotopes and compounds, some with lives or durations of a few milliseconds and others that remain radioactive for years.

As a nuclear fireball ascends into the upper reaches of the atmosphere, it cools and gradually loses its thermal energy. Gradually the debris and particles accumulated by the fireball will fall back to earth in the form of residual radiation or "fallout." Prevailing winds will scatter the fallout far and wide, depending on the wind strengths and directions at various altitudes, and thus spread the residual radiation from the nuclear device. The radioactivity's strength, extent, and duration will depend upon many factors, from the size of the device to the altitude at which the bomb was detonated. Residual radiation from a high-altitude airburst could be negligible in terms of human risk while a groundburst could produce massive amounts of potentially harmful fallout.

The effects of nuclear radiation on life can vary from the minute to the drastic. All radiation, in whatever form it is produced, can have some effect on life but in excess it produces all manner of physiological disturbances from preventing myosis (cell division) to causing dangerous cancers. If large amounts of nuclear radiation are received within a short time, death can result after only a short period. Equally, large radiation doses absorbed over a long period can have few discernible effects although adverse effects may appear in the long term. There are no medical resources to deal with or arrest the effects of radiation on the human body, although various palliatives can be dispensed.

One side effect of a nuclear detonation that was mainly overlooked until comparatively recently is the electromagnetic pulse, or EMP. An EMP is another byproduct of the huge energy release produced at the instant of a nuclear detonation when some of the energy produced has the effect of altering the electrical properties of electrons in the nearby atmosphere. The results are intense electrical and magnetic fields of variable duration that can extend for considerable distances from the point of detonation. These fields can establish eddy currents of considerable strength, which by themselves may have significant effects on electronic-based equipment and processes, usually by producing larger eddy currents than the equipment is rated for and thus causing breakdowns. They can also create interference across many radiofrequencies. The effects of the EMP can travel further than those for the other more destructive hazards, especially where airbursts are involved, and may last for a significant period after the other immediate nuclear hazards have subsided.

The threat posed by terrorist construction and deployment of a radiological dispersion device (RDD) is real, but limited.  An RDD is a device designed to utilize radioactive material to cause disruption, damage or injury.  However, RDDs do not include nuclear weapons as those described above.  The widespread use of radioactive materials in medicine, industry, and research makes it entirely plausible that terrorists could acquire radioactive material, and the requirements for design of such a device are not beyond that of a terrorist group.  The military utility of RDDs have been generally envisioned as having a role in attempts to achieve area denial, although cheaper and more effective substitutes are widely available.

Chemical Weapons:

Chemical warfare (CW) can be considered the military use of toxic substances such that the chemical effects of these substances on exposed personnel result in incapacitation or death. It is the impact of chemical effects instead of physical effects (such as blast and heat) that distinguishes chemical weapons from conventional weapons, even though both contain chemicals. In many cases in the Third World, there can be considerable confusion as to what is a chemical weapon and what is not. Some countries consider smoke, flame, incendiary, or riot control weapons to be chemical weapons and label them as such; in addition, conventional weapons can inflict casualties resembling those caused by chemical weapons. 

Generally speaking, a chemical weapon comprises two main parts: the agent and a means to deliver it. Optimally, the delivery system disseminates the agent--most often a liquid--as a cloud of fine droplets, known as an aerosol. This permits the highly toxic agents to cover a relatively broad amount of territory evenly and efficiently. 

Chemical weapons are designed to disseminate a CW agent payload in a militarily effective manner. The design depends on the characteristics of the agent (physical state and properties, toxicity, and persistence), delivery-system constraints (height of burst, terminal velocity, spin, attitude, etc.), environmental conditions (weather and terrain), and desired effects on target. Weapons can be engineered to deliver agent as a liquid (bulk droplets, vapor, or aerosol) or as a solid (particulate aerosols such as those generated pyrotechnically or solid agents on projectile-like flechettes). Both methods can address various routes of entry, including inhalation (via the lungs) or percutaneous or subcutaneous entry (via mucous membranes or skin), as well as area contamination (for countermobility) or equipment contamination.

Persistent and nonpersistent agents have different military utility. In the forward battle area, nonpersistent agents (e.g., hydrogen cyanide and sarin) are likely to be used against immediately opposing forces or avenues of attack. They are typically delivered by direct-support, short-range delivery systems, including cannon artillery or rockets. Nonpersistent agents dissipate quickly, allowing friendly forces to occupy the area without fear of contamination. Persistent agents (e.g., mustard and VX) are likely to be used on flanking enemy units or on rear-support and mobilization areas to tie up forces, deny terrain, reduce mobility, and complicate resupply operations. They are typically delivered by longer range delivery systems that can effectively cover large-area targets.  Unfortunately, the enemy can not always be counted on to use CW agents in their most logically prescribed manner, as evidenced by Iraqi CW employment during the Iran-Iraq war when Iraq employed a persistent agent, mustard, when a nonpersistent agent would have been more appropriate-putting their own forces in harm's way.

Chemical munitions with liquid payloads can be unitary or binary. Generally, unitary munitions are filled at a loading facility and then stored in a bunker or transported to the field. Binary munitions components can also either be filled and then stored or be filled prior to use. Binary munitions normally contain two separate chambers, which are generally filled with relatively less toxic precursor chemicals that must react to produce a lethal agent. The two components may be mixed together manually before firing (a dangerous operation) or mixed together automatically while the munition is in flight to the target.

The following discussion of chemical warfare agents will be broken down into generational sections beginning the first generation agents:


Choking agents are the oldest CW agents. This class of agents includes chlorine and phosgene, both of which were used in World War I. In sufficient concentrations, their corrosive effect on the respiratory system results in pulmonary edema, filling the lungs with fluid and choking the victim. Phosgene is more effective than chlorine because it is slowly hydrolyzed by the water in the lining of the lungs, forming hydrochloric acid that rapidly destroys the tissue. These agents are heavy gases that remain near ground level and tend to fill depressions such as foxholes and trenches. Because they are gases, they are nonpersistent and dissipate rapidly in a breeze. As a result, these are among the least effective traditional CW agents. They are useful for creating a short-term respiratory hazard on terrain that is to be quickly occupied. 

Blood agents are absorbed into the body primarily by breathing. They prevent the normal utilization of oxygen by the cells and cause rapid damage to body tissues. Blood agents such as hydrogen cyanide (AC) and cyanogen chloride (CK) are highly volatile and in the gaseous state dissipate rapidly. Because of their high volatility, these agents are most effective when surprise can be achieved against troops who do not have masks or who are poorly trained in mask discipline. In addition, blood agents are ideally suited for use on terrain that the user hopes to occupy within a short time. Blood agents rapidly degrade a mask filter's effectiveness. Therefore, these agents could also be used to defeat a mask's protective capabilities when combined with other agents. 

Blister (vesicant) agents are used primarily to cause medical casualties. These agents may also be used to restrict use of terrain, to slow movements, and to hamper use of materiel and installations. Blister agents affect the eyes and lungs and blister the skin. Sulfur mustard, nitrogen mustard, and lewisite are examples of blister agents. Most blister agents are insidious in action; there is little or no pain at the time of exposure except with lewisite, which causes immediate pain on contact.  

Sulfur mustard is considered by some to be the ideal CW agent. It presents both a respiratory and a percutaneous hazard, forcing military personnel to don not only gas masks but also cumbersome protective overgarments--seriously degrading their ability to function. Mustard is persistent and presents a long-term hazard, further hindering victims by forcing them to decontaminate. Being based on old technology, it is simple to produce, even by Third World standards. Moreover, it causes large numbers of long-term, debilitating injuries whose treatment can easily overburden an enemy's war effort. From a CW perspective, an advantage of mustard over lewisite is that the latter hydrolyzes very rapidly upon exposure to atmospheric moisture to form a nonvolatile solid. This conversion lowers the vapor hazard from contaminated terrain and decreases the penetration of the agent through clothing. Lewisite is less persistent than mustard; however, the persistency of both is limited under humid conditions. 

The 2nd generation agents are the earliest series of nerve agents, also known as the G-series nerve agents, including tabun (GA), sarin (GB), soman (GD), and cyclohexal sarin (GF), are members of a class of compounds that are more lethal and quicker acting than mustard. They are organophosphorus compounds that inhibit action of the enzyme acetylcholinesterase. These agents are similar to many pesticides and, in fact, were accidentally discovered in the 1930s by German chemists seeking new types of pesticides.  G-series agents act rapidly (within seconds of exposure) and may be absorbed through the skin or the respiratory tract. However, some of these agents, particularly GA and GB, tend to be relatively nonpersistent and consequently present less of a skin hazard than a vapor hazard. In sufficient concentration, the ultimate effect of these agents is paralysis of the respiratory musculature and subsequent death. Exposure to a lethal dose may cause death in as little as several minutes. These less persistent agents are used to cause immediate casualties and to create a short-term respiratory hazard on the battlefield. Persistent G-series nerve agents such as GS and GF would present more of a skin hazard. 

Third Generation Agents are also known as the V-series nerve agents.  They are organophosphorus compounds similar to, but more advanced than, G-series nerve agents in that they are more toxic and more persistent. They present a greater skin hazard and are used to create long-term contamination of territory.  V-type agents are typically of lower volatility and are more readily absorbed through the skin than G-agents.

Fourth Generation Agents (FGA) refers to a new class of chemical agents, more advanced than the traditional first-, second-, and third-generation agents. There has been a great deal of publicity about Russian development of a new generation chemical warfare nerve agents, some of which are referred to as “Novichoks.” These agents reportedly were designed to defeat Western detection and protection measures, and their production can be hidden within commercial chemical plants. There is additional concern that the technology to produce these compounds might be acquired by other countries, amplifying the threat. 

Organoflourines:

Organoflourines, also known as "mask breakers" have some capability to defeat protective mask or filtration systems. Filter-penetration agents achieve that effect by being small enough to penetrate the particulate filter and resisting the adsorbency of the charcoal in the filter.

Delivery Systems:

The delivery means for NBC weapons employment range from general-purpose weapons systems to Special Operations Forces (SOF) and terrorist delivery.  Options for CW delivery include cannon- and rocket-artillery, missiles, aerial bombs, rifle- and hand-grenades, spray tanks, and landmines.

The number and type of weapons required for a CW-agent attack are determined by consideration of target size, range from launch to target, the circular error probable at range, the challenge levels specified, and the probability of achieving the specified challenge level.  A country's decision to pursue a particular type of delivery system is also affected by availability.  

Dissemination Enhancements:

"Dusty agent" is a term used to refer to a solid agent that can be disseminated as an aerosol.  There are several basic reasons to consider the use of a dusty CW agent.  One is to reduce the vapor pressure of a volatile chemical by adsorbing it onto a carrier material and thereby make it less volatile and perhaps more difficult to detect.  Another and more significant purpose is to transform a very-low-volatility agent that poses little or no vapor hazard into an inhalation threat.  This is achieved by controlling the particle size of the carrier material to ensure the dissemination of a respirable-size aerosol that will remain suspended in the air for an extended period.  Controlling particle size will also allow the agent to penetrate certain protective fabrics or ensembles.   

A thickened CW agent is one whose viscosity has been increased by adding one or more thickeners. There are three principal reasons to thicken a CW agent. The first is to help control the particle size of an agent after dissemination by slowing the rate of evaporation and increasing the resistance to shear forces. This is particularly important for agents disseminated at an altitude where the smaller neat (unthickened) agent droplets would possibly evaporate or be blown off target before reaching the ground. The second reason is to reduce the rate at which droplets spread out on or penetrate into surfaces. This is especially important for agents that are effective percutaneously (i.e., through unbroken skin) and are designed to pose a contact hazard. The third reason is to make decontamination more difficult. A thickened agent may be resistant to standard decontamination solutions. 

Advantages of thickened agents include an increase in the quantities of agent reaching the desired target; greater hazard persistency on porous surfaces, such as sand, soils, or wood; resistance to decontamination by slowing physical contact/mixing between decontamination solutions and the agent molecules; and a decrease in detectability by vapor-based detectors (due to a slower evaporation rate). 

Limitations include the potential for unpredictable dissemination results due to variations in ambient temperatures, munition design, or changes in agent viscosity during storage. The thickener or accompanying solvent may reduce the active (agent) portion of a munition payload. Decontamination or demilitarization of thickened agent munitions is more difficult than for neat agents. 

Nonlethal Agents:

Tear gas agents fall under the broader category of riot control agents. They are not considered by the US Government to be CW agents because they are nonlethal in all but the highest concentrations. Examples of these agents include orthochlorobenzylidene malononitrile (CS), chloroacetophenone (CN), chloropicrin (PS), and bromobenzyl cyanide (BBC). They are highly irritating, particularly to the eyes and respiratory tract, and cause extreme discomfort. Symptoms occur almost immediately upon exposure and generally disappear shortly after exposure ceases. 

In military situations, tear gas agents are used to temporarily reduce the effectiveness of enemy personnel. In tactical operations, they can be used to penetrate fortified positions and flush out the enemy. Also, these agents are useful for disrupting "human wave" assaults by breaking up formations and destroying the momentum of the attack. Because tear gas agents are nonlethal, they can be used near friendly troops without risking casualties; thus, their use is more flexible than with conventional CW agents. 

Vomiting agents are often considered to be riot control agents because, under field conditions, they cause great discomfort but rarely serious injury or death. Characteristic agents include adamsite (DM) and diphenyl chloroarsine (DA). In addition to causing vomiting, these arsenic-based agents may also irritate the eyes and respiratory system.  The action of vomiting agents may make it impossible to put on, or continue wearing, a protective mask. Therefore, in military situations, vomiting agents may be used in conjunction with lethal CW agents to increase casualties. They may also be used by themselves in proximity to friendly troops and in other situations well suited for tear gas agents. 

Psychochemicals, also considered incapacitants, include hallucinogenic compounds such as lysergic acid diethylamide (LSD), 3-quinuclidinyl benzilate (BZ), and benactyzine. These agents alter the nervous system, thereby causing visual and aural hallucinations, a sense of unreality, and changes in the thought processes and behavior. Psychochemicals are generally characterized by a slightly delayed onset of symptoms and by a persistence of symptoms for a period greatly exceeding exposure time. The advantage of psychochemicals is their ability to inactivate both civilian and military personnel for a relatively shortperiod with essentially no fatalities. Thus, their use may prove advantageous in areas with friendly populations. One drawback, however, is that the effects of many of these agents are unpredictable.

Biological Weapons:

Biological Warfare agents that have been widely recognized as having military utility include pathogens--such as bacteria, viruses, and fungi--as well as toxins. For BW purposes, these agents are incorporated into a munition or some type of dissemination system. The material delivered in the weapon is customarily defined as the BW agent. 

Pathogens, defined as organisms that cause disease in man, may be grown and exploited for military purposes, as is the case for the bacterial agents that produce anthrax, plague, tularemia, and Q-fever. 

Other known BW threat agents include viruses--submicroscopic infective agents composed of DNA or RNA that require living cells to replicate. As BW agents, these organisms can produce a wide range of results, with varying degrees of toxicity and time of onset. The route of entry--percutaneous, ingestion, inhalation, parenteral--impacts dramatically on the effective dosage of both BW and CW agents.

Alternatively, organisms can be grown to produce toxins that are exploited in weapons, as, for example, Clostridium botulinum, a toxin-producing organism that is the causative agent of botulism. Toxins are poisonous compounds produced by living organisms. They are usually proteins that act upon specific receptors in the body. Most are relatively unstable to heat and other traumatic and environmental factors, although some can be separated into smaller fragments that are more stable while retaining toxicity. Toxins can be either lethal or highly incapacitating, with some having potentially greater toxicity than well-known CW agents. Toxins are produced by a variety of organisms, including microbes, snakes, insects, spiders, sea creatures, and plants.  One example of a plant toxin is ricin, while other examples of toxins having potential application as BW threat agents include tricothecene mycotoxins--derived from fungi--and algal toxins. Algal toxins are suited for BW purposes because of their high toxicity, the lack of vaccines and medical treatment, and the lack of detection systems deployed against them. For example, saxitoxin, produced by marine algae, acts on the nerve cells and ultimately causes respiratory arrest. 


Delivery Systems:

Weapons-delivery systems potentially capable of disseminating BW agents include cannon and rocket artillery and aerial bombs (bulk fill or submunition). Sprayers produced by both military and commercial sources and mounted on ground vehicles, boats, ships, submarines, and aircraft are also potential BW-agent delivery systems. Submunitions dispensed by aircraft, UAVs, and cruise missiles can be employed to deliver BW agents. Ballistic-missile warheads (bulk fill or submunition) hold high potential for disseminating BW agents. Land and naval mines can be modified to generate BW-agent aerosols. The agent-dissemination efficiency and area of coverage of these weapons vary widely. Effective use of BW agents does not necessarily require military equipment. Special operations forces or terrorists could employ man-portable devices as well as commercially available or specially designed spray equipment mounted on vehicles and boats.

BW agents are inherently more toxic than chemical warfare nerve agents on a weight-for-weight basis and can potentially provide broader coverage per pound of payload than CW agents. Moreover, they are potentially more effective because most are naturally occurring pathogens--such as bacteria and viruses--which are self-replicating and have specific physiologically targeted effects, whereas nerve agents are manufactured chemicals that disrupt physiological pathways in a general way. 

Despite their potentially more devastating effects, biological agents have not been used on any significant scale, possibly for a number of reasons. Perhaps for some countries the principal deterrent to the actual use of BW is uncertainty about ultimate consequences. Biological weapons rarely produce instant casualties, and their effects can be uncertain. The risk, for example, of accidentally exposing friendly forces or civilian populations to BW can be dependent on changing meteorological conditions. International outrage--muted in the Iraqi CW attacks on Iranians and Kurds--could be much more severe if BW weapons, with their devastating effectiveness, result in massive casualties. Russian President Yel'tsin's 1992 admission that the USSR had an offensive BW program and the discovery of Iraqi BW weapons, programs, and deployments after the Gulf war has increased the urgency with which the worldwide BW problem is regarded. In addition, in 1993 and 1995, some Aum cult members confessed to using anthax and botulinim toxin against targets in Japan, thereby underscoring the grave threat of BW terrorism

Virtually all the equipment, technology, and materials needed for biological agent production are dual use. Therefore, very little distinguishes a vaccine plant from a BW production facility. The technical skills required to start and run a program are commensurate with basic training in microbiology, and additional knowledge can easily be gained through training courses available from equipment suppliers or scientific meetings. Because of the dual-use nature of BW research and equipment, any BW program could be easily disguised as a legitimate enterprise. For example, known BW threat agents include the organisms that cause anthrax, botulism, tularemia, plague, and Q-fever; because these organisms represent a variety of clinical pathogens, extensive legitimate research is continually under way to eradicate or control them. Medical research or vaccine development, for example, requires production of such organisms on scales varying from laboratory to pilot and industrial levels. 

Antimaterial Agents:

Selected cultures of many naturally occurring micro-organisms (e.g., mold, yeasts, and bacteria) are being used in or genetically engineered for commercial/industrial bioremediation applications and have potential military or terrorist applications as biological antimateriel agents. Bioremediation technology represents available dual-use biotechnology in that aggressive strains of microbes can also be packaged and used as biosabotage/bioantimateriel agents. For conducting biosabotage operations, biological agents are cheap, effective, slow-reacting, and difficult to detect. These microbes are easily stored and can be microencapsulated, safely handled, and easily disseminated. Microencapsulation allows for a controlled time release of these agents into targeted mediums such as fuels, lubricants, fluids, and water or moist surfaces. Moreover, biological antimateriel agents can be selectively designed to cause maximum damage to specifically targeted systems, facilities, or infrastructure. For biosabotage applications, selected strains of aggressive micro-organisms will multiply and over time attack and degrade adhesives, conventional fuels, fluids, and lubricants; liquid and solid propellants; plastics, polymer coatings, sealants, and elastomers (rubbers); membranes and filters; metals and semiconductors; electrical and thermal insulation; textiles; and explosives. These biological agents may also have future military applications, such as innovative methods of locating and clearing mines, degrading enemy camouflage, and biofiltration systems to reduce gaseous emissions and associated signatures from suspected chemical plants.

Transnational Threat:

Transnational proliferation includes those NBC threats that cross national or regional boundaries or are not otherwise easily categorized. The possible acquisition or use of NBC materials by terrorists, inadequate security of NBC materials, and threats to agriculture and livestock are some of the issues that greatly concern the United States and its allies. 

Terrorism:

Many of the technologies associated with the development of NBC weapons, especially chemical and biological agents, have legitimate civil applications and are classified as dual-use. The increased availability of these technologies, coupled with the relative ease of producing some chemical or biological agents, has increased concern that use of chemical or biological weapons may become more attractive to terrorist groups intent on causing panic or inflicting large numbers of casualties. In addition, the proliferation of such weapons raises the possibility that some states or entities within these states could provide NBC weapons to terrorists or to state-sponsored operatives for use abroad. 

The likelihood of a state sponsor providing such a weapon to a terrorist group is believed to be low. It is possible, however, that groups, especially extremist groups with no ties to a particular state, could acquire and attempt to use such weapons in the future. Some groups, especially those motivated by distorted religious and cultural ideologies, have demonstrated a willingness to inflict greater numbers of indiscriminate casualties. Other less predictable but potentially dangerous groups have also emerged. Those groups may not adhere to traditional targeting constraints. For example, the Japanese Aum Shinrikyo group attacked the Tokyo subway with the chemical nerve agent sarin in 1995, although it had failed in several reported attempts to carry out biological attacks, probably because of difficulties in agent production and dissemination. In addition, the Usama Bin Laden network, which was responsible for the conventional weapons attack on U.S. embassies in Kenya and Tanzania in 1998, is known to be interested in NBC weapons; in fact, Usama Bin Laden has spoken publicly about acquiring such a capability and likened his pursuit of those weapons to a religious duty. 

Security of NBC Materials:

Security of weapons-usable nuclear materials in Russia is another serious concern. While the Russian government is committed to nuclear security, continuing turmoil in society, corruption and resource shortages complicate this commitment. The combination of lax security for nuclear materials at some facilities, poor economic conditions and the growing power of organized crime in Russia mean that the potential for the theft and subsequent smuggling of these materials will continue to cause concern. At the same time, the Russians have taken seriously the threat from a potential Chechen insurgent attack on a nuclear power facility and have made security upgrades. 

In the past, there have been incidents of weapons-usable materials being diverted from Russian nuclear facilities. The largest seizures of such materials out-side of the FSU occurred in 1994, where 2.7 kilograms of Highly Enriched Uranium (HEU) were found in the Czech Republic and about 360 grams of plutonium was seized in Germany. However, confirmed incidents of smuggling of weapons-usable nuclear materials, primarily plutonium and HEU, have declined but continued at a low rate. This decrease may be due to several factors: decreased smuggling through Western Europe, where detection is more likely; shifting of smuggling pathways through the southern tier of former Soviet states, where detection is highly unlikely; or improved security at Russian nuclear facilities. 

Nevertheless, reports of theft of nuclear materials continue to emanate from the former Soviet block countries. For example, in September 1999 one kilogram of reportedly uranium-235 (enrichment unconfirmed) was seized in the Republic of Georgia. In another recent case, 10 grams of weapons-grade HEU was confiscated in Bulgaria. In addition to reports of actual nuclear materials being offered for sale, there have been numerous accounts of radioactive isotopes such as californium-252, strontium-90, and cesium-137 being stolen from industrial and research facilities. In the short run, reports of nuclear theft, whether real or scams, will continue. However, in the longer term, the implementation of the U.S.-sponsored Material Protection, Control, and Accountability Program at Rus-sian nuclear facilities likely will lead to a reduction of the number of incidents of diversion of weapons-usable materials. 

Concern about security is not confined to nuclear items, but extends also to facilities in the FSU that house chemical or biological warfare-related materials. In addition, numerous scientists and technicians previously involved in key programs face severe salary reduction, complete loss of pay, unemployment. States, such as Iran, that are seeking to establish their own weapon capabilities may try to exploit the situation by attempting to recruit such individuals. However, Western programs, such as the International Science and Technology Center (ISTC), the U.S. Civilian Research and Development Foundation (CRDF), the Nuclear Cities Initiative (NCI), and the Initiatives for Proliferation Prevention (IPP) are expressly designed to address this “brain drain” problem. 

Threat to Agriculture and Livestock :

Both chemical and biological anticrop agents have been developed. The primary chemical agents are defoliants and herbicides that kill or inhibit the growth of plants or render the soil unsuitable for plant growth. The primary antiplant biological agents historically have been fungal organisms that cause disease in various types of grain crops, including rice and wheat. Both chemical and biological antiplant agents can be disseminated near or over croplands with spray equipment mounted on such vehicles as aircraft.

The potential threats to U.S. agriculture and livestock can come from a variety of pathogens and causative agents. Attacks against U.S. agricultural assets, might be tempting, due to the perceived relative ease of attack, the plausible deniability toward accusations, and the limited number of plant seed varieties in use. Indeed, the Soviet Union apparently planned to target U.S. agriculture and livestock as one element of a larger disruptive process and developed a range of biological agents that would be effective in this capacity.  Consequences of compromising the productivity and safety of the U.S. food supply are primarily economic in nature. Disrupting the supply lines for food stocks or threatening the safety of those items supplied also may erode military readiness. 

Toxic Industrial Chemicals
Industrial chemicals pose a risk to US military forces due to the near-universal availability of large quantities of highly toxic stored materials.  Exposure to some industrial chemicals can have a lethal or debilitating effect on humans, which, in combination with their ready availability, their proximity to urban areas, their low cost, and the low security associated with storage facilities, makes them a potentially attractive option for terrorist use as weapons.

In addition to the threat from intentional use of stored industrial chemicals as weapons of opportunity or weapons of mass destruction, catastrophic accidental releases of industrial chemicals may result from collateral damage associated with military operations, electrical power interruption, or improper facility maintenance or shutdown procedures.  These events are common in armed conflict and post-conflict urban environments.

A manufacturing capability is not required to use industrial chemicals as weapons.  Industrial chemicals can be obtained almost anywhere in the world, and existing stored chemicals may be used as weapons of opportunity.

The potential for intentional use of industrial chemicals as weapons is illustrated by recent examples in the Gulf War and in the Balkans.  In 1990, retreating Iraqi forces intentionally caused the release of crude petroleum from field production facilities and ignited the oil to slow advancing coalition forces.  From 1993-95, Serbian forces attacked the Petrochemcia facility, which stored large quantities of anhydrous ammonia and a variety of other potentially hazardous chemicals, near Kutina, Croatia, six times using rockets, bombs, artillery, and mortars.  Serbian forces also intentionally targeted the pesticide production facility at Sisak and the natural gas refinery inn Ivanic.  Subsequent US modeling efforts indicated that had the attacks destroyed existing stored chemical containers, lethal concentrations of chemicals would have covered a wide area.  Also, during the siege of Muslim forces in Tuzla by the Serbs, the Muslims threatened to release large quantities of chlorine gas from railroad tanks cars under their control.  Although there certainly would have been a large number of friendly casualties from such an action, the Muslims vowed they would release the gas if the city were assaulted.

Technological Developments

There is a growing potential for the production of new and more complex chemical and biological agents, which are more challenging for defense measures and medical treatment. While most of these agents exist only in the laboratory, their continued development raises the possibility of their acquisition by states of proliferation concern. 

Biological agent development is particularly troubling because virtually all the equipment, technology, and materials needed for biological warfare agent research and development and production are dual use. Thus, biological weapons applications are relatively easy to disguise within the larger body of legitimate commercial activity, as no specialized facilities are required. Any country with the political will and a competent scientific base can produce toxins or infectious agents, which include viruses, bacteria, and rickettsiae. 

In the area of ballistic missiles, several regional states are shifting emphasis from short-range to medium-range, and in some cases longer range missiles. In addition, some of these countries may decide to deploy their newly developed missiles with only a minimum of testing, substantially reducing our warning time and accelerating missile deployment. Because of their longer range, these newer missiles may be able to threaten additional deployed U.S. and allied forces.  Moreover, cruise missiles and other unmanned aerial vehicles are well-suited for the delivery of NBC weapons because of their and potential effectiveness for disseminating chemical or biological agent over a wide area. While Russia now has the ability to deliver a nuclear warhead with its long-range land attack cruise missiles, most other states of proliferation concern have only short-range cruise missiles and other unmanned vehicles that are designed for an anti-ship role. However, some of these states could attempt to modify the missiles to deliver an NBC warhead in the future. Lastly, there are other widely available potential means of delivery for these weapons, including artillery, multiple rocket launchers, mortars, fixed wing aircraft, helicopters and unmanned aerial vehicles (UAVs). Aerial sprayers also can be adapted for use with many types of helicopters, UAVs, and aircraft. 

Future developments of such nontraditional CW agents as GV-type analogs, norbornane deriviatives, platelet activating factor, bioregulators and new agent mixtures in order to make detection, protection, diagnosis more difficult remain of concern.   Additionally, enhanced-fragmentation munitions carrying CW agents, designed to penetrate protective suits and carry the agent into the body are of concern, even in light of continued improvements of individual protective countermeasures.

A few countries may try to weaponize new types of agents. Among the possibilities are agents that do not readily fit into the traditional chemical- or biological-agent categories. These naturally occurring biological substances and their chemically produced analogs are referred to as advanced biochemical agents. Unlike most traditional BW agents, which take hours or days to act, advanced biochemical agents could act in minutes. These agents may not make use of traditional biological- or chemical-agent production techniques. Production by genetically modified organisms is the likely means of manufacturing such agents.

The class of physiologically active substances known as bioregulators and bioregulatory peptides is likely to be developed as advanced biochemical agents. Bioregulators are biological signaling substances, such as neurotransmitters and hormones, found in the human body. They are essential for the normal functioning of living organisms. These low-molecular-weight compounds can produce a wide range of harmful effects if they are introduced into the body at higher-than-normal concentrations or if they have been altered to enhance their natural mode of action. Depending on dose and route of administration, bioregulators could be used as incapacitating or even lethal BW agents.

Future reactions to the fielding of improved BW defense systems may include raising objective dose levels, altering the choice of targets, or adoption of pin-down tactics causing repetitive requirements to don and wear protective equipment, resulting in force degradation.  Mixing agents, developing new agents and modifying agents in order to render US medical countermeasures ineffective are other possible reactions to improved defensive posture.

Russian development of aggressive, mutant, or genetically engineered strains of microbes represents an emerging and serious antimateriel threat to U.S./NATO forces. Such robust micro-organisms can inflict serious damage to military systems, strategic industries, and infrastructure. 
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