Tactics, Techniques, Procedures (TTPs) Against WMD Threats

Using Postal Mail/Packages 

1.  Purpose.  Familiarize you with the characteristics of a suspect parcel/letter.  

Actions to take when/if suspect parcel/letter is received opened and/or unopened.

2. Reason.  Recent criminal and/or terrorist events/threats involving the mail system 

have prompted actions to educate everyone, without delay, concerning the importance of being alert for and recognizing suspicious parcels and letters as a Force Protection initiative.  Becoming familiar with the characteristics of suspect parcels can help avert a tragedy.

3.   Possible indicators and characteristics of suspect mail/packages.  ANY suspicious-looking package or letter should be considered a potential bomb and should be treated accordingly.
a. Addressee’s name or title may be inaccurate.

b. Return address may be fictitious or not available.  

c. No return address.

d. Hand written or poorly typed address.

e. Distorted handwriting or the name and address may be prepared with homemade labels or cut-and-paste lettering.

f. Misspelling of common words.

g. Restrictive marking such as “personal” or “confidential.

h. Protruding wires, aluminum foil, or oil stains.

i. Excessive weight or a feeling of powdery substance or liquid from the package.

j. Package emitting peculiar smell.

k. Cancellation of postmark may show a different location than the return address.

l. Excessive postage.

m. Feel rigid, or appear uneven or lopsided.
n. Unprofessionally wrapped with several combinations of tape used to secure the package and may be endorsed “Fragile-Handle With Care” or “Rush-Do not Delay”.

o. Irregular shape, soft spots, or bulges

p. Sloshing sound.

q. Pressure or resistance when removing contents from an envelope or package.

4. Handling Instructions under following conditions.  Conditions below dictate the 

proper handling procedures upon receipt of a suspicious package.  In all cases, the key to controlling the situation is not to panic and to limit the exposed area and people!
a. Package unopened, looks okay and meets conventional screening but is still 

suspect. 

1) Isolate, contain, and evacuate package immediately.  Do not touch, shake, or 

tear open package.  

               2)  Contact supervisor and FBI Field Officials for help and to report location and description of  package.
3) Wash hands with soap and water if contact with outside package is made.

4) Evacuate area.  Restrict access to the package.  

5) Wait for help to arrive.

        b.  Package is opened and powdery substance may or may not have been opened:

1) Do not disturb the package any further.  Do not pass the package around.  

Do not try to clean the up the powder or brush it off your clothing.

2) Stay in the immediate work area.  This also applies to co-workers in the 

same room.  Start a list of names and telephone numbers of all personnel who have handled the package.  Lock the door, if applicable, to prevent others from entering the area and becoming contaminated.  Remember you are not in immediate danger.  

3) Contact supervisor, emergency response or 911 depending on

 your situation. 

4) Keep hands away from your face to avoid contaminating your eyes, nose, or

mouth.

5) If  possible, (without leaving your workspace) wash hands.

6) If possible have building ventilation system shut down and turn off any fans 

or equipment that is circulating air around your workspace.  This will minimize aerosolization of the substance.  

7) Wait for help to arrive.

5.  Actions taken by first reponders when notified of incident involving a suspected 

package containing hazardous materials.  

a. Arrive on the scene with appropriate protective gear, decontamination supplies 

(1:9 dilution of bleach in water), water, plastic bags, coveralls (for affected personnel needing fresh clothing).

b. Secure the area to minimize spread of contamination and protect the crime scene

(for later evidence collection), to decontaminate those persons affected and to remove them for medical treatment.  

c. Decontamination procedures for affected persons will vary depending on the 

degree of exposure.  All persons in the room are at risk.  The person who opened the package and any others who came in contact with the package after it was opened are at greatest risk.  Assist affected person by:

1) Wetting clothing down with water or diluted bleach to reduce the risk of secondary aerosols.

2) Remove clothing and personal items and place in marked bags.

3) Wash hands.

4) Change into fresh clothing.

5) If shower is available, take thorough shower with soap and water, making sure

to shampoo hair, and change into fresh clothing.  

6) If shower is not available, transport personnel to hospital for decontamination 

and treatment.  All affected personnel must be seen and treated by physicians.  

7) Give potentially exposed persons information about signs and symptoms of 

illness associated with the hazard and who to contact and where to go if illness develops.

6.  In response to a report of a suspected package, the following technical reach back capability is available if technical issues exceed on site, local (Subject Matter Experts (SME) capabilities.  Reach back should be conducted using established local protocols and Standard Operating Procedures (SOPs).  Local information management protocols and chain of command must be followed prior to using any of the listed hot line numbers.

	National Response Center:  Chemical Terrorism Chemical Biological Hotline
	1 (800) 424-8802

	Technical Chemical and Biological Assistance Hotline at SBCCOM 


	1 (877) 269-4496

	Defense Threat Reduction Agency (DTRA)
	1 (877) 244-1187

	US Army Medical Research Institute of Infectious Diseases (USAMRIID)
	1 (888) USA-RIID

	US Army Medical Research Institute of Chemical Defense (USAMRICD)
	1 (800) 424-8802








