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LEADERS’ GUIDE

Summary.  While this leaders’ guide augments the TRADOC Installation Force Protection Program and its mission to execute operational force protection measures to identify threats, deter attacks, and defend key facilities and personnel, it can be used by all soldiers, civilian employees, and family members to educate themselves on how to recognize, respond, and minimize hazardous mail and packages on Army installations or in their homes.
Applicability.

Suggested improvements.

Availability.

______________________________________________________________________

Chapter 1

Introduction

1-1.  Purpose.  The purpose of this leaders’ guide is to provide commanders, soldiers, civilian employees and their families with information on how hazardous mail and packages threaten our installations and facilities.  It is not intended to provide policy or to be an all-encompassing guide.  Rather, it gives an overview of how to identify, respond to and minimize the threat of hazardous mail on our Army installations.  Commanders must remain vigilant against the potential threat of some form of toxic agent through the postal system.  Education, awareness, and prompt notification of the proper authorities remain our most potent weapons against this insidious threat.

1-2.  References.  References for this publication are in Appendix F, References.

1-3.  Explanation of abbreviations.  Abbreviations used in this publication are contained in the glossary.

CHAPTER 2

THE THREAT

2-1.  Operational Environment

a.  The commitment to democratic principles, individual freedom, and empathy for human rights are essential to a leading role in the world community, but increase our vulnerability to asymmetric, unconventional or indirect actions.  Our involvement in world affairs and the secular nature of our government are perceived as threatening to the ideologies, cultures and religions of some other nations.  Furthermore, our apparent individual wealth generates resentment within populations and regions that lack resources, unable to meet the needs of their people, as well as ethnic friction, civil war, and large refugee populations.

b.  Transnational organizations will wage overt and covert war against the United States.  Campaigns conducted against the United States will leverage proliferation in technology, NBC, and unconventional international actions.  Recent examples include 1993 World Trade Center, 1996 Khobar Towers, 1998 US Embassies in Africa, 1999 Millennial Bomber, 2000 USS Cole, 2001 World Trade Towers, and 2001 spread of anthrax bacteria through the mail.

2-2.  US Patterns and Vulnerabilities

a.  The vast US intelligence system was designed to monitor the conventional capabilities of nation-states and provide early warning against foreign hostile actions directed against the US or its allies.  Within the boundaries of the US, monitoring hostile groups and providing early warning of potential acts is split between different national and local law enforcement agencies.  The focus and missions vary between these agencies across the US.  This difference has created a predictable level of knowledge and a limited depth of collection nationally.  Success in the long term against an adaptive, determined, opponent demands a less predictable process combining technical and human systems and operating constantly at peak performance.

b.  Terrorist actions are likely to be continuous in nature but not in rhythm or frequency.  Adaptive terror actions are not simply isolated events but are linked to other goals and operations – economic, political and even military when feasible.  They are also likely to take many forms, contain several lines of operation and be orchestrated in space and time.  Future actions by terrorists may include the additional dimension of weapons of mass destruction or effects.

c.  The asymmetric terrorist threats operates in closed cells, both inside and outside the target country, with specialized functions that only come together at select points in the operations.  These elements operate across international boundaries, and often outside of National and international control, exploiting large responsibility gaps in reporting, data basing, and analysis of information relating to this dynamic threat to MACOM and individual installation commanders.

d.  Sizable seams in the security systems of the US exist between military services, military and civilian authorities, intelligence and law enforcement organizations, various national agencies and within the echelons of law enforcement.  For installations, seams between military and civilian law enforcement, and between law enforcement (LE) and military intelligence, leave installations vulnerable to international terrorism within the United States.  More effective liaison by Army Intelligence with the LE Community, to include the regular update and communication of installation PIR, is needed to improve the flow of Law Enforcement Sensitive Information to commanders.  Bridging the gaps between organizations and creating analytical structures that answer the commander’s tailored information needs can provide the Installation Commander a flow of information that supports rapidly assumed, situation-appropriate force protection measures.

2-3.  Attacks on US Sanctuaries.  Unconventional attacks against US Sanctuaries are part of every future opponent’s strategy and will be part of force design.  Repeated attacks against the homeland force changes in social, economic and political behavior, reduce military deployment and sustainment efficiency, alter the free flow of trade, and damage the nation’s international standing as a world economic and military power.

2-4.  Threat Structure and Process – Implications at Command and Installation Level

a.  Terrorist organizations are generally comprised of four cells or functions: command, planning and surveillance, support, and operations.  While terrorist organizations have excellent cellular security, commands and installations can implement procedures to interdict, deny and disrupt the operations of these organizations to improve local security.

b.  The command element, normally in sanctuary, approves targets and coordinates the activities of other cells.  It can engage in detailed planning, but normally provides strategic and operational-level guidance and leaves the details of execution to the operations cell.  Planning, support and operations cells are designed to work independently and with limited guidance, but some level of communication is required and may be forced by unexpected changes in the target or security environment.

c.  The planning and surveillance cell makes the preliminary target selection.  Surveillance is performed to ascertain the viability of the target and may be conducted over a period of several months or years.  Based on the results of this surveillance, the planning cell decides whether to recommend the target to the command cell.

[image: image2.jpg]Threat to the Installation

HIGH VALUE TARGETS - Installation and Area Specific; Vary by Region &
Installation; Symbolic and/or Historic, High Risk Personnel; National Will &
Means, US Capabilities

HIGH PAYOFF TARGETS - Subset of HVT. Those of campaign value to the
opponent, impacting ongoing plans or operations

Primary Approaches — Road, Rail, Air, Water, Foot,
Mail, Cyber, Insider
Membership . ¥
intligence S c‘........c.‘...\,>
7 .

lllustrative Means |

eRoutine Pick-up
*Bulk Hauler
«Emergency Vehicle

Economic Attack
f'j"-{ﬁ_ Means sRailcars
- - s..wm.._, S eLight Aircraft
o‘.:,".‘.‘:‘,lf.f.'“,? Byiacoess t¥> eUncleared Insider
@ @ technology eCyanide Gas
and *FEDEX Parcel
Complex But Logical Systemology — | _imagination | eSmall Boat

Terror, Crime, Cyber... eChlorine Incident




FIGURE 2-1 - THREAT TO THE INSTALLATION

d.  The support cell may act as a relay between the planning and surveillance cell and the operations cell.  The support cell provides safe houses, caches, food, false identity documents and weapons to the operations cell.  Support cells often assist in the finance of the operation through soliciting sympathetic organizations or engaging in criminal activity.

e.  Finally, the operations cell executes the plan as the “on-scene commander”.  The operations cell conducts a final reconnaissance or rehearsal and makes the final decision whether to conduct the attack.  Unlike supporting cells, the operations cell may not plan for escape after the attack; the focus is on the success of the mission.

f.  As the threat evaluates potential targets, it employs a method similar to Target Value Analysis (TVA).  This process is employed to assess the range of potential military targets and then determine which might best support the transnational terrorist’s campaign.  Recognizing the use of this technique, commanders can determine what terrorists are likely to strike and begin to focus resources for protection activities, maximizing limited assets while maintaining the capability to accomplish the installation’s mission.

g.  From the terrorist’s perspective, high-value targets (HVT) are historical, symbolic, key personnel, and perceived centers of national will, economic might or military command and control.  High-payoff targets (HPT) are those HVTs that contribute to the success of terrorist’s campaign objectives.  This could include force projection capabilities in the wake of an attack, unique cultural icons to isolate America from its coalition or elements of the military or government that have been used in the past to enforce “hegemony”.

h.  The opponent’s intentions must be understood by commanders in order to determine which of their installation assets or events may constitute potential targets.  Because the purpose of this analysis is to anticipate targeting, intelligence analysis of terrorist methods of operation and insight into mission critical resources are essential.  In additional to considering traditional facilities, critical assets may also include such things as key leaders, soldiers’ will to deploy and fight, force projection assets, and assets of high national or international symbology.

i.  Having determined the most likely targets of terrorist attack, commanders can assess the likely means and avenues of approach a terrorist would use to engage those targets.  From those means and methods, commanders develop security procedures that protect key assets based on criticality, the likelihood of attack, and vulnerability.  Realizing that the value of a target varies with the situation and over time, commanders must also re-assess potential targets and consider transient but targetable events, force protection levels, THREATWARN conditions, and the national/international situation.

2-5.  Threat Employment of Chemical, Biological, Radiological, or Nuclear Materials

a.  Successful terrorist use of Chemical, Biological, Radiological or Nuclear (CBRN) materials combined with the increased availability of scientific information and associated dual-use technologies have led to increased concern that CBRN use may become more attractive to both foreign and domestic terrorist groups intent on causing panic or inflicting large numbers of casualties.

b.  Documented incidents of diverted materials, lax security, and infrastructure degradation represent unique opportunities for terrorists to acquire CBRN materials, especially in nations undergoing transition, including the extreme example of nuclear weapons grade material.  Further, publicly available information addressing immediate and long-term effects of common industrial and agricultural materials provides for a readily available weapon of opportunity without the burdens of traditional chemical and biological warfare agent development or production.

c.  Attacks incorporating CBRN can take a variety of forms, with methods selected based on the group's capabilities and intent, while continuing to achieve the campaign objectives of instilling fear and striking at the national will in the face of continued mass casualty attacks.  While not a dissemination technique expected from a conventional military force, the recent anthrax letters have introduced Americans to the concept of potential terrorist attacks associated with a simple day-to-day activity.

d.  The idea of a "mail bomb" is not new, nor is the delivery of a biological agent in a parcel or package.  The introduction of smallpox-infected blankets intended to cause illness among Indians in 18th century America demonstrated the potential of they type of delivery system.  Agent delivering mail could actively generate an aerosol, or be passive with no mechanism to disseminate the agent.  If the addressee is the only intended target, then a large number of different agents could potentially be utilized.  If the intent is to create an aerosol with an active device in order to contaminate a larger area, then readily aerosolized agents such as those traditionally associated with military biological warfare programs would be the best choice.

2-6.  Conclusion.  Terrorists stress adaptation and flexibility to preserve their organization, fracture alliances and coalitions, and limit the scope of US involvement abroad.  They’ll conduct operations without discernable frequency or pattern that requires the US to maintain the very costly posture of constant readiness, which itself does not guarantee success.  Their choice of CBRN materials and delivery methods will change as our security methods improve to combat current methods and targets. Active and passive operations designed to protect our installations from the threat reduce the need for constant readiness but are not infallible, and must be flexible, adaptive and expansive in scope.
CHAPTER 3

MAIL OPERATIONS - enemy avenues of approach

3-1.  Overview

a.  Mail historically has been used as an avenue of approach by our enemies with the common practice of sending explosive devices through the mail system.  As harmful and destructive as explosives can be for those who receipt for or handle these mail/package bombs, we are now faced with the potential of a more widespread harm in the wake of biologically contaminated mail introduced into our United States Postal System.

b.  For leaders to effectively assess mail/parcels as a threat, it is important to understand the different methods of delivery for CONUS and OCONUS military activities.  This chapter outlines the mail/parcel flow norms (mail routing schemes) for United States Postal Service mail and information on commercial carrier parcel delivery.  Mail routing schemes are reflective of many different factors and may change from time to time.  Periodic assessments will be required to remain current.

c.  USPS mail flows into and out of military installations in various ways.  The normal routes for mail are listed below.  Leaders should be aware that due to location, type (i.e., personal and official mail) and even host country agreements, the routing of mail might be impacted and changed from some of the norms listed below.  Leaders at each location should have a firm idea of their local USPS mail routing schemes to ensure they can minimize the threat.

d.  One way to view and assess mail threats is to consider mail flow as a potential enemy avenue of approach through multiple perimeters or rings with individual delivery at the installation in the center (figure 3-1).  The outermost ring is the USPS 
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FIGURE 3-1 - MULTIPLE PERIMETERS

Processing and Distribution Center, the next ring is the USPS Processing and Distribution Facility that supports the installation, the third ring is the central mail point on the installation, the next is the unit mail room, and finally the last ring, or center, is the individual recipient of the mail or package.  An installation's mail may not process through each ring, but each ring has potential vulnerabilities to enemy attack.

e.  The remainder of this chapter provides more detailed information on the mail and package flow through the USPS system.  Leaders cannot control what happens to mail and packages outside their installation perimeter.  However, leaders should know what steps are being taken at the higher levels to reduce risk.  They should also know the routing for both their local area and on their installation, of not only USPS but also non-USPS (e.g. United Parcel Service, FedEx, etc) in order to adequately address and minimize the threat.

3-2.  Official and Personal Mail originating in the Domestic Mail System

a.  Official Mail

(1) Domestic Mail Flow.  Official mail is taken to or picked up by Installation/Command official mail activities where the mail is processed to include applying postage.  It is taken to or picked up by the USPS where it is entered into the domestic mail stream.  During the official mail piece’s transit it is commingled with other USPS official, business, and personal mail.  The mail may transit several Processing and/or Distribution Centers before it arrives at the USPS delivery postal facility, and eventually the DoD activity.  These are the two outer-most perimeter rings pictured above.  The installation may or may not have central official mail processing centers.  The mail is either taken to or picked up by authorized unit mail clerks or mail orderlies.  Depending on available resources the mail may or may not be screened for explosive or other potential hazards.  For further information on how to minimize the threat on the installation, see Chapter 6.
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FIGURE 3-2 - MAIL FLOW FROM GATEWAY TO AMT/FMC

(2) Military Postal Service (MPS) Mail Flow.  Figure 3-2 depicts mail flow.  USPS delivery process is similar to the description above.  From the Processing and/or Distribution Centers the mail is transported to a USPS International Service Center (ISC) at one of the following locations based on the type of mail and destination: San Francisco, Los Angeles, Seattle, Chicago, Dallas-Ft Worth, Miami, Dulles, or New York.  Chicago, Seattle, Los Angeles, Dallas-Ft Worth, and Dulles only consolidate and dispatch USPS parcel mail and/or Express mail.  All classes of mail are processed in the New York, San Francisco, and Miami areas.  The APO/FPO mail is sorted, put in trays or sacked, or sent as Outside Pieces to International Airports in overseas areas.  In some cases the mail is tendered to Air Mobility Command (AMC) for movement overseas.  The mail may transfer to another location for further transportation on a foreign airline, or may be processed by an Air Mail Terminal (AMT) or Fleet Mail Center (FMC).  Further delivery may be accomplished by military flight, rail, or military or contract truck to the Military Post Office (MPO).  The MPO will make official mail available for pick up by authorized unit mail clerks or mail orderlies of Official Mail Distribution Centers, Consolidated Mail Rooms (CMR)/Postal Service Centers (PSC), or via the unit mail room system to the addressee.  Unit mail clerks or mail orderlies authorized to receipt for and open official mail usually open official mail addressed to commanders.  Depending on available resources the mail may or may not be screened by the MPO for explosive or other potential hazards.  Leaders stationed OCONUS have slightly different challenges with the postal system than CONUS leaders, but guidance in Chapter 6 applies to minimizing the threat, regardless of location.

(3) International Mail.  In some cases official mail is delivered directly to a military installation from the host country mail system.  In other cases the host country delivers the mail to the MPS.

b.  Personal Mail

(1) Domestic Mail Flow.  A personal mail item is either deposited in an USPS collection box, or mailed at a Post Office depending on the mail type.  The mail may transit several USPS Processing and/or Distribution Centers (the two outermost perimeter rings depicted earlier) before it arrives at the USPS delivery postal facility, and eventually the DOD activity.  The mail is either taken to or picked up by authorized unit mail clerks.  The mail is then delivered to or picked up by the addressee or by a mail orderly for delivery to the addressee.  The volume of personal mail addressed to a DOD activity in CONUS is not that large since most personnel reside in base housing or in off-post housing where their mail is delivered directly by USPS. Unaccompanied soldiers and single soldiers that live in bachelor quarters should be the only personnel receiving personal mail through their unit’s mailroom.  If delivered by USPS, it is accomplished after receipt by the USPS delivery postal facility. Depending on available resources the mail may or may not be screened for explosive or other potential hazards.

(2) MPS Mail Flow.  Delivery process for personal mail is the same as official mail until it gets to a Military Post Office.  The MPO will make personal mail available for pick up by authorized unit mail clerks or mail orderlies of Consolidated Mail Rooms (CMR)/Postal Service Centers (PSC) box, unit mail rooms, or organizations for delivery to the addressee. Depending on available resources the mail may or may not be screened for explosive or other potential hazards.  Chapter 6 offers guidance to minimize the threat in personal mail entering the installation.

(3) International Mail.  In some cases the host country exchanges international personal mail at the MPO, unit mailroom, or other installation office.

3-3.  Official and Personal mail originating in the MPS

a.  Mail Destined for U.S.  Official mail is prepared just as it is in the U.S. and then delivered to an MPO. Authorized MPS users deposit personal and business mail in drop boxes or at Military Post Offices.  The mail is then post marked and prepared for movement to the U.S. It is transported to an AMT/FMC by rail, military truck or contract carriers.  From the AMT/FMC the mail is tendered to an airline for transfer to one of the ISCs discussed earlier.  At the ISC it is entered into the Domestic Mail system.

b.  Inter-Theater Delivery Service (IDS) Correspondence/Parcels.  IDS correspondence/parcels originates and is destined for an APO/FPO.  It will never enter the USPS transportation system and does not require postage.  This mail enters the MPS in the same manner as mail destined for the U.S.  The IDS material is then dispatched by rail, military, or contract truck, military flight, or U.S. or foreign air carrier to the serving AMT or FMC.  Military flight, rail, or military or contract truck to the MPO may accomplish further delivery.  The MPO will make IDS correspondence and parcels available for pick up by authorized unit mail clerks or mail orderlies of Consolidated Mail Rooms (CMR)/Postal Service Centers (PSC), unit mail rooms, or organizations for delivery to the addressee. Depending on available resources the mail may or may not be screened for explosive or other potential hazards.

3-4.  Commercial Carriers/Non USPS Parcels, Packages. Flats.  Commercial carriers such as United Parcel Services (UPS) and Federal Express (FedEx) routinely deliver parcels and packages to commands as official business and to individuals as personal delivery services on military installations.  The delivery flow for these packages/parcels/flats is as varied as the service requires.  Leaders should be aware of the potential danger associated with the delivery from commercial carriers, identify current delivery systems, establish screening prior to entry on Installations and establish controls to limit access into buildings.  Leaders should be aware of the potential danger associated with the delivery from commercial carriers, identify current delivery systems, establish screening prior to entry on Installations and establish controls to limit access into buildings.
3-5.  Enemy Access.  Both the USPS and MPS are accessible to attack.  The Federal Aviation Administration (FAA), USPS and MPS determine the level of risk based on the anonymity of the mailer, with known mailers being the safest and anonymous users being the most suspect.  While procedures are in place that may limit anonymous mailings there is no way to ensure all mail is 100% safe.  USPS does not have the technology nor do they intend to screen all mail for all possible methods of attack.  Commanders should review operation of their local MPS and Official Mail Centers to minimize potential use by unauthorized personnel and security of the mail during transit.  Authorized access and heightened awareness of the potential threat is critical to minimizing the possibility of a successful attack through the mail.

chapter 4

potential hazards

4-1.  Chemical Agent Hazards.  Commanders must understand the potential threats/hazards in the mail system.  The current identified threats have been primarily from a biological agent, i.e. anthrax.  This does not preclude other existing hazards such as chemical agents, radiological agents, toxic industrial materials, and explosives.  This chapter discusses all potential types of hazards that could be introduced and encountered in the mail.  Commanders need to be diligent in understanding these threats in order to take appropriate actions to mitigate the hazard threat.

a.  Effects of Chemical Agents.  A chemical agent is a compound or substance used to injure, incapacitate, and/or kill personnel as a result of its physiological effects.  Chemical agents can be disseminated using both conventional (spray device) and unconventional methods (contained in mail/ packages) as recently seen during the “anthrax” cases.  Chemical agents are very effective weapons against poorly trained and equipped forces; however, they are less effective against well-trained forces.

b.  Characteristics of Chemical Agents.  The toxicity of a chemical agent is a measure of how much agent is required to produce the desired effect.  Thus, an agent that is toxic at a lower dose than another similar agent is more effective.  Chemical agents are generally either persistent or non-persistent.  Persistency may be used to measure effectiveness.  Persistency depends on the agent's physical characteristics, the amount of agent delivered, its physical state, delivery system used, and the environment.  The desired effects will determine the physical, chemical, and toxicological properties of the chemical agent employed.

(1) Nerve agents are chemical agents employed in gas (vapor) or liquid form.  Nerve agents disrupt the nervous system resulting in shock, convulsion, paralysis and death in the absence of medical treatment.  Nerve agents are either persistent or non-persistent in nature.

(2) Blister agents (vesicants) are persistent chemical agents employed in the form of colorless gases and liquids.  Blister agents damage any tissue that they contact.  They affect the eyes and lungs and blister the skin.  They damage the respiratory tract when inhaled and cause vomiting and diarrhea when absorbed.  Vesicants may poison food and water and make other supplies dangerous to handle.  However, poisoning of food with vesicants is uncommon and some of them hydrolyze in water.  They may produce deaths, but skin damage and respiratory effects and secondary infections produce the majority of casualties.

(3) Choking agents injure an unprotected person chiefly in the respiratory tract (the nose, the throat, and particularly the lungs).  In extreme cases membranes swell, lungs become filled with liquid, and death results from lack of oxygen; thus, these agents “choke” an unprotected person.  This is called a “dry-land drowning.”

(4) Blood agents consist of hydrogen cyanide (AC) and cyanogen chloride (CK); the mucous membranes and the intact skin readily absorb both.  Blood agents inhibit cell respiration preventing oxygen transport by the hemoglobin causing the venous blood to remain bright red. Initial symptoms are characterized by violent convulsions, increased deep respiratory movements, followed by cessation of respiration within one minute, slowing of heart rate to death.

(5) Incapacitating agents are chemicals which produce a temporary disabling condition that persists for hours to days after exposure to the agent has ceased (unlike that produced by riot control agents).  While not required, medical treatment produces a more rapid recovery.  Characteristics of these agents are that

· they are highly potent and logistically feasible

· they produce their effects mainly by altering or disrupting the central nervous system

· the duration of their effects is hours or days rather than momentary or fleeting

· they do not seriously endanger life, except in exceedingly high doses

· they produce no permanent injury

c.  Behavior of Chemical Agents.  Chemical agents can be disseminated as a gas (vapor) or liquid under ambient conditions.  They have a range of odors varying from none to highly pungent characteristics.  Their stability is dependent upon the environmental conditions in the area of employment.  In the mail, they most likely will appear as a fine dust or as a thick liquid.

4-2.  Biological Agent Hazards

a.  Effects of Biological Agents.  A biological agent is a microorganism that causes disease in personnel, plants, or animals or causes the deterioration of material.  Biological agents include pathogens and toxins that produce illness and death in humans and other life forms.  Biological agents pose a threat due to four factors:  small quantities of biological agents can produce lethal or incapacitating effects over an extensive area; they are relatively easily produced; they are easily concealed; and the variety of potential biological agents significantly complicates effective prophylaxis and defense.  These factors, combined with small employment signatures, delayed onset of symptoms, and detection, identification, and verification difficulties can confer important advantages to adversaries who decide to use biological agents.

b.  Types of Biological Agents

(1) Pathogen

· Living organisms like viruses, bacteria, and fungi can be delivered directly (artillery or aircraft spray), through a vector such as a flea or tick, or a medium (letter/package).  Modern technology has eliminated some unpredictable aspects of live agent use, making weaponization more likely.

· For some agents, only a few organisms are needed to cause infection, especially when inhaled.  Live agents are small and light; they can be spread great distances by the wind and can float into unfiltered or non-airtight places.

· Require time after they are ingested to multiply enough to overcome the body's defenses.  This incubation period may vary from hours to days or weeks depending on the type of organism.  These agents also have life cycles in which to grow, reproduce, age, and die.  While they live, these agents usually require protection and nutrition supplied by another living organism (the host) to survive and grow.  Weathering (wind, rain, and sunlight) rapidly reduces their numbers.  Some bacterial agents produce spores that can form protective coats and survive longer.  However, the hazard from most live agents may only last for one day.

· Live agents are not detectable by any of the five physical senses; usually the first indication of a biological attack is someone becoming ill or displaying symptoms.  The diseases caused by live agents may be difficult to control because they are often easily spread from person to person, directly or indirectly.

(2) Toxins.

· Toxins are by-products (poisons) produced by plants, animals, or microorganisms.  It is the poisons that harm man, not the organisms that make the toxins.  In the past, the only way to deliver toxins on a large scale was by using the organism.  With today's technology large quantities of many toxins can be produced; thus, they can be delivered without the accompanying organism.

· Toxins have several desirable traits.  They are poisonous compounds that do not grow, reproduce, or die after they have been dispersed; they are more easily controlled than live organisms.  Field monitors capable of providing prompt warning of a toxin attack are limited; therefore, personnel must learn to quickly recognize signs of attack, such as observing unexplained symptoms of victims.  Toxins produce effects similar to those caused by chemical agents; however, the victims will not respond to the first aid measures that work against chemical agents.  Unlike pathogens, toxins can penetrate the unbroken skin; when mixed with a skin penetrant, their speed of penetration is increased.  Because the effects on the body are direct, the symptoms of an attack may appear very rapidly.  The potency of most toxins are such that very small doses will cause injuries and/or death.  Thus, their use by an enemy (terrorist, criminal elements) may be an alternative to chemical agents because it allows the use of fewer resources to cover the same or a larger area.  Slight exposure at the edges of an attack area may produce severe symptoms or death from exposure to toxins because of their extreme toxicity.  Lethal or injury downwind hazard zones for toxins may be far greater than those of CW agents.

c.  Behavior of Biological Hazards

(1) Biological agents can be disseminated in a spectrum of physical states.  They may be living microorganisms or spore forms of the organism.  They may be spread by

· Vectors - Insects/Arthropods

· Contact with infected animals

· Contamination of food and water

· Contamination of other persons

· Aerosol, liquid, or solid dispersion

· Unconventional Means by Terrorist, i.e. contamination of Equipment, Packages, etc

(2) The toxicity of biological agents is not the same for everyone; each individual does not react exactly the same way to the same amount of an agent.  Some are more resistant than others because of health, sex, age, or other factors.  The dose is the quantity of a biological agent received by the subject.  Irritation or damage need not accompany the penetration of agents by various routes to the exposed surface, but there are often unique signs and symptoms identifiable either with the inhalation, ingestion, or skin surface route of entry.

(a) Spray dispersion of biological agents often enters the body through the respiratory tract (inhalation injury).  The agent may be absorbed by any part of the respiratory tract from the mucosa of the nose and mouth to the alveoli of the lungs.

(b) Droplets of liquid and (less commonly) solids may be absorbed from the surface of the skin, digestive tract, and mucous membranes.  Agents penetrating the skin may form temporary reservoirs under the skin.

(c) Contaminated food and water can produce casualties when ingested.

(d) In the mail, they are most likely to be encountered as a fine dust.
4-3.  Radiological Hazards
a.  Increased risk from radiological hazards may exist in areas where ionizing radiation levels are elevated above normal background levels.  In some cases the radioactive material must be internalized in order to present a hazard to the individual.  On the battlefield, the primary radiological threats are from radiological dispersal weapons, industrial and medical sources, and commodities containing radioactive material.  The threat may be very localized such as a diagnostic nuclear medicine source in a single room in a hospital or wide spread environmental contamination such as the fallout from the accident at Chernobyl.  The primary consequence of exposure to low levels of radiation is an increase in the risk of developing cancer in the long-term.  To minimize the threats from radiological hazards, one needs to identify the sources of the hazards, understand the health risk from the hazards, use precautions to avoid exposures, and document the situation.

b.  Effects of TYPES of Radiological Hazards



(1) Gamma.  Gamma radiation is highly energetic and penetrating photons.  It is similar to visible photons but are of high energy.  Gamma radiation can penetrate through skin and clothing and therefore is both an internal and external hazard.



(2) Beta.  High-speed electrons in the form of beta radiation lose most of their energy after penetrating only a few millimeters of tissue.  If the beta emitting material is on the surface of the skin, the resulting beta radiation causes damage to the basal stratum of the skin.  The lesion is similar to a superficial thermal burn.  However, if the beta material is incorporated internally, the beta radiation can cause significant damage.



(3) Alpha.  Alpha radiation is fully absorbed within the first millimeter of an exposed tissue mass.  If the source of the alpha radiation is external to the body, all of the alpha radiation is absorbed in the superficial layers of dead cells.  If anything, even tissue paper, is interposed, the alpha particles will be absorbed, and not reach the skin.  Because of this, alpha radiation is not an external hazard.  Internal deposition of alpha particles can cause radiation injury on a long-term basis.

Table 4-1

Characteristics and Behavior of Radiological Hazards

	Name
	Range in Air
	Range in Tissue
	Shielding

Required
	Biological

Hazard

	Alpha 
	5 cm
	Cannot Penetrate Skin
	None
	None, unless ingested or inhaled

	BETA
	5 m
	Several Layers of Skin
	Stopped by moderate clothing
	Possible skin injury. Internal hazards if inhaled or ingested

	Gamma Ray
	Up to 500 m
	Very penetrating
	Dense material, concrete, steep plate, earth
	Whole Body injury, many casualties are possible

	Neutron
	Less than Gamma
	Very penetrating
	Hydrogenous materials, such as water or damp earth
	Whole body injury, many casualties are possible




(4) Internal Hazards.  In many cases, the primary health hazard from radiation is through internal contamination (usually inhalation).  The rate at which contamination may be inhaled is highest during the initial period following the accident when a substantial quantity of contamination may be airborne.  Limiting the access to the area until contaminates settle may reduce the contamination of personnel.  If this is not possible respiratory protection may be necessary.



(5) Skin Contamination.  To reduce skin contamination and the chances of spreading contamination, it is essential to use gloves, remote handling tools (when appropriate), and other precautions.


c.  The ionizing radiation is the primary creator of casualties requiring medical care.  Cellular effects of radiation, whether due to direct or indirect damage, are basically the same for the different kinds and doses of radiation.  The simplest effect is cell death.  With this effect, the cell is no longer present to reproduce and perform its primary function.  Changes in cellular function can occur at lower radiation doses than those that cause cell death.  Changes can include delays in phases of the cell division (mitotic cycle), disrupted cell growth, permeability changes, and changes in motility.  In general, cells with high dividing rates; long dividing futures; and are of unspecialized type are most sensitive to radiation.

d.  In the mail, radiological hazards can take on any form solid, liquid, or airborne contaminant. One must follow all precautions of a suspect package before handling.
4-4.  Toxic Industrial Materials (TIM)

a.  In addition to classical agents, there are thousands chemicals and other materials that are used in peacetime for industrial production or other processes.  Many of these are hazardous and could produce casualties if released in large quantities.  Industrial chemicals are produced in almost all countries and are transported throughout these countries by truck or rail.  Accidents and release commonly occur during peacetime such as the previously discussed Chernobyl, Ukraine, nuclear plant incident.

b.  Effects and Characteristics of TIM Hazards

(1) Toxic Industrial Material is a generic term for toxic or radioactive compounds in solid, liquid, aerosolized or gaseous form.  These may be used, or stored for use, for industrial, commercial, medical, military or domestic purposes.

(2) TIM may be chemical, biological or radioactive in nature and may be described as Toxic Industrial Chemicals (TIC), Toxic Industrial Biologicals (TIB) or Toxic Industrial Radiologicals (TIR).

(3) Physiological effects of TIM hazards are similar to the classic CBR hazards.  TIM hazard sources are usually from releases other than attacks (ROTA) or possibly from unconventional release/use by terrorist activities.

(4) They are likely fine dust or liquid.

4-5.  Explosives

a.  The explosive threat will come in the form of an Improvised Explosive Device (IED).  An IED can be constructed in a wide range of sizes and types and in varying degrees of lethality and is limited only by criminal imagination.  An IED is made up of five basic components.

(1) Explosive main charge.  The explosive used in an IED can be military, commercial or of a “homemade” origin.  It can be a variety of forms that include plastic, cast blocks, slurry mixes, liquids, pellets, flakes, or powder.  Fuel products such as gasoline, lighter fluid, or propane can also be used as a primary explosive charge or as a booster explosive to enhance the blast and incendiary effects of a device.  Commercial chemicals such as ethers and picric acid can be used as an explosive.  An explosive can be molded and shaped to fit any configuration required, e.g. to fit a small letter envelope or fill a large box.

(2) Detonator.  The detonator or blasting cap is the component needed to cause the detonation of the explosive main charge.  Like explosives, detonators can be obtained from military, commercial, or homemade sources.  Detonators can be of different sizes and capabilities and can be as inconspicuous as small flash bulbs or exposed bridge wires.

(3) Power Source.  A power source is required to provide an electrical charge to a detonator for electronic or electrical IEDs which usually is in the form of a battery.  Again, batteries come in all shapes and sizes.  Flat Polaroid camera or watch batteries are extremely effective in small, letter type devices in avoiding detection.

(4) Fuzing/firing mechanism.  The firing mechanism is the component which initiates the firing train of the device when the desired stimulus occurs.  Firing mechanisms can be mechanical, chemical, electrical, or electronic.  It can be as complex as an electronic circuit board or as simple as a mousetrap or clothespin.

Firing mechanisms can be categorized in the following types:

· Pull or Tension Release-Mechanical, Electric, Friction
· Time delay- mechanical, electronic, and chemical

· Pressure/Pressure release-Mechanical, Electric, Chemical

· Environmental Influence:  Barometric, photocell, acoustic, IR/PIR, Tilt, Hydrostatic, Thermal, X-ray

· Command detonated-Radio controlled (FM/ Phone/Pager)

· Anti-Probe
(5) Package.  The package that contains the device could be the full range of configurations that the postal service or other commercial carrier would deliver.  It is important to realize that an IED is not limited to a certain size or shape.  Small, letter envelopes are just as capable of containing a lethal device as a large box.

b.  In addition to the basic components of an explosive device, additional filler material can greatly enhance the destructiveness and lethality of a device.  The simplest of fillers is shrapnel, which can be in the form of nails, metal shavings, glass shards, or gravel.  A more insidious filler would be to include any of the previously mentioned hazards such as chemical, biological, or radiological (CBR).  An explosive device can provide an immediate and violent dispersal method for any CBR contamination.

chapter 5

Identifying Hazardous Mail

5-1.  Indicators.  Recent events involving the mail system have prompted actions to educate everyone concerning the importance of being alert for and recognizing suspicious parcels and letters.  It is imperative that all personnel who handle or receive mail become familiar with the characteristics of suspect parcels, and that they follow proper procedures to help avert a tragedy.  Early detection is the key to containing a hazardous situation, and the following indicators are sometimes present in a suspect parcel:

a.  Unknown Or Strange Postmark.  The mail may be postmarked from a strange or unknown place, usually outside your normal channels of correspondence.

b.  Unexpected Mail Sent By An Unknown Sender.  Addressees should not open letters or packages that were not expected, and they should not open mail sent by an unknown sender.

c.  No Return Address.  This may be an attempt by the terrorist to reduce the amount of evidence on an envelope or to avoid suspicion by using what could be determined to be an erroneous address.

d.  Excessive Postage.  It is risky to ask a mail clerk to weigh a letter bomb for the exact amount of postage.  Postal personnel normally know what to look for and may be able to determine that the package contains a bomb.  Therefore, it is safer for the terrorist to add additional postage rather than risk being caught with the bomb.  One of the first recorded uses of mail bombs took place in the United States around the turn of the century.  The bombs never reached the intended targets due to insufficient postage.

e.  Abnormal or Unusual Size or Shape.  The mail may have an abnormal, excessive, or unusual size because of the construction of the firing device and other bomb parts inside.

f.  Protruding Strings or Wires.  String or wires may protrude from or be attached to the item.  The bomb maker may have constructed the device in a sloppy manner, causing unsecured wires to work loose.  The more likely reason for an exposed wire is that it is an arming wire the courier did not remove, fearing it would detonate instantaneously.

g.  Misspelled Words.  Misspelling on the letter or package could occur because the writer is simply not familiar with military ranks or unit designations.

h.  Inconsistency between the Return Address and the Postmark.  The return address and the postmark may be different; e.g., the return address may indicate the item was mailed from Oregon, whereas the postmark may be Frankfurt, West Germany.

i.  Foreign Handwriting or Postmark.  Handwriting that appears to be foreign may indicate that the bomber, or whoever wrote on the item, is from another country.

j.  Odd Smell.  The item may have an odd smell, such as shoe polish, almonds, or marzipan (a sweet almond paste used predominately in Germany for candies).  Heavily perfumed packages or letters might also be used to disguise the scent of explosive materials.

k.  Unusual Weight.  The item may be unusually heavy or light for its size.  A normal envelope weighs 1 to 2 ounces, compared to a letter bomb, measuring one-fourth to one-half inch thick.  It may appear to contain a small report or pamphlet rather than a few sheets of paper.  A package may be unusually light if it contains only the firing device, power source, and explosive, rather than whatever is listed on the exterior of the package, such as books or other materials.

l.  Imbalanced Weight.  The balance of the item may be uneven because of the way the explosives are placed or because they have shifted to one side.

m.  Springiness in the Top, Bottom, or Sides.  This may result from the bomb having a pressure-release-type switch.  Also, the wires used to construct the device may cause the springiness.

n.  Excessive Tape or Wrapping Material.  Sometimes the sender will use excessive tape and wrapping material to prevent spillage or accidental detonation. The sender may also use high-strength tape, such as duct tape, to contain the contents of the package.

o.  Special Instructions.  The package may have special instructions such as “Personal,” “Fragile – Handle with Care,” or “Electronic Media - Do not X-ray.”  The markings are used on a lot of legitimate mail, but they may also be used to increase the chances the package will reach the intended target without being opened, X-rayed, or accidentally detonated.

p.  Inflexibility.  The letter may be inflexible if the firing device and other contents have been mounted on material to prevent shifting around while traveling through the mail system.  If the internal components have simply been glued or mounted to the sheet explosive, the letter may stay in a flexed or semi-flexed position when bent.

q.  Grease Marks, Oily Stains, Or Crystallization.  Grease marks or stains, such as those from potato chips or french fries, may show on the outside of a package.  This happens because many explosives sweat or exude the oil used in their manufacture, such as motor (Semtex-H) or vegetable (C-4) oil.

r.  Metal Inside.  When passed through a metal or density detector, the metal from the blasting cap, electrical wires, or battery may be detected.

s.  Sloshing Liquid.  Some chemical agents, corrosives and explosives may be contained in glass vials.  Do not shake the suspect package to confirm it has a liquid, as this may active a detonation device or cause leakage.

t.  Powdery Substance.  Some biological agents and explosives may take a powdery form, and residue may be noticed on the package.

5-2.  Examples of Suspicious Mail

a.  Figure 5-1 shows examples of what a suspicious letters or packages.
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FIGURE 5-1 - EXAMPLES OF SUSPICIOUS LETTERS AND PACKAGES

b.  Packages that exhibit one or more of the indicators above may, or may not, contain hazardous materials, and extreme care must be exercised in handling these packages.  Personnel who encounter a suspicious letter or package should notify their immediate supervisor and follow the procedures identified in chapter five of this guide.

chapter 6

HOW TO RESPOND TO SUSPICIOUS MAIL

6-1.  Introduction.  Mail may be handled by a variety of agencies and organizations as it makes its way from the sender to the addressee.  There are several points in the delivery process where mail may be scrutinized and evaluated as a potential hazardous threat.  This chapter describes response plans and provides step-by-step procedures for the initial response to suspicious mail.

6-2.  Response plans
a.  Because mail can be so easily used to deliver a CBRN agent, installations need to pay particular attention to suspicious mail.  Having a response plan in place is essential to preventing and minimizing casualties and loss of life by ensuring that there is a rapid reaction to potentially dangerous mail.  The response plan should incorporate all of the elements in this guide.  All personnel and dependents should be educated and trained on how to respond, and should practice the response if possible.  Personnel who handle mail must be alert and reliable, and properly trained to assess the situation and respond.

b.  Initial Response

(1) Roles and responsibilities of persons handling or receiving mail include:

· Addressee.  Person that receives and/or opens mail or packages delivered by USPS, military postal system, or by common commercial carriers.  This includes family members of soldiers.

· Mail Handler.  Individual whose official duties (either full time or additional duty) involve receipting for, sorting, delivering, and dispatching mail, and who have had formal training in recognizing and identifying hazardous mail.  This includes, but is not limited to: Military Postal Clerks, Unit Mail Clerks, and Sectional Mail Orderlies.

· Leader/Supervisor.  First-line leader or supervisor of Mail Handler.  This may include, but is not limited to: Military Postal Officers and Official Mail Managers.

(2) Basic Steps of Response.  The basic steps in response are "V-I-N-E":

· VERIFY whether the package is suspicious

· ISOLATE the package and any spilled material

· NOTIFY emergency responders and the chain of command

· EVACUATE the area

(3) The exact order of individual actions in the response procedures may vary according to the situation.

(4) The initial response doesn't depend on the type of hazard that may be in the suspicious mail.  It is important to remember that a suspicious package may contain multiple hazards, such as a small explosive device combined with a chemical or biological agent.  Each suspicious package should be handled as if it contains unknown hazards, and no assumptions should be made about what types of hazards there are.

(5) The initial response doesn't change with the force protection level.  Personnel handling mail should always be alert for something that appears out of the ordinary.

(6) To help personnel and military dependents understand how to respond, training scenarios are described and correlated with the appropriate response in Appendix B.  The initial response to suspicious mail depends on who finds it, and whether the package is opened or leaking.  Therefore, the guidance provided in Appendix B includes the following types of responses: Addressee Response (B-1), including receiving personal mail at home; Mail Handler and Leader Response to an unopened package (B-2); and Mail Handler and Leader Response to an open or leaking package (B-3).

b.  Continued response

(1) The initial response to potentially hazardous mail is just a component of the overall response to a potential threat.  An actual mail threat will trigger a much larger response that can have widespread and far-reaching effects.  This is especially true in light of recent tragic events in which the mail has been used to deliver harmful agents.

(2) Once notified, the Military Police investigate the suspicious mail and notify the Installation Operations Center and Installation Commander.  Upon determination that the mail presents a possible chemical, biological, radiation, nuclear, or explosive (CBRNE) threat, the installation EOD and HAZMAT team may be called into action.  Installations should have an Anti-terrorist Plan (AR 525-13) in place that activates and notifies all appropriate agencies and organizations.  Much of the emergency response plan may already be activated depending on the Force Protection Condition.  An Installation Emergency Operations Center (EOC) may already exist and will coordinate all the responses to counteract the threat.  This coordination will also include local, state, and federal emergency response agencies and law enforcement agencies.

(3) At the time of this publication, TRADOC is developing Chemical, Biological, Radiation, and Nuclear Installation Response Teams (CBRN-IST) that will augment the installation’s emergency response for specific CBRN events.  These teams will have specially trained personnel to provide CBRN detection, decontamination, and treatment capabilities.

(4) The Installation EOC needs to coordinate with the USPS and commercial carriers because the threat from the hazardous mail could have far-reaching effects similar to that experienced in the anthrax-contaminated mail incidents.  The biologically contaminated mail was able to cross-contaminate other mail and mail handling facilities.

chapter 7

minimizing the threat

7-1.  Procedures to Minimize the Threat

a.  Current science and technology efforts have yet been able to design and field equipment capable of detecting the full range of potential threats in our postal system.  However, leaders may consider the following when developing their options to minimize the threat.

b.  Official Mail and Unit Postal Operations are under the purview of the Installation Commander; managed by either the Director of Information Management (DOIM) or Adjutant General (AG).  The Commander may temporarily cease mailroom operations when deemed appropriate under Force Protection conditions.  Commanders may tailor the mailroom operational procedures presented in Table 7-1 as dictated by the Force Protection Condition (FPC) to best suit installation-unique requirements. 

c. Options to commanders offered in table 7-1 are not official DOD policy.
Table 7-1

Mailroom procedures under Force Protection Conditions (FPC)

	
	Processing Official Mail
	Processing Unit Mail
	Transporting Mail

	Alpha
	DOIM or AG receives mail from Metropolitan USPS Center through local USPS facility to official mailroom location. Private carriers (FedEx, UPS, etc.) deliver mail to the official mailroom location.  Mail clerks visually screen incoming mail randomly prior to distributing through mail and distribution to staff activities (including tenants and garrison activities).  Staff activity mail clerks randomly screen prior to distributing within the organization.
	Unit mail clerks/orderlies receive official and personal mail directly from the local USPS branch.  Private carriers (FedEx, UPS, etc.) deliver official and personal mail directly to addressee or a designated representative.  Mail handlers at each echelon visually screen incoming mail randomly.
	Use only military or approved designated “official” business vehicles.  At no time will unapproved personal vehicles be used to transport mail and distribution.  Secure mail at all times.

	Bravo
	DOIM or AG receives from Metropolitan USPS Center through local USPS facility to official mailroom location. Private carriers (FedEx, UPS, etc.) deliver mail to the official mailroom location.  Mail clerks visually screen incoming mail randomly prior to distributing through mail and distribution to staff activities (including tenants and garrison activities).  DOIM or AG will direct staff activity mail clerks picking up mail to a designated location for visual screening of ALL mail (including private carrier mail) prior to their departure from the central mailroom. 
	Unit mail clerks/orderlies receive official and personal mail directly from the local USPS branch.  Private carriers (FedEx, UPS, etc.) deliver official and personal mail directly to addressee or a designated representative.  Unit mail handlers will proceed directly to a unit-designated location for further processing (visual screening) of all official and personal mail prior to delivery.
	Use only military or approved designated “official” business vehicles.  At no time will unapproved personal vehicles be used to transport mail and distribution.  Secure mail at all times.

	Charlie
	DOIM or AG receives all official and unit mail from Metropolitan USPS Center through local USPS facility and Private carriers (FedEx and UPS, etc.) to official mailroom location.  Official mailroom clerks visually screen or scan (X-ray) ALL incoming mail.  Staff activities (including tenants and garrison activities) pick up mail directly from the central mail and distribution center.  DOIM or AG will direct staff activity mail clerks to a designated location for visual screening and opening of ALL official mail (including private carrier mail) prior to departing central mailroom location.  DOIM or AG will not conduct a distribution run.
	DOIM or AG receives all unit mail from Metropolitan USPS Center through local USPS facility and Private carriers (FedEx and UPS, etc.) to official mailroom location.  Unit mail clerks/orderlies receive official and personal mail from the installation official mail and distribution center.  Mail handlers will proceed directly to a designated location for further processing (visual screening and opening) of ALL official mail prior to departing official mailroom.
	Use only military or approved designated “official” business vehicles.  At no time will unapproved personal vehicles be used to transport mail and distribution.  Secure mail at all times.

	Delta
	Installation Commander may designate an alternate site for receiving ALL USPS and private carriers (FedEx, UPS, etc.) incoming mail to the installation (including mail addressed to quarters) for screening and processing prior to distribution/pickup by recipient or addressee.


7-2.  Equipment for Detecting Hazards in Mail

a.  No air monitoring equipment that instantaneously identifies the presence of biological hazards is commercially available.  Sampling and laboratory testing is required to identify these hazards, and it usually takes several days to grow enough organisms to be able to identify them.  For some specific organisms such as anthrax spores, there are laboratory tests that can be performed within a few hours.

b.  Devices are available to instantaneously detect toxic chemicals in vapor or gas or liquid form.  There is no single chemical detection device that can instantaneously detect the broad range of possible chemicals.  There is no detection device that can instantaneously sense whether a liquid or solid is toxic.  Current fielded/available technology for CBR detection is mainly applicable to tactical field operations.  Use outside the intended battlefield environment is limited due to the equipment's’ threshold and level of sensitivity.
c.  Radioactive materials emit different kinds of radioactivity that require different sensing methods.  Alpha and many beta emissions are likely to be blocked or reduced by packaging materials.  However, most alpha-emitters and beta-emitters also give off gamma radiation, so a gamma detector can be used as a screening device.

d.  There are a variety of portable devices for detecting radiation.  They require a trained operator and careful scanning of all sides of a package, and therefore are not practical for routine use on large volumes of mail.  Installation Radiation Safety Officers have these instruments and can provide assistance if a radioactive material is suspected in a particular piece of mail or unknown and suspect material (i.e. spilled powder).

(1) Portable monitors may be used for mailbags and parcels.  If they detect radiation, the installation Radiation Safety Officer can perform a more detailed evaluation.

(2) X-ray scanning devices to detect explosives in packages are commercially available.  These devices require a trained operator enrolled in the installation radiation protection program.  X-ray scanning devices possess a limited mail flow capacity.  Explosives detectors, used in airports, require packages to be swiped.  Therefore, they are not practical for screening a large volume of packages.

7-3.  Protective Measures Against Hazards in Mail

a.  Types of Protective Measures.  There are three types of protective measures.  In order of preference, they are:

· Engineering controls such as ventilation.  Ventilation systems are the most effective measure for reducing hazards.  Local exhaust systems, which are exhaust fans connected to inlets and hoods, prevent agents from spreading through the room air.  Air curtains and negative pressure help prevent agents from spreading out of a room or area.  These systems must be custom designed and must include effective methods for cleaning agents from the exhausted air.  They are longer-term, higher cost solutions.

· Administrative controls, such as handling mail safely and safe housekeeping practices

· Personal protective equipment

b.  Handling mail safely.  Careful handling of mail reduces the risk of breaking open packages that could result in the release and spread of hazardous contents.

· Establish isolated and confined workspace for initial sorting of mail.

· Handle packages and letters carefully.  Avoid rough handling of packages (i.e. throwing and shaking).

· Shake mailbags as little as possible, whether they are full or empty.

Addressees should learn and use the following safe practices:

· Turn off fans, portable heaters, window A/C units, etc. that create air currents before opening mail.

· Do not hold envelopes up to the light.

· Keep hands away from nose and mouth while opening the mail.

· Open mail with a letter opener or other means that minimize skin contact and disturbance of the contents of mail.

· Open mail with a minimum of movement.

· Do not blow into envelopes.

c.  Housekeeping.  Safe housekeeping practices in mailrooms reduce the risk of exposure from biological hazards in the absence of detection.  The following housekeeping practices mitigate risk of exposure to potential unknown hazards.

· Make a bleach solution by mixing 1-1/2 cups of household bleach (5.25% sodium hypochlorite) into 1 gallon of water.  Mop mailroom floors and wipe tabletops, counters, and equipment with this solution.  Wear gloves to protect the skin.

· Tabletops, counters, and equipment can also be cleaned using a vacuum cleaner fitted with a High Efficiency Particulate Air (HEPA) filter.

· Do not dry sweep or use ordinary vacuum cleaners because they will spread small particles around the area.

· Do not use compressed air or dry dusting to clean equipment, because these methods can spread small particles around the area.

· Remove carpets and fabric-covered furniture from mailrooms, because they are harder to keep clean than smooth surfaces.

7-4.  Personal protective equipment
a.  Respirators

(1) Personal protective equipment that can be provided for routine use will protect personnel only from inhaling dust in the air, and protect the hands only briefly against liquid agents.  There is no single respirator filter or cartridge that can protect against the wide range of possible toxic vapors or gases.  Military masks will protect personnel against inhalation of field concentrations of chemical and biological agents, radiological particles and a limited range of toxic industrial materials.
(2) Table 7-2 lists the minimum recommended personal protective equipment and measures for routine use according to the role of personnel and their working conditions.  All personnel who are told that they have to wear respirators must be enrolled in the installation Respiratory Protection Program, which includes medical clearance and fit testing.  All personnel who are offered respirators for their voluntary use should also be fit tested.  Respirators that are not fit tested offer very little protection to their users because dust will leak around their edges instead of being filtered out.
Table 7-2

Personal Protective Equipment and Measures Against Particulate Hazards in Mail

	Role
	Working conditions
	Respirator type
	Other PPE and measures

	Mail handlers
	Operating, working near, maintaining, and cleaning high-speed sorting equipment
	Half-face with P100 filter
	gloves

	Mail handlers, custodians
	Emptying mailbag as a usual duty; cleaning areas handling large volumes of mail
	Half-face with P100 filter
	gloves

	Mail handlers, custodians
	Hand sorting; cleaning areas handling low volumes of mail
	Offer half-face P100 with filter
	Offer gloves.  Hand washing after handling mail

	Mail handlers
	Hand sorting, short duration
	None
	Hand washing after handling mail

	Addressees
	Offices
	None
	Hand washing after handling mail


(3) Whenever a possible agent can be identified, personal protective equipment should be selected based on what is known about its characteristics.  Personal protective equipment should be a temporary measure until engineering controls can be provided.

b.  Clothing.

(1) Mail handlers should wear long pants, long-sleeved clothing and gloves that pull up over their sleeves.  Gloves protect the hands against contact with biological, chemical, and radiological particulate.  Gloves also provide short-term protection against leaking liquids.

(2) The gloves should be nitrile, vinyl, or another durable, impermeable material to provide the best all-around protection.  The use of latex gloves should be avoided due to the risk of latex allergies.  If necessary, leather or cloth gloves may be worn over the nitrile gloves to protect them or extend the wear.  Cotton gloves may be worn under the nitrile gloves for comfort and to prevent dermatitis.

(3) Mail handlers may sometimes have to work with their hands close to moving parts that may snag gloves and cause injury.  The installation safety office should evaluate the potential hazard and provide a recommendation on whether it is safe to wear gloves.

(4) Gloves should be replaced at the end of each shift or when they are damaged.  Remove gloves carefully to minimize touching their outside surface, which might be contaminated.  With one hand, peel the glove off the other hand as far as possible, turning it inside out to form a cuff, while still keeping the fingers in it.  Then use those fingers to peel the glove off the first hand.  Use the first hand to pull off the other glove by grasping the cuff.

c.  Personal hygiene.  Mail handlers and addressees should wash their hands thoroughly using soap and water after handling mail.  While handling mail, they should be careful not to touch their eyes or skin to avoid spreading any contamination to them.

7-5.  Training and Education Programs

a.  Postal Operations

(1) Training and education resources are available through the Installation Official Mail Managers (DOIM), servicing Military Post Office and the supporting United States Postal Service Inspection Service.  Training and education on how to handle hazardous mail is part of the routine training program.

(2) Each installation official mail manager and servicing military post office have training programs for personnel assigned as mail handlers, i.e. individuals who generate official correspondence for entry into the mail system, section mail orderlies, unit mail clerks, and unit postal officers.

(3) The use of these resources in conjunction with other force protective resources can be a viable and educational tool for leaders.

b.  Military Police

(1) The Provost Marshal Office can be an excellent source of information for units to develop standard operating procedures and training programs to deal with suspicious packages and mail.  The Military Police routinely respond to incidents involving suspicious packages, and they can provide information about some of the standard procedures the initial responders will likely follow in response to these situations.  Topics that the Military Police may be of assistance with in regards to a suspicious package are:

· Suspicious package identification

· Handling procedures

· Evacuation distance and procedures 

· Notification procedures – MP, EOD, Fire Department, Medical, etc.

· Unit responsibilities until initial responders arrive

· Capabilities and roles of the initial responders

· Explosive Detector Dog support and capabilities

· Bomb Scene Officer responsibilities

· Installation guidance on training and exercise/drill requirements

(2) Military Police and Antiterrorism/Force Protection personnel routinely participate in Town Hall Meetings, Neighbor Hood Watch meetings, and other school, unit or community functions to discuss public safety and security issues, and they should be called upon to educate the community on this subject as well.  Additionally, the Military Police School provides advanced training in the Antiterrorism Officers Course and Conventional Physical Security/Crime Prevention Course for personnel assigned duties or responsibilities related to those fields.

c.  Explosive Ordnance Disposal (EOD) Units

(1) The mission of EOD units is to provide support to military installations and civilian authorities to render safe unexploded ordnance (UXO) and improvised explosive devices that pose a hazard to personnel and property.  Every Army installation or activity is included in the area of response of an Army EOD company, regardless if the EOD company is stationed on the installation or not.  All CONUS EOD companies are under the command and control of the 52nd OD GRP (EOD); overseas units are under the command and control of their respective MACOM EOD staff office or control team.  In execution of this mission, EOD units readily provide training and education of the hazards of explosives and devices to other first responders, leaders, and the public both military and civilian.  Training and education available include:

· Mail Handlers and Key Leaders.  Suspect package identification, Possible Hazards of improvised explosive devices and UXO, Response procedures, X-ray interpretation training (for mail activities that have x-ray machines as part of their screening procedures), Bomb Search Techniques

· Military and civilian public.  Suspect package identification, Improvised Explosive Device and UXO Hazards

(2) All training conducted should be closely coordinated or done in conjunction with the respective installation Provost Marshal and possibly other installation first responders.  EOD SMEs should also be included in the development and execution of installation Anti-Terrorism/Force Protection plans and exercises.

7-6.  Force Protection Capabilities

a.  As a rule, the Military Police are generally the initial responders to suspicious package situations.  Military Police will respond as the initial investigating agency, and they will cordon off the target area, provide traffic control, and obtain facts for the initial investigation.  Military Police will also assist the commander in determining proper evacuation procedures and distances.  Military Police personnel will not, however, conduct a bomb search, because they are not familiar with the search area.  The exception is when Explosive Detector Dog support is available.  The MP Desk Sergeant will also continue the notification process for explosive ordinance disposal, fire services, medical services, higher commanders, public affairs personnel, or staff duty personnel as dictated by local SOP.  The Military Police are also responsible for assisting commanders in determining physical security requirements, vulnerabilities and corrective action for protecting their units and activities.  The Physical Security Section can make recommendations for providing security in depth through the proper application of security equipment, security patrols, guard personnel, and routine policies and procedures.  The Antiterrorism/Force Protection Office can assist commanders in linking their existing plans and policies to various threats and established FPCONs identified in AR 525-13.

b.  EOD units are highly trained and fully equipped to deal with a wide range of UXO and IED hazards, including all hazards associated with chemical, biological, radiological, and nuclear threats.  EOD personnel are trained and equipped to perform basic diagnostic procedures to determine the possible hazards of a suspect package.  They are also equipped with standoff tools and protective equipment such as the EOD robot and bomb suit to perform diagnostic and render safe procedures for most hazards associated with a suspect package.  Because of these extensive capabilities, EOD personnel should be included in any response to a suspect package, regardless of the known or perceived threat.

Appendix a

Actions to take with packages

A-1.  Addressee Actions for any Suspicious Package

	Discovery of a suspicious envelope or package by an Addressee
Some indicators:  threatening message, loose sifting material, excessive postage, handwritten or poorly typed address, stains, odors, no return address, protruding wires, lopsided or uneven envelope, excessive weight, unidentified powdery substances, leaking fluids.


	Addressee Actions at Work

· Instruct others in the room to leave immediately.

· Call coworkers/supervisor if available.  Explain the situation, and ask whether they can verify the sender or whether they are expecting the package.  If in doubt, assume it is suspicious.

· Do not shake or empty contents.

· Slowly set the package down on a stable surface and do not handle it any more.

· Do not cover a package, even if leaking; air movement from covering it could spread contamination and covering it makes it impossible to assess from a distance

· Turn off fans and air conditioners in the room.  If the room is served by a central air system, turn off the system if you can.  Close windows and doors into the room as you leave.

· Go directly to restroom and wash hands thoroughly with soap and water.

· Initiate emergency response by notifying Military Police/Provost Marshall.

· Clear the offices and restrooms in the immediate area of the room.

· Proceed to your evacuation rally point and direct departing personnel to the designated rally point.

· Make a list of personnel that were in the room and evacuated.

· Remain at evacuation rally point to provide information and for possible medical follow-up until released by incident command.

· Prevent reentry of unauthorized personnel into the immediate area.




	Addressee Actions at Home

· Instruct others in the room to leave it immediately.

· Do not shake or empty contents.

· Slowly set the package down on a stable surface and do not handle it any more.

· Do not cover a package, even if leaking; air movement from covering it could spread contamination and covering it makes it impossible to assess from a distance

· Call leader/supervisor if available and explain situation.

· Turn off fans and air conditioners in the quarters.  Close windows and doors into the room as you leave.

· Go directly to restroom and wash hands thoroughly with soap and water.  Remove clothes and shower if any contents were spilled on yourself or children.

· If you have a central heating/cooling air system, turn it off.

· Get everyone out of your quarters and keep people from coming back in.

· initiate emergency response by notifying Military Police/Provost Marshall.

· Leave your quarters, but remain on the scene to provide information and for possible medical follow-up until released by incident command.




[image: image1.jpg]Leader’s Guide

Identifying and H@mdi

dous Mail






A-2.  Mail Handler/Leader Actions to an Unopened/Sealed Package
	Discovery of a suspicious unopened/sealed envelope or package by Mail Handler

Some indicators:  threatening message, loose sifting material, excessive postage, handwritten or poorly typed address, stains, odors, no return address, protruding wires, lopsided or uneven envelope, excessive weight


	Mail Handler Actions

· Instruct others in the room to leave immediately.

· Call coworkers/supervisor if available.  Explain the situation, and ask whether they can verify the sender or whether they are expecting the package.  If in doubt, assume it is suspicious.

· Do not shake or empty contents.

· Slowly set the package down on a stable surface and do not handle it any more.

· Call leader/supervisor if available and explain situation.

· Turn off fans and air conditioners in the room.  Close windows and doors into the room as you leave.

· Go directly to restroom and wash hands thoroughly with soap and water.

· Initiate leader actions if leader/supervisor not available.

· Evacuate facility to designated rally point.




	Leader/Supervisor Actions

If possible, determine whether the package is safe by finding out whether it is expected, or can be identified by a sender known to the addressee.  If in doubt, assume it is suspicious.

· If suspicious:

· Initiate emergency response by notifying Military Police/Provost Marshall.

· Disable ventilation systems or notify Department of Public Works to shut down ventilation systems.

· Assign monitors to manage clearing the immediate area.  Instruct the monitors to:

· Clear the offices and restrooms in the immediate area of the room,

· Direct departing personnel to the designated rally point,

· Prevent reentry of unauthorized personnel into the immediate area, and

· Direct the employee(s) in the room to go directly to the restroom, wash their hands, evacuate, and await instructions.

· Hold all personnel at evacuation rally point to provide information until released by incident command.

· Make a list of all personnel in the area that was evacuated.

· Notify the installation leadership of the situation.

· Response Preparation Activities:

· Identify controls for ventilation systems and how to disable if possible by user.

· Identify evacuation routes and rally points and ensure all personnel are aware of them.

· Rehearse evacuation plan




A-3.  Mail Handler/Leader Actions to an Open/Leaking Package

	Discovery of a suspicious opened/leaking envelope or package by Mail Handler.

Any unidentifiable liquid, powder, or solid substance, unless the contents are readily identifiable (for example a torn package of commercial foodstuffs (soup mix, salad dressing) or commercially packaged powders (coffee creamer)).


	Mail Handler/etc Actions

· Instruct others in the room to leave it immediately.

· Avoid touching your face or breathing in any of the powder

· Do not try to clean up substance.

· Do not touch, smell, taste or try to identify powder.

· Do not shake or empty contents.

· Slowly set the package down on a stable surface and do not handle it any more.

· Do not cover a package, even if leaking; air movement from covering it could spread contamination and covering it makes it impossible to assess from a distance.

· Gently remove any clothing contaminated with the substance and place on floor.

· Call leader/supervisor if available and explain situation.

· Initiate leader actions if leader/supervisor not available.

· Turn off fans and air conditioners in the room.  Close windows and doors into the room as you leave.

· Go directly to restroom and wash hands thoroughly with soap and water.

· Evacuate facility to designated rally point.

· Shower as soon as possible and change clothes.

· Put clothes in plastic bag and maintain possession for turn-in to authorities or first responders.



	Leader/Supervisor Actions

· If possible, determine whether the package is safe by finding out if it is expected, or can be identified by a sender known to the addressee.  If in doubt, assume it is suspicious.

· If suspicious:

· Initiate emergency response by notifying Military Police/Provost Marshall.

· Disable ventilation systems or notify Department of Public Works to shut down ventilation systems.

· Assign monitors to manage clearing the immediate area.  Instruct the monitors to:

· Clear the offices and restrooms in the immediate area of the room,

· Direct departing personnel to the designated rally point,

· Prevent reentry of unauthorized personnel into the immediate area, and

· Direct the employee(s) in the room to go directly to the restroom, wash their hands, evacuate, and await instructions.

· Hold all personnel at evacuation rally point to provide information until released by incident command.

· Make a list of all personnel in the area that was evacuated.

· Notify the installation leadership of the situation.

· Response Preparation Activities:

· Identify controls for ventilation systems and how to disable if possible by user.

· Identify evacuation routes and rally points and ensure all personnel are aware of them.

· Rehearse evacuation plan.

· Provide utility coveralls to potentially contaminated personnel to change clothes.

· Provide plastic bags for contaminated clothes.




AppendiX B

TRAINING SCENARIOS

B-1.  Scenario #1: Addressee Actions for any Suspicious Package
You are an administrative assistant who opens mail addressed to your activity director.  On your installation, a common commercial carrier delivers packages to individual buildings.  You receive a package and are preparing to open it.  You notice something that looks like a wire sticking out of a corner of the box.  Also, there appears to be a grease stain on the bottom of the box.

Appropriate Actions:

· VERIFY, if it can be done quickly.

1.  Phone the director or co-workers to confirm whether the package is suspicious.  Supervisors or co-workers may be able to identify the package or the sender.  However, warn them to stay outside the room.

· ISOLATE the hazard.

2.  Gently place package on the desk.  Because it is not leaking, it is best NOT to cover the package.  This allows responders to assess it from a distance.

3.  Notify the other people in the area that there is a suspicious package.

4.  Wash hands with soap and water if you handled the package.

· NOTIFY emergency responders.

5.  Call MPs to notify them of suspicious package.  Let them know what characteristics make the package suspect so they will be able to respond appropriately.

· EVACUATE the area.

6.  Turn off fans or air conditioners in the room.

7.  Evacuate others from the room/building and shut doors.

8.  Turn off building ventilation if possible.

9.  Leave the building.

Then, wait for instructions.

10.  Make a list of who might have come in contact with the package or were in the room, and remain in the area until released by the MPs in order to provide information to installation authorities.

11.  Report to Medical Facility if directed.

B-2.  Scenario #2: Mail Handler/Leader Actions to an Unopened/Sealed Package
You are a mail clerk hand sorting unit mail for placement into individual mailboxes.  It is a hot day, and there are several big fans in the room that are creating a strong breeze.  After dumping a bag of mail onto a sorting table, you notice an envelope with a white powder spilling from it.  The breeze starts kicking up the powder.

Appropriate Actions:

Mail Handler Actions.  In this case, you'll need to control the release before you can VERIFY whether the package is suspicious.

· First, ISOLATE the hazard.

1.  Shut off the fans.

2.  Notify other people in room of the spilled powder, and have them leave the room.

3.  Gently cover spilled powder to prevent spreading the dust further.

· Then, NOTIFY your leader/supervisor.  If Supervisor/Leader is not available, begin Leader Actions.

· Then EVACUATE the area.

4.  Turn off fans and air conditioners in the room.  Close windows and doors into the room as you leave.

5.  Go directly to restroom and wash hands thoroughly with soap and water.

6.  Evacuate facility to designated rally point.

7.  Shower as soon as possible and change clothes.

Supervisor/Leader Actions:

· First VERIFY if it can be done quickly.

1.  If the addressee or sender can be contacted quickly, ask them if they can identify the contents.  If in doubt, assume that it is suspicious.

· Then NOTIFY emergency responders and your chain of command.

2.  Initiate emergency response by notifying Military Police/Provost Marshall.

3.  Notify the installation leadership of the situation.

· Then EVACUATE the affected area.

4.  Disable ventilation systems or notify Directorate of Public Works to shut down ventilation systems.

5.  Assign monitors to manage clearing the immediate area.  Instruct the monitors to:

a. Clear the offices and restrooms in the immediate area of the room,

b. Direct departing personnel to the designated rally point,

c. Prevent reentry of unauthorized personnel into the immediate area, and

d. Direct the employee(s) in the room to go directly to the restroom, wash their hands, evacuate, and await instructions.

· Then wait for instructions.

6.  Hold all personnel at evacuation rally point to provide information until released by incident command.

B-3.  Scenario #3: Mail Handler/Leader Actions to an Open/Leaking Package
You are a soldier’s spouse at home with a small child.  You receive a parcel from USPS.  The return address is missing.  When you bring the parcel inside your quarters, you notice some liquid leaking out of the parcel.  Your family is not expecting any packages.  Some of the leaking liquid has gotten onto your hands.

Appropriate Actions:

You have already VERIFIED that the package is suspicious.

· ISOLATE the hazard.

1.  Tell the child to go to leave the home (and go somewhere like a neighbor's home) until you come.

2.  Slowly set the package down on a stable surface and do not handle it any more.

3. Do not cover a package, even if leaking; air movement from covering it could spread contamination and covering it makes it impossible to assess from a distance.

4.  Close windows and doors into the room as you leave.

5.  Wash your hands thoroughly with soap and water.  Remove your clothes, put them in a plastic bag, and take a shower.

· NOTIFY.

6.  Initiate emergency response by notifying the Military Police/Provost Marshal.

· EVACUATE the quarters.

7.   Turn off fans and air conditioners in the quarters.

8.  Get your child, leave your quarters and keep anyone from entering them.

· Then, wait for instructions.

9.  Remain on the scene to provide information and for possible medical follow-up until released by incident command.

appendix c

briefing lesson plan

C-1.  ADMINISTRATIVE DATA

	All Courses Including This Lesson
	Course Number
Course Title


	Task(s) 

Taught(*) or

Supported
	Task Number

Task Title



Mail/Parcel Screening Operations

	Reinforced Task(s)
	Task Number

Task Title


	Academic Hours
	The academic hours required to teach this TSP are as follows:







Distance Learning







Hours/Methods

Conference / Discussion / Practical Exercise
0 hrs

Test





0 hrs

Test Review




0 hrs

Total Hours:




0 hrs

	Test Lesson Number
	


Hours

Lesson Number
Testing


N/A

N/A


(to include test review)

	Prerequisite Lesson(s)
	Lesson Number
Lesson Title
None

	Clearance Access
	Security Level:
For Official Use Only

Requirements:
There are no clearance or access requirements for the lesson.

	Foreign Disclosure Restrictions
	The materials contained in this course have been reviewed by the course developers in coordination with the MANSCEN Foreign Disclosure Officer.  This course is NOT releasable to students from foreign countries.

	References
	Number
	Title
	Date
	Additional Information

	
	DOD O-2000.12-H


	Protection of DOD Personnel and Assets from Acts of Terrorism
	Oct 00
	

	
	AR 25-51
	Official Mail and Distribution Management
	20 Nov 92
	

	
	FM 3-19.30
	Physical Security
	8 Jan 01
	

	Student Study Assignments
	None

	Instructor Requirements
	The instructor for this class should be thoroughly trained on the above reference material listed above. 

	Additional Support Personnel Requirements
	Name





Quantity
Man Hours
None

	Equipment Required for Instruction
	Name





Quantity
Expendable
None

	Materials Required
	Instructor Materials:



Student Materials:
Power Point Presentation Slides 1-22

None


	Classroom, Training Area, and Range Requirements
	Classroom capable of seating 40 students.

	Ammunition

Requirements
	Name





Student Qty
Misc Qty
None

	Instructional Guidance
	NOTE:
Before presenting this lesson, instructors must thoroughly prepare by studying this lesson and identified reference material.

	Proponent Lesson Plan Approvals
	Name


Rank

Position

Date
Richard D. Hinson
GS-14

Chief, ALETD

18 Oct 01


C-2.  INTRODUCTION

	Method of Instruction:

Conference / Discussion

Instructor to Student Ratio:
1:40

Time of Instruction:

5 minutes

Media:



None


	Motivator
	The use of mail as a vehicle for terrorist acts has increased dramatically over the past few years. The attacker, for the most part, remains anonymous during these acts. We have found that the mail system is one of the weakest parts of our installation security as a whole. We must establish security-screening procedures to ensure the safety of our personnel, their families, employees, and facilities on the installation.

NOTE:
SHOW SLIDE 1 - Mail/Parcel Screening Operations
Shows the two letters containing ANTRAX that were mailed to SEN Daschle and NBC newsman Tom Brokaw.
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SLIDE 1

	Motivator
	NOTE:
SHOW SLIDE 2 - Outline

Outlines the topics to be covered: Location of Screening, Staffing of Screening Facilities, Screening Procedures, and Screening Equipment.
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SLIDE 2

	Motivator
	NOTE:
SHOW SLIDE 3

Shows the FBI Advisory Poster and the quote from Alfred Hitchcock: “There is no terror in a bang, only the anticipation of it.”
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SLIDE 3

	Terminal Learning Objective
	Inform the students of the following Terminal Learning Objective requirements.

At the completion of this lesson, you [the student] will:

Action:

Mail/Parcel Screening Operations

Conditions:

Given a conference and discussion in a classroom environment

Standards:
Properly establish, staff, and train the staff of a mail and parcel screening facility

	Safety Requirements
	Will be the primary concern during this block of instruction.

	Risk Assessment Level
	Low

	Environmental Considerations
	None

	Evaluation
	There is no formal evaluation for this class.

	Instructional Lead-In
	


C-3.  PRESENTATION
	Enabling Learning Objective
	Inform the students of the Enabling Learning Objective requirements

Action:

Location of Screening Facilities

	
	Conditions:

Given a conference and discussion in a classroom environment
Standards:

Properly identify a screening facility location

NOTE:
SHOW SLIDE 4 - Why all the attention now…?
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SLIDE 4

	Motivator
	· Because of recent terrorist events involving the mailing of ANTHRAX through mail channels, we must now more closely scrutinize all parcels coming into the installations.  We already check vehicles, it’s occupants and contents, but we do little when it comes through the mail.  It is assumed that the postal service screens all parcels for bombs Improvised Explosive Device (IEDs) and chemicals.  We must become closely involved in this process as soon as the mail enters the installation and before it reaches the addressee.

NOTE:
SHOW SLIDES 5 - Location of Screening Facilities
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SLIDE 5

	Motivator
	· The ideal location for such a screening facility is at a remote location on the installation.  Close enough to an access point so that the delivery vehicle does not have to travel through the entire installation prior to reaching its destination.

· The selected location should not be near highly populated areas such as family housing, troop billets, or Mission Essential/Vulnerable Areas (MEVAS) or High Risk Targets (HRTS).  Should such a device detonate it would unnecessarily injure or damage those areas.  Additionally, if a device were located at the screening facility, the facility would simply have to evacuate.  The installation would have to deal with the suspected device, but not with a large evacuation of the immediate area, only the one building.

· The building should meet security structural design so as to contain any detonation and help with the blast mitigation.

· Should a suspected device be found, the building should immediately be evacuated in accordance with the facility SOP and the authorities notified.


	Motivator
	NOTE:
SHOW SLIDE 6 - Example of Screening Facility Location
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SLIDE 6

	Check on Learning
	Conduct a check on learning and summarize the ELO.

	Enabling Learning Objective
	Inform the students of the following Terminal Learning Objective requirements.

Action:

Delivery Truck Procedures

Conditions:

Given a conference and discussion in a classroom environment

Standards:
Identify Delivery Truck Procedures

NOTE:
SHOW SLIDE 7 - Delivery Truck Procedures
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SLIDE 7

	Motivator
	· In order to ease with the identification of delivery drivers, delivery companies should provide the installation with a list of all drivers and vehicles.

· Delivery vehicles should receive an initial screening at the installation access point. At a minimum the driver’s information should be verified, the cargo inspected, bill of lading verified, and the vehicle as a whole thoroughly inspected. The use of a bomb-detection dog would greatly enhance the initial screening, if available.

· Once the vehicles have been screened they should be directed to proceed immediately to the screening facility. An escort team or the military police could be used to ensure the delivery vehicles drive directly to the screening facility.


	Check on Learning
	Conduct a check on learning and summarize the ELO.

	Enabling Learning Objective
	Inform the students of the following Terminal Learning Objective requirements.

Action:

Screening Personnel

Conditions:

Given a conference and discussion in a classroom environment

Standards:
Determine the Staffing of a Screening Facility

NOTE:
SHOW SLIDE 8 - Screening Personnel
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SLIDE 8

	Motivator
	· The personnel who are detailed to perform screening duties should be ones who are nominated by their commands.  Personnel pending chapter actions, personnel with a criminal background, or personnel who the command has determined to be untrustworthy should not be selected for this detail.  The personnel should show an interest and motivation to perform the duties.

· Training the screening personnel is a very important issue.  A training program should be established to include a certification process.  Training should include, but is not limited to:

· Screening procedures

· Evacuation procedures

· Current threat

· Improvised Explosive Device (IED) recognition


	Check on Learning
	Conduct a check on learning and summarize the ELO.

	Enabling Learning Objective
	Inform the students of the following Terminal Learning Objective requirements.

Action:

Recognition Factors

Conditions:

Given a conference and discussion in a classroom environment

Standards:
Determine what to look for during mail screening

NOTE:
SHOW SLIDES 9-12 - Screening Personnel
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SLIDE 9





SLIDE 10
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SLIDE 11





SLIDE 12

	Motivator
	· Recognition factors. What to look for in a package that is being visually screened. Some indicators are: protruding wires, foreign mail (if no foreign mail is normally received, restrictive markings (such as personal, confidential etc.), excessive postage (terrorists don’t want their package returned), handwritten poorly or incorrectly, incorrect titles or titles with no name associated with it, no return address or the return address does not match the post marking, excessive weight or lopsided, ticking noises, or poorly/unprofessionally wrapped parcel.


	Check on Learning
	Conduct a check on learning and summarize the ELO.

	Enabling Learning Objective
	Inform the students of the following Terminal Learning Objective requirements.

Action:

Commercial Equipment Available

Conditions:

Given a conference and discussion in a classroom environment

Standards:
Overview of commercial equipment

NOTE:
SHOW SLIDES 13-15 - Detection Equipment
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SLIDE 13






SLIDE 14
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SLIDE 15

	Motivator
	· A number of commercial screening equipment is available at a cost to the installation.  What the installation needs may be determined by a number of items such as:
· availability of equipment, how long will it take to get

· size of parcels the installation wants to screen (just letter, larger parcels, etc)

· what is the screening process going to determine (chemicals, explosives)

· what type of training is required for the type of equipment

· Screening personnel also should have protection equipment readily available such as:
· rubber gloves

· respirators

· eye protection

· personal decontamination equipment (eye wash station, full shower facility)

· locally available decontamination/treatment


	Check on Learning
	Conduct a check on learning and summarize the ELO.

	Enabling Learning Objective
	Inform the students of the following Terminal Learning Objective requirements.

Action:

What to do if a threat is suspected

Conditions:

Given a conference and discussion in a classroom environment

Standards:
Determine what actions upon contact with a suspected device

NOTE:
SHOW SLIDES 16-18 - If Parcel is Open and/or threat is identified…
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SLIDE 17
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SLIDE 18

	Motivator
	· If the Parcel is open and/or threat is identified as a bomb: Evacuate the area immediately and notify the police.

· If the Parcel is open and/or threat is identified as radiological: Limit exposure, evacuate the area, shield yourself from the object, and notify the police.

· If the Parcel is open and/or threat is identified as biological or chemical: Isolate the object, do not handle the object, wash hands with soap and warm water, evacuate the immediate area, however remain in the facility so that the contamination is not spread further, and notify the police.
NOTE:  SHOW SLIDE 19 …and Finally…
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SLIDE 19

	Motivator
	· And when the parcel/letter has been cleared, either make it available for pickup or, if personnel are available, have it delivered to limit the amount of personnel at the screening facility.

	Check On Learning
	Conduct a check on learning and summarize the ELO.


C-4.  SECTION IV.  Student Evaluation

	Testing Requirements
	Written examination:  None


	Feedback Requirement 
	N/A

	Check on Learning
	Conduct a check on learning and summarize the ELO.


	Method of Instruction:

Conference / Discussion

Instructor to Student Ratio:
1:40

Time of Instruction:

5 minutes

Media:



None


	Check on Learning
	Determine if the students have learned the material presented by soliciting student questions and explanations.  Ask the students questions and correct misunderstandings.

	Review / Summarize Lesson
	1.  During the last 2 hours we have discussed the following:


a.  Location of Screening Facilities


b.  Staffing of Screening facilities.


c.  Screening Procedures


d.  Screening Equipment

2.  Closing Statement:  We must always be vigilant in every facet of our installation security program. Expect the unexpected and never let our guards down. Mail and parcel screening is not only needed but required during a heightened Force Protection Condition. Establishing and maintaining an effective screening program will only add to the overall baseline security posture of the installation.  
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D-1.  Terrorist Bomb Threat Stand-off
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BOMB THREAT CHECKLIST
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Clearing Throat

 

 

Deep Breathing

 

 

Cracking Voice

 

 Disguised

 

 Accent

 

 Familiar 

(If voice is familiar, who did it sound

 

 like?)

 

 



 



 



 



 



 

 

1.

 

When is the bomb going to explode?

 

2.

 

Where is the bomb right now?

 

3.

 

What does the bomb look like?

 

4.

 

What kind of bomb is it?

 

5.

 

What will cause the bomb to explode?

 

6.

 

Did 

you place the bomb?

 

7.

 

Why?

 

8.

 

What is address?

 

9.

 

What is your name?

 

 

EXACT WORDING OF BOMB THREAT:

 

 

BACKGROUND SOUNDS:

 

 Street noises

 

 Factory machinery

 

 Voices

 

 Crockery

 

 

Animal noises

 

 

Clear

 

 PA System

 

 Static

 

 Music

 

 House noises

 

 Long distance

 

 Local

 

 

Motor

 

 

Office machinery

 

 Booth

 

 Other 

(Please specify)

 

 



 



 



 



 



 

 



 



 



 



 



 

 

BOMB THREAT LANGUAGE:

 

 Well spoken (education)

 

 Incoherent

 

 Foul

 

 Message read by

 

 

threat maker
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Your name: 
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Your telephone number: 



 



 



 



 



 

 

 

 

Sex of caller: 
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Age: 
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Date call received: 



 



 



 



 



 

 

CALLER’S VOICE

 

 

 Calm

 

 Nasal

 

 Soft

 

 Angry

 

 Stutter

 

 Loud

 

 Excited
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 Slow
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 Crying

 

 Rapid

 

 Deep

 

 Normal
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D-2.  Letter and Package Bomb Indicators
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D-3.  FBI Advisory Poster
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D-4.  Bomb Threat Checklist
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force protection bulletin


BULLETIN NO. 6


15 NOV 01

FORCE PROTECTION BULLETIN

Lessons Learned


Security of High Risk Personnel (HRP)/Mission-Essential

Vulnerable Area (MEVA)/High Risk Target (HRT)
SUBJECT: Containment of Hazardous Mail.
OBSERVATION:  An installation developed noteworthy procedures at the Mail and Distribution Center to minimize the impact of terrorist attacks.

DISCUSSION: Since the September 11th terrorist attacks, numerous cases of anthrax-tainted letters have been confirmed throughout the United States giving rise to fears of widespread biological attacks on America.  Thousands of incidents of suspected, contaminated mail have also been reported, most of them a hoax or false alarm, driving a need to mitigate the effects of tainted letters arriving on military installations.  In addition to biological attacks, installations also face the threat of terrorist strikes using letter bombs and chemical-laden letters and packages.  One installation implemented several procedures to limit the spread of contamination from hazardous packages and letters arriving through official government mail by focusing on the identification and handling of suspicious items at the installation’s Mail and Distribution (M&D) Center.


To mitigate the risks of unauthorized personnel in the M&D Center, the mail manager instituted two protective measures:

· Individuals must present proper identification and DD Form 285 before entry into the M&D Center.  All personnel are required to show their Department of Defense (DOD) identification card upon entering the distribution center.  Additionally, unit mail clerks picking up their units’ mail must show their approved Department of Defense (DD) Form 285, Appointment of Military Postal Clerk, Unit Mail Clerk or Mail Orderly.  This measure ensures that only authorized personnel are allowed into the facility and that only unit-approved mail clerks have access to their organizations’ mail.

· Unit mail clerks must present proper identification and DD Form 2501 before entry into the accountable mailroom.  All personnel who require access to the accountable mailroom (to pick up or drop off classified packages, registered mail) must present their DOD identification card and DD Form 2501, Courier Authorization Card.  This measure ensures that only those individuals with the appropriate authorization can pick up their units’ accountable mail or otherwise have access to the accountable mailroom.

To increase the probability that any damage or contamination resulting from tainted parcels and letters will be restricted to the M&D Center, the mail manager ensures that both the distribution center personnel and unit mail clerks screen the mail for suspicious items before the mail clerk is allowed to leave the distribution center.  Previously, the distribution center SOP allowed the unit mail clerks to screen their organizations’ mail after they returned to their units.

· M&D Center personnel serve as the installation’s first line of defense.  The mail manager emphasized to distribution center personnel that they must screen for suspicious letters and packages while sorting the mail.  The installation provided latex gloves, masks and smocks to all M&D Center personnel as protection against direct contact with potentially hazardous materiel.

· Mail clerks must screen unit mail while at the distribution center.  The mail manager set aside a room at the M&D Center for mail clerks to conduct an initial review of their organizations’ mail before leaving the facility.  The screening room contained three long tables arranged into a U-shape to allow three mail clerks to simultaneously screen their mail.  The mail manager provided masks and latex gloves to the unit mail clerks for their use while screening their mail.  Additionally, the M&D Center placed four references on each table:

1) A flyer which depicts suspicious letters and packages, 

2) An FBI advisory on what to do if a suspicious letter or package arrives, 
3) An Alcohol, Tobacco and Firearms (ATF) description of lethal blast ranges of various vehicles, and
4) A U.S. Postal Service (USPS) message to customers that details what constitutes a suspicious letter and parcel and what to do if someone receives an anthrax threat by mail.
If any suspicious items are found, they are isolated in the M&D Center.  The person who identified the item notifies a point of contact (POC) from the M&D Center, who then contacts the installation fire department for further evaluation of the suspected item.  The fire department, in turn, contacts the installation Provost Marshal’s Office (PMO) and the installation Emergency Operations Center (EOC).

Lastly, all unit mail clerks must sign in and out every time they visit the M&D Center.  This allows the installation to have a historical record of personnel who may have come into contact with any suspected hazardous mail.  The record also helps medical authorities identify personnel who may need to be tested and treated for exposure to a biological or chemical agent.

LESSONS LEARNED:

· Establish the installation M&D Center as the focal point in identifying and containing potentially hazardous mail.

· Limit access to the M&D Center to facility personnel and unit mail clerks to prevent tampering with official government mail.

· Require unit mail clerks to show proper identification cards and accompanying authorization documents (DD Form 285 and DD Form 2501).

· Establish M&D Center personnel as the installation’s first line of defense through proper screening of mail while sorting; provide latex gloves, masks and smocks to protect facility personnel from direct contact with contaminated mail.

· Decrease the possibility of spreading hazardous contaminants by mandating that all unit mail clerks conduct an initial review of organizational mail before departing the M&D Center; provide a screening room with latex gloves, masks, and instructions to contain hazardous materiel and protect mail handlers.

· Implement a sign-in and sign-out roster to identify personnel who may have been exposed to any suspected hazardous materiel at the M&D Center.


Security of High Risk Personnel (HRP)/Mission-Essential

Vulnerable Area (MEVA)/High Risk Target (HRT)
SUBJECT: Knowledge of Air-Handling Systems.

OBSERVATION:  Determining how airflow is handled in large facilities is a Commander’s Critical Information Requirement (CCIR). 

DISCUSSION: Knowledge of air-handling systems is critical for both preventing a terrorist attack and for mitigating the results of a terrorist attack if it occurs.  The installation commander and staff can take measures to safeguard these systems from sabotage if they know and understand the systems’ characteristics.  Air circulation in enclosed environments, such as buildings, can greatly increase the lethality of airborne chemical and biological agents.  Based on this fact, it is imperative that the installation commander and staff assess the characteristics of air-handling systems of Mission-Essential Vulnerable Areas (MEVAs) and High Risk Targets (HRTs), specifically those facilities that contain large numbers of personnel.  The installation commander and staff should share these CCIR with potential first responders (police, fire fighters, and paramedics) to devise appropriate measures for limiting the spread of hazardous substances (i.e., turn off or divert airflow in the building ventilation system).

A recent incident at an installation hospital illustrated the importance of understanding this information.  Hospital personnel reported a suspicious package inside the installation hospital.  Since the package was in an enclosed room, first responders were concerned that the building’s air circulation system might spread any potential contaminants throughout the hospital.  Fortunately, the system engineer was present and helped the first responders shut down the ventilation system.

RECOMMENDATIONS:  

· Examine the air-handling systems for MEVAs and HRTs and take appropriate measures to safeguard them.

· Develop plans and procedures to turn off or divert airflow in the building ventilation system during potential hazardous contamination incidents; ensure plans and procedures are available on short notice (i.e., maintain them in installation EOCs).

· Devise a plan to contact air-handling systems experts on short notice to respond to chemical and biological attacks.

· Develop a plan at each MEVA and HRT to shut down all or portions of the ventilation system when directed; assign the responsibility for shutting down the ventilation system to a tenant agency at the site.

· Strictly monitor and restrict access to the air intake vents for MEVAs and HRTs such as the installation headquarters building and the hospital.
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· USPS - Suspicious Mail Alert Poster, http://www.usps.com/news/2001/press/mailsecurity/security.htm

Glossary

	AC
	hydrogen cyanide

	AG
	Adjutant General

	AMC
	Air Mail Center

	AMT
	Air Mail Terminal

	CBR
	chemical, biological, or radiological

	CBRN
	chemical, biological, radiological, nuclear

	CBRNE
	chemical, biological, radiological, nuclear, or explosive

	CBRN-IST
	Chemical, Biological, Radiation, and Nuclear Installation Response Team

	CK
	cyanogen chloride

	CONUS
	continental United States

	DoD
	Department of Defense

	DOIM
	Director of Information Management

	EOC
	Emergency Operations Center

	EOD
	explosive ordnance disposal

	FedEx
	Federal Express

	FMC
	Fleet Mail Center

	HAZMAT
	hazardous material

	HEPA
	High Efficiency Particulate Air

	HPT
	high-payoff targets

	HVT
	high-value targets

	IDS
	intratheater delivery system

	IED
	improvised explosive device

	ISC
	International Service Center

	LE
	law enforcement

	MACOM
	major Army command

	MP
	Military Police

	MPO
	Military Post Office

	MPS
	Military Postal System

	NBC
	nuclear, biological and chemical

	OCONUS
	outside continental United States

	P&DC
	Processing and Distribution Center

	PIR
	priority intelligence requirements

	PPE
	personal protective equipment

	PSC
	Postal Service Center

	RADIAC
	radiation, detection, indication and computation

	ROTA
	releases other than attacks

	SCF
	Sectional Center Facility

	SME
	subject matter expert

	SOP
	standard operating procedures

	TIB
	toxic industrial biologicals

	TIC
	toxic industrial chemicals

	TIM
	toxic industrial materials

	TIR
	toxic industrial radiologicals

	TVA
	Target Value Analysis

	UPS
	United Parcel Service

	US
	United States

	USPIS
	United States Postal Inspection Service

	USPS
	United States Postal Service

	UXO
	unexploded ordnance
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Addressee Actions at Home


Ask other people in the quarters to leave it immediately.


Do not shake or empty contents.


Slowly set the package down and do not handle it any more.


Gently cover a leaking package with anything that is close to hand – for example, a trashcan or a piece of clothing.


Turn off fans and air conditioners in the quarters.  Close windows and doors into the room as you leave.


Go directly to restroom and wash hands thoroughly with soap and water.  Remove clothes and shower if any contents were spilled on yourself or children.


If you have a central heating/cooling air system, turn it off.


Get everyone out of your quarters and keep people from coming back in.


Initiate emergency response by notifying Military Police/Provost Marshall.


Leave your quarters but remain on the scene to provide information and for possible medical follow-up until released by incident command.
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		 FORMCHECKBOX 
 Slurred
 FORMCHECKBOX 
 Whispered


 FORMCHECKBOX 
 Ragged
 FORMCHECKBOX 
 Clearing Throat


 FORMCHECKBOX 
 Deep Breathing
 FORMCHECKBOX 
 Cracking Voice


 FORMCHECKBOX 
 Disguised
 FORMCHECKBOX 
 Accent

		



		

		

		

		

		

		

		

		



		

		1. When is the bomb going to explode?


2. Where is the bomb right now?


3. What does the bomb look like?


4. What kind of bomb is it?


5. What will cause the bomb to explode?


6. Did you place the bomb?


7. Why?


8. What is address?


9. What is your name?


EXACT WORDING OF BOMB THREAT:




		

		

		

		



		

		10. 

		

		

		 FORMCHECKBOX 
 Familiar (If voice is familiar, who did it sound
 like?)       

		



		

		11. 

		

		

		BACKGROUND SOUNDS:


 FORMCHECKBOX 
 Street noises
 FORMCHECKBOX 
 Factory machinery


 FORMCHECKBOX 
 Voices
 FORMCHECKBOX 
 Crockery


 FORMCHECKBOX 
 Animal noises
 FORMCHECKBOX 
 Clear


 FORMCHECKBOX 
 PA System
 FORMCHECKBOX 
 Static


 FORMCHECKBOX 
 Music
 FORMCHECKBOX 
 House noises


 FORMCHECKBOX 
 Long distance
 FORMCHECKBOX 
 Local


 FORMCHECKBOX 
 Motor
 FORMCHECKBOX 
 Office machinery


 FORMCHECKBOX 
 Booth
 FORMCHECKBOX 
 Other (Please specify)

		



		

		     

		

		

		

		



		

		

		

		

		

		     

		



		

		

		

		

		BOMB THREAT LANGUAGE:


 FORMCHECKBOX 
 Well spoken (education)
 FORMCHECKBOX 
 Incoherent


 FORMCHECKBOX 
 Foul
 FORMCHECKBOX 
 Message read by



threat maker


 FORMCHECKBOX 
 Taped
 FORMCHECKBOX 
 Irrational

		



		

		Sex of caller:   
Race:      

Age:      
Length of call:      

Telephone number at which call is received:      

Time call received:      

Date call received:      

CALLER’S VOICE


 FORMCHECKBOX 
 Calm
 FORMCHECKBOX 
 Nasal


 FORMCHECKBOX 
 Soft
 FORMCHECKBOX 
 Angry


 FORMCHECKBOX 
 Stutter
 FORMCHECKBOX 
 Loud


 FORMCHECKBOX 
 Excited
 FORMCHECKBOX 
 Lisp


 FORMCHECKBOX 
 Laughter
 FORMCHECKBOX 
 Slow


 FORMCHECKBOX 
 Rasp
 FORMCHECKBOX 
 Crying


 FORMCHECKBOX 
 Rapid
 FORMCHECKBOX 
 Deep


 FORMCHECKBOX 
 Normal
 FORMCHECKBOX 
 Distinct

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		REMARKS:      

		



		

		

		

		

		Your name:      

		



		

		

		

		

		Your position:      

		

		



		

		

		

		

		Your telephone number:      

		

		



		

		

		

		

		Date checklist completed:      
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