Joint Warning and Reporting Network (JWARN)

Information Paper

1.  Purpose:  Provide an updated overview of the JWARN Program to include recent events affecting the programs development.

2.  Background:  The JWARN facilitates employment of NBC warning technologies and provides integrated collection, analysis, identification, location, reporting and dissemination of NBC threat information that complement decision making.  Its capability to rapidly receive, assimilate, and produce NBC information enhances the force commander’s NBC awareness of the battle space and reduces the risk to friendly forces.  The JWARN is an integral component of the Army Battle Command System (ABCS).  It interoperates with the other ABCS systems by providing additional data processing, production of plans and reports, and access to specific NBC information to improve the efficiency of limited NBC personnel assets.  For the Army, JWARN interfaces with the Global Command and Control System – Army (GCCS-A), the Maneuver Control System (MCS), Force XXI Battle Command Brigade and Below (FBCB2) system, and the Advanced Field Artillery Tactical Data System (AFATDS). 

3.  Components:  JWARN consists of four separate modules, each of which is being developed for a specific function with associated capabilities. 

a.  Nuclear, Biological, and Chemical (NBC) Analysis.  NBC Analysis is a Commercial-off-the Shelf (COTS) software package developed by BRUHN NewTech.  NBC Analysis hazard prediction warning and reporting procedures for NBC attacks are based on current North Atlantic Treaty Organization (NATO) procedures in approved Allied Tactical Publication (ATP)-45.  In addition to NBC attacks, NBC Analysis can prepare predictions for approximately 1,000 Toxic Industrial Materials (TIM) in accordance with (IAW) the North American Emergency Response Guide (NAERG).  NBC Analysis can be used to prepare Battle Damage Assessment (BDA) for nuclear attacks.  The micro-MET data required to accurately determine the hazard area from a biological agent release is not currently available.  The program has the ability to display troop positions and also provides data base management and can generate the standard ATP-45 message set and overlays.  Eight NATO countries currently utilize the NBC program.  NBC Analysis has no radiological and limited TIM capabilities.

b.  Hazard Prediction and Analysis Capability (HPAC).  HPAC was developed by the Defense Special Weapons Agency (DSWA), Weapons Effects Division and Defense Threat Reduction Agency (DTRA).  HPAC models NBC collateral effects of concern to military operations.  These may derive from the use of Chemical, Biological, Radiological, and Nuclear (CBRN) weapons or from conventional weapon strikes against NBC production and storage facilities.  Similar effects may result from industrial accidents/incidents involving the release of hazardous material into the atmosphere.  HPAC models winds over complex terrain and imports weather data from Integrated Meteorological Server (IMETS), however, the micro-MET data required to accurately determine the hazard area from a biological agent release is not currently available.  HPAC provides an overlay of NBC hazard calculations.  HPAC has limited radiological and no TIM capabilities.

c.  Vapor, Liquid, Solid Tracking (VLSTRACK).  VLSTRACK was developed by the Naval Surface Warfare Center (NSWC) Dahlgren Division.  The VLSTRACK program provides downwind hazard prediction for a wide range of chemical and biological agents and munitions of military significance.  VLSTRACK can acquaint the user with the approximate size, shape, onset time, duration and level of hazard from a chemical or biological attack and should not be used by itself to establish the appropriate level of Mission Oriented Protective Posture (MOPP).  VLSTRACK hazard predictions are plotted to a blank picture (does not use maps) and can be used with other information, such as detector readings, to make a better decision about protective posture and/or when it is safe to enter a previously contaminated area.  VLSTRACK does not take terrain and elevation into account and the micro-MET data required to accurately determine the hazard area from a biological agent release is not currently available.  VLSTRACK has no nuclear, radiological, or TIM capability.
d.  Emergency Management Information System (EMIS) Detached.  EMIS was developed by the US Army Edgewood Research Development & Engineering Center (USAERDEC) and the US Army Nuclear and Chemical Agency (USANCA) to assess the effects of hazardous chemical agent releases resulting from storage spillage, fire, or explosion dispersion at chemical weapon stockpile sites throughout the US.  EMIS supports these sites through rapid hazard predictions for accidental releases of hazardous chemicals.  EMIS Detached, used by JWARN, functions strictly as a stand-alone program running on a desktop, laptop, or notebook computer.  EMIS Detached does not share data with other users, nor can it communicate with the network.  The EMIS program is currently utilized primarily by civil defense authorities and US Army chemical munitions storage depots.  EMIS has no nuclear, radiological, biological, or TIM capabilities.
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4.  Development:   The JWARN program is using a three block evolutionary approach to system development with incremental changes occurring within each block.  


a.  JWARN Block I.  JWARN Block I consists of four versions of software developed for evaluation and to provide feedback to Program Manager (PM) Nuclear, Biological, and Chemical (NBC) Defense to improve the software to be fielded as part of Block II and III efforts.  JWARN Block I software was not planned to be integrated with FBCB2.  Fielding of JWARN software versions 1B and 1C is ongoing.  JWARN Block I does not include any hardware.  



Version 1A.  MS-DOS version of software issued 4th QTR/FY 98 for evaluation.  Hazard predictions are prepared IAW Allied Tactical Publication (ATP)-45A which is currently under revision.  NBC Analysis version 4.2/D, HPAC version 3.0, VLSTRACK version 1.6.3, and EMIS version 3.0 were issued on CDs.



Version 1B.  UNIX version of software issued 3rd QTR/FY 01 to 4th Infantry Division (4ID) for evaluation.  Block 1B NBC Analysis will be resident/operational on MCS and FBCB2 providing hazard predictions in accordance with Allied Tactical Publication (ATP)-45A which is currently under revision.  If funding is available, version 1B software will also be operational on GCCS-A.  HPAC, VLSTRACK, and EMIS will be issued on CDs.  



Version 1C.  Windows 95/98/NT version of software issued 3rd QTR/FY 00 for evaluation.  Block 1C is designed to be used in stand-alone or Local Area Network (LAN) configurations from standard laptop computers.  Hazard predictions are prepared IAW Allied Tactical Publication (ATP)-45A which is currently under revision.  NBC Analysis, HPAC version 3.1, VLSTRACK version 3.0, and EMIS version 3.1 will be issued on CDs upon request.



Version 1D.  Windows/95/98/NT version of software under development.  Version 1D software development is a new effort.  Same as Block 1C software except hazard predictions are prepared IAW ATP-45B standards (revised ATP-45A).


b.  JWARN Block II.  The JWARN Block II effort will field improved software and introduce hardware interface devices.  Multi-Integrated Chemical Agent Detector (MICAD) technology provided the functional baseline for JWARN Block II hardware interface requirements.  Currently, the JWARN Block II program is experiencing program challenges.  The existing solicitation for JWARN Block II Engineering and Manufacturing Development was cancelled at the direction of the USMC Milestone Decision Authority.  On 21 March 01, the Request For Proposal (RFP) was analyzed by the USMC NBC and Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR) groups.  Upon completion of the USMC review, suggested changes will be provided to the Services for evaluation.  We anticipate a new RFP will be developed using the 27 Jul 1999  approved JWARN Operational Requirements Document (ORD) (approved by USMC on 29 Jan 2001).


c.  JWARN Block III.  The JWARN Block III effort will provide improved JWARN software and hardware.  It is anticipated that appropriate materiel deficiencies identified by the Battle Management Integrated Concept Team (ICT) will be included in a Change 2 update to JWARN Milestone III ORD. 

5.  Networking:  The Joint Warning and Reporting Network (JWARN) is a network of nuclear, biological, and chemical agent detector systems, interface hardware, and various software modules intended to digitize and standardize NBC warning, reporting and NBC battlefield management throughout the Joint Services.  The following list contains legacy and developmental detectors.  Legacy detectors are defined as those which are fielded before the JWARN Initial Operational Capability (IOC) in FY 00.  Developmental detectors are those fielded after the JWARN IOC.  

LEGACY
DEVELOPMENTAL
ACADA
JBPDS Block II

M21 RSCAAL
JSLSCAD

FOX NBCRS
JCAD

M8A1
JSLNBCRS

M90
JMCBDS

BIDS P3I
JCBAWM (a.k.a. JSAWM)

BIDS NDI
JBSDS

IBADS
JBTDS

AN/VDR-2
JBAID

MICAD
CARS (a.k.a. SAFEGUARD)

IPDS
IAV-NBCRS

ADM-300A


JBPDS Block I


Observer Data (TRSS) part of CBAWS


Portal Shield

6.  POC for this information is at Comm:  (573) 596-0131 ext. 37128, DSN:  676-7128, 
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