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INTRODUCTION
The most important thing to know about biological warfare is that everyone will be faced with making critical decisions in an environment of great uncertainty.  With only a few incidents to look at historically, we do not have the perspective required to shape a single best response to all biowarfare situations.  Worse, without the capability to detect BW events quickly and reliably, we must use whatever information is available to mobilize a response, which will protect the lives and well being of personnel, and to continue operations.

The intent of this paper is to consolidate a baseline of current understanding on biological warfare and provide a set of guidelines for an informed and reasoned response to a BW event.  History has shown that knowledge and experience are critical to attaining this objective.   While initial exposure of World War I units to chemical warfare was catastrophic, repeat exposures to much more effectively delivered and lethal agents produced fewer casualties due to experience gained.  The recent domestic anthrax incident illustrates a similar learning curve, indemnifying knowledge’s significant role.

Preparedness is also fundamental for an effective and timely response to a biological event, and derives from understanding.  In the environment of uncertainty invariably associated with biological warfare, a deliberate response can minimize casualties and maximize the ability to continue operations.

Finally, execution tests the premise upon which this paper is built.  Only in the implementation of understanding and preparation--execution--will the value of this product become evident.  Consequently, we have developed, in three sections, information that we call, collectively, “guidelines.”  These guidelines derive from the current understanding of the characteristics of biological threat as laid out in Section One.  They suggest preparations which will mitigate the impact of a biological event if put in place prior to an event in Section Two, and outline, in Section Three, the imperative tasks and risk management decisions which must be taken to respond in an effective and timely manner to a biological event.  It is our hope that in so doing, loss of life and damage to operations might be minimized, if not eliminated.

Guidelines for Force Protection and Operations 

in a Biological Warfare Environment
I. Understanding the Characteristics of the Biological Threat

A. Agent Characteristics

B. Weaponization and Dissemination

C. Operational and Force Protection Impacts

D. Mitigation Strategies and Limitations

II. Preparation

A. BW Vulnerability and Hazard Assessment

B. Intelligence and Security Forces

C. Rapid Training

D. Fundamental Meteorological Principles

E. Preventive Medicine

F. Medical Surveillance

G. Clinical Diagnostics
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I.    Detection and Identification

J. Physical Protection Measures
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Appendix 1:  SMART Cards

I.  Understanding the Characteristics of the Biological Threat
Because BW events and agents vary so dramatically, a “one size fits all” response to a BW event will not work.  The commander must be conversant with the basic technical parameters associated with BW in order to think through and to shape an effective response. 
To aid in developing this understanding, this section covers:

· Basic information on biological agents, including the types of agents, their characteristics, and how agents incapacitate or kill

· Likely delivery systems

· Operational impacts, including conditions that affect the potential intensity and duration of an event, and the number of personnel likely to be affected

· Trigger events indicating that a BW event has likely occurred

· Mitigation strategies and their limitations

A.  Agent Characteristics
Biological agents are organisms or chemicals produced by organisms that affect humans in different ways. Some kill while others incapacitate; some act quickly while others incubate for several weeks; and some are contagious while others are not.  Vaccinations, prophylaxis (medicines given before sickness), and treatments (after sickness) exist for some, but not for other.  Before assessing impacts of biological weapons, one must first understand the nature of likely biological agents and how they work.

Types of Agents 

Biological agents are either pathogens or toxins
.  Pathogens are microorganisms that directly attack human tissue and biological processes and include four categories:  bacteria, viruses, Rickettsia, and prions.   

Pathogens vary in their characteristics and in their treatments.

· Bacteria (e.g., anthrax, tularemia, plague) are living single cell organisms, which can grow and reproduce in the environment, in plants, animals, or humans..  Bacteria are susceptible to antibiotics, but can develop resistance to antibiotics as strains evolve in nature, or as the result of the intentional genetic manipulation of strains.  Vaccines exist for some bacteria as well.  

· Viruses (e.g., VEE, smallpox) are smaller than bacteria, do not grow, and require a living host cell to make new copies of themselves.  Antibiotics have no effect on viruses, but anti-viral agents such as vaccines can limit some viral illnesses.  

· Rickettsia (e.g., Q-fever, Rocky Mountain Spotted Fever) are intermediate in size, contain nearly everything necessary to make new copies of themselves, but rely on infected cells to make new copies.  Antibiotics are effective against Rickettsia.

· Prions have recently been identified as an “infective chemical.”   Transmission of the prion from cows to man is suspected to cause human illness in a similar fashion. There are no known therapies effective against prions.  
· Toxins are poisonous substances naturally produced by bacteria, plants, fungi, snakes, insects, and other living organisms.  Common toxins include Botulinum toxin (produced by bacteria); Staphylococcus Enterotoxin B, or SEB (produced by bacteria); and ricin (produced by a plant).  Toxins act to destroy organisms by overwhelming the organism’s ability to rid itself of the poison it produces (intoxication).   Bacteria can destroy organism via both infection and intoxication.   Plants, fungi, snakes, insects, and other living organisms intoxicate their victims via more direct means (injection, contact, ingestion), while viruses have no ability to intoxicate whatsoever.

“SMART Cards” which provide specific data on biological agent characteristics can be found in Appendix  1.
Agent Effects
How devastating a BW agent will be on the human body depends on a number of variables.  Note:  minor changes in any one variable can result in a significant difference in the effectiveness of the attack, as well as in the effectiveness of the appropriate response.

Key variables include:

· Exposure levels. Since many medical countermeasures are time sensitive, how much of a particular pathogen or toxin an individual is exposed to affects both the lethality and the timing of the onset of symptoms.  

· How the biological agent enters the body. The point of entry of the pathogen or the toxin often determines the lethality of the disease or poison.  For example, anthrax has three possible points of entry:  openings in the skin (cutaneous anthrax),  ingestion (gastrointestinal anthrax), or inhalation (inhalational or pulmonary anthrax).  The three forms of anthrax differ in number of organisms necessary to cause infection, fatality rate, and responsiveness to antibiotic therapy after onset of symptoms.
· Time to onset of symptoms and incubation periods.  Some agents work within hours while others have incubation periods as long as several weeks.   This matters because it complicates determining whether or when an attack occurred, how widespread are the effects, and what are the available treatment strategies.
· Extent of communicability.  Certain diseases, such as smallpox and hemorrhagic fever, which are contagious, pose a greater challenge.  These challenges include the risk to those in close contact – including medical caregivers and the problems of separating the ill from those susceptible to becoming ill if exposed.

· Incapacitation v. lethality. Some agents kill while others only incapacitate their victims.  Again, treatment and operational strategies are influenced by these factors.

· Other considerations include the degree of incapacitation, the ratio of expected fatalities, and the potential for worried well.  All must be included in an assessment of agent effects and in structuring a response to a BW attack.

	Disease Agent
	Dose for 50% of the Population
	Route of Entry
	Time to Onset of Symptoms
	Length of Sickness
	Contagious
	Ratio of Dead to Incapacitated
	Principal Effects

	Bacteria:
	
	
	
	
	
	
	

	      Anthrax
	8,000 spores
	Inhalation
	2-7 days
	2-6 days
	No
	19 P-0.66 C
	Death

	Plague
	<100 organisms
	Inhalation
	3-4 days
	2-10 days
	Yes
	10 P-0.25 B
	Death

	  Tularemia
	10-100 organisms
	Inhalation
	2-10 days
	10-14 days
	No
	1.5-.0.66
	Death/ Incapacitation

	Virus:
	
	
	
	
	
	
	

	             VEE
	10 infective units
	Inhalation
	3-4 days
	2.5 days- 

1 mo.
	No
	0.01
	Incapacitation

	Smallpox
	1-10 infective units
	Inhalation/

Skin
	10-21 days
	2 days-        2 wks
	Yes
	3
	Death/ incapacitation

	Toxins:
	
	
	
	
	
	
	

	Bottox A
	.0048 milligrams
	Inhalation
	12-23 hrs
	12-24 hrs.
	No
	99
	Death

	       Ricin
	.2 milligrams
	Inhalation
	6-10 hrs
	2 days-

2 wks
	No
	All dead
	Death

	SEB
	.039  milligrams
	Inhalation
	2-4 hrs
	48 hrs
	No
	0.1
	Incapacitation

	· “P” under the Ratio of Dead to Incapacitated is for pulmonary exposure

· “C” represents cutaneous (skin) exposure for anthrax

· “B” denotes flea bite transmission of bubonic plague


B.  Weaponization and Dissemination
Knowing how an agent can be disseminated is critical to shaping an effective response because the size, shape, intensity and overall effectiveness of the agent deposition pattern is influenced by the delivery method.  The attacker is likely to consider a number of issues when choosing a means of delivery, including ease of accessing and cost of weapons systems, size of targeted area, likelihood of successful delivery (i.e. penetration of defenses, susceptibility to meteorological uncertainties), covertness, and safety to the delivery team.  
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Weaponized BW Delivery

· Theater ballistic missiles (TBMs) are a viable delivery means for many agents.  With bulk warheads, release can be explosive or line release.  Because of the speed of a TBM, bulk release of agent by either release results in less than 0.5% of the viable agent  in the appropriate size range for a hardy agent such as anthrax spores.  Submunitions can achieve 1-5% efficiency rate for anthrax spores.  In addition, the size of the submunition pattern allows area targets to be more effectively contaminated..  Coordinated salvos of TBMs, which would likely ensure at least one missile penetrating active defenses, pose even a greater challenge.  Intercepted bulk-filled missiles do not affect the targeted airbase. However, in many designs, the submunitions may be released above the intercept altitude – or only a small number of the submunitions become damaged by current active defense systems.  

While missiles can be an effective delivery system, robust TBM programs are expensive and require an extensive support system.  Also, TBM attacks are overt, allowing the defender to detect the offender and retaliate.  

· Ground sprayers can also be used to deliver agent. Because ground sprayer attacks will be initiated relatively close to the target, precise, real-time wind data can be used to select a place and time of release to optimize accuracy.  Ground sprayers can be stationary or vehicle-mounted. If released from a moving vehicle, the resulting line source can cover a very large area, but attackers risk being detected.    

· Aircraft sprayers, as an airborne line source, can yield dosage patterns that cover very large areas.  Since these patterns can be several hundred kilometers long, agents can be released far upwind of the intended target area. Remote releases may allow attackers to avoid having to penetrate air defenses.  Warning and alert of attacks of this type depend on the ability to closely monitor enemy air traffic patterns and identify suspicious flight profiles.

· Mortar, artillery, and multiple rocket launchers (MRLs) are well suited to deliver biological agents.  Artillery attacks can deliver an extremely large amount of agent very accurately.  Shells filled with biological agents can be used in a combined attack with chemical and conventional explosive shells, making it difficult to recognize the event as a BW attack.  However, artillery has a very limited range, and its use may be precipitated by tactical warning, allowing operators at the targeted site to assume protective posture before exposure.


	Delivery System
	Accuracy/ Coverage
	Difficulties and Risks for Adversary

	TBMs
	Sufficient accuracy, large payload
	· TBMs are overt, allowing USAF to defend, protect, and retaliate

·    Expensive 

	Ground Sprayer
	Very accurate
	· Requires deep insertion of SOF team

· May be lethal to adversary

	Aircraft Sprayer
	Large area coverage
	· Not capable of penetrating air defenses, but downwind length of area coverage may allow enemy to attack from own airspace

· Requires detailed knowledge of patterns and surface layer stability

	Artillery/MRLs
	Relatively accurate, using multiple rounds to cover CEP uncertainties, but limited coverage
	· Overt attack, although it may be hard to determine  

       if BW was used




Other Means of BW Delivery

In addition to weapons-associated delivery of BW, BW can be disseminated through other means.  

· Vector-mediated delivery occurs when insects or other animals are utilized to disseminate BW agents.  Vector-mediated delivery allows for clandestine release that is hard to identify or to attribute to a specific adversary.  The Japanese used plague-infected fleas with devastating effect against the Chinese.  As recently as 2000, there was concern that West Nile Encephalitis was a deliberate biological event until it was proven to be an endemic event.

· Fomite spread.   Using inanimate objects (fomites)  to spread agents is another potential way to disseminate biological agents, such as smallpox.   Evidence suggests that while the primary means of transmission of smallpox is person-to-person contact, smallpox virons can also be spread via human contact with contaminated surfaces or by aerosolization, increasing the hazard of the spread of contagion. The recent case of anthrax-mixed powders shows the efficacy of fomite spread.

· Food or consumer product contamination.  Food or other products for human consumption are also a group vulnerable to BW contamination.  Many can be laced with pathogens, such as the salad bar contaminated with Salmonella to keep voters away from the polls.  Another example would be the inadvertent contamination in a meat processing plant utilized by Jack-in-the-Box food chains for their hamburger supply that resulted in E. coli illnesses. 
Other products can be spiked with poisons, as was the case with the injection of Chilean grapes with cyanide in March, 1989 or the Tylenol  product tampering cases of in the 1980s.

· Water contamination.  Water supplies are a potential means for biological attack since some pathogens can grow in water, survive for considerable lengths of time, or survive normal chlorination and filtration treatments in municipal water supply systems.  Similarly, toxins, which are generally unresponsive to normal water treatment, can be transported via water supplies.  However, the amount of agent required having an operational impact make this a less likely means of delivery.  On the other hand, attacking a specific building by creating a high-pressure “tap” of the water supply is technically straightforward and requires less agent.   

C.  Operational and Force Protection Impacts
It is critical to note that biological weapons differ from chemical weapons in operationally significant ways that dictate different responses and risk trade-offs.  A few key differences are illustrated in the following table.  

	
	CHEMICAL
	BIOLOGICAL

	Release Site of Weapon
	Quickly discovered, possible to cordon off contaminated/attack areas
	Difficult to identify, probably not possible or useful to cordon off area of attack

	Manifestation of Symptoms
	Rapid, usually minutes to hours after an attack
	Delayed, usually days to weeks after an attack

	Distribution of Affected Patients
	Downwind area near point of release
	Widely and rapidly spread, difficult to track or predict

	Signatures
	Easily observed (colored residue, dead foliage, pungent odor, dead insect and animal life)
	Typically no characteristic signatures immediately after attack

	Medical Countermeasures
	Chemical antidotes
	Vaccines, antibodies, and/or antitoxins and antivirals for some agents

	Casualty Management and Contamination
	After decontamination and 24 hrs max passes, no further need for protective measures or risk of further contamination
	Patient isolation/quarantine crucial if easily communicable disease is involved, advance hospital planning is critical


A biological attack is a very complex process that depends on several technical factors, all of which determine its operational impact.  These factors fall into three categories: lethality factors, environmental factors, and source factors.  

Lethality  

The lethality of an agent, or the rate at which it kills its victims, has an obvious impact on force protection and operations.  Many factors contribute to the lethality of event, including agent effects, discussed in Section A above.  Of additional note:

· Potency.  The potency of the agent will partially dictate the number of casualties relative to agent delivered.  Highly infective agents are more lethal because less mass is required.
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Particle Size.  Only small particles (1-10 microns) will reach the lower lungs, where they can cause harm. Size is a function of how the agent is manufactured and processed for weaponization.

· Means of entering the body.  Almost all BW agents are more effective if inhaled. For physical reasons, different sized particles will become embedded in different parts of the respiratory system.  Therefore, for any batch of agent, the distribution of particle size is a key lethality factor. Anthrax is a good example.  The lower respiratory system provides the conditions for anthrax to survive, grow, and multiply.  Anthrax spores must reach this area to cause inhalational anthrax and only particles from 1-5 microns will reach these areas with high efficiency. Therefore, lethal dose is dependent on particle size distribution. Other agents infect different sections of the respiratory system and must be released in appropriate particle sizes to be effective.

· Medical Protection.  Vaccines, antibiotic, antiviral, or antitoxins are available for some biological agents.  Vaccines are generally used before potential exposure so that the immune system has time to develop immunity.  Some medical measures must be given before symptoms begin and may delay or prevent progression of disease.  Other medical measures provide the ability to reduce the severity of the disease and prevent fatal consequences   An agent will be less effective in populations that have been appropriately vaccinated with the specific vaccine, or where appropriate medical therapy is started early in the course of illness.

· Physical Protection, such as masks, can reduce lethal or incapacitating effects for all agents.

Source Factors 

Source factors expand the number of possible scenarios that must be considered before a response is structured.  More specifically, source factors include fill type (or how the agent is manufactured) and release mechanism.    

· Fill type.  Agents can be produced in a variety of forms depending on the manufacturing process.  For example, anthrax can be manufactured as a wet slurry or as a dry powder.  Anthrax transport and diffusion is much more efficient as a dry powder than as a wet slurry, but it is more difficult to weaponize and to handle. Thus, how it is manufactured depends on the expertise of the attacker and his equipment/infrastructure.

· Release mechanism.  The mechanism for release has a significant impact on how much of the agent survives the release event and the size, shape and concentration of the pattern of dispersion.

Environmental Factors
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Environmental factors encompass agents’ interaction with the ambient environment, from the point of release until inhaled by a human.  Environmental factors will dictate the size, shape, dosage at inhalation, height of agent deposition, and concentration of agent deposition patterns on the ground. Thus, environmental and weather conditions can be extremely critical to determining how effective the attack will be, particularly with certain delivery systems.  Some have suggested that this factor is so critical that weather and time of day can provide a guide to protection options in a high threat situation.  
More specifically:

· Wind speed and direction.  Since BW agents are released as small particles and aerosols, they tend to move with the winds.  Stronger winds move the clouds faster, resulting in lower exposure. In calm conditions, the agent cloud stays close to the release site. This results in a significantly higher risk of exposure, which lasts until the wind speed increases enough to move the agent containing air package downwind.

· Atmospheric stability, layering and mixing.   A successful attack requires the agent mixing with air.  This is caused by turbulence in the atmosphere.  Stable layers restrict vertical movement of agent particles, so agent released below an inversion remains available for inhalation, and causes a higher likelihood of exposure. Agent released above an inversion may not be able to penetrate the inversion layer, so  mixing down to the ground would occur only when the inversion layer is broken-- perhaps at dawn-- well downwind from the release point.

· Terrain.  Landforms, buildings and surface coverings (trees, brush, sand, asphalt) influence the channeling of local wind, and affect spatial agent distribution.

· Rates of biological decay or inactivation in the atmosphere.  Biological decay in the atmosphere at different rates based on heat, humidity, and exposure to UV light, but most will survive for relatively short periods (minutes to hours) in the open atmosphere. The relatively low rate of biological decay of anthrax spores makes anthrax an attractive BW agent.  Anthrax can survive between 1 and 2 days in the air.  Since UV light is the primary cause of anthrax spore decay, night attacks would likely be most effective, but daytime attacks can still be effective on a fixed site target. 
SEB and Ricin decay very little.  Ricin is not very toxic, so this benefit is offset. 

	Agents
	Aerosol
	Soil
	Water

	
	Native
	Chlorine Sensitive

	Anthrax


	Wet: < 0.5%/minute
	<0.5%/minute
	<40 year survival
	
	

	
	Dry: < 0.7%/day decay in container
	
	
	
	

	Tularemia


	Wet: 2.5%/minute

<18%/minute (stabilized)
	<5%/minute
	
	
	

	
	Dry: <6%/minute
	
	
	
	

	VEE


	Wet: 2.2%/minute   
	<2%/minute
	
	
	

	
	Dry:
	~ 3%/minute
	
	
	

	
	Dry:
	
	
	
	

	Q-fever
	Wet:        Can survive in  sand 

                or wood for months up to       

Dry:         1 year
	<1%/minute
	
	
	

	
	
	~2%/minute
	
	
	

	Botulinum Toxin


	Wet:     

                   ~8% in sunlight

Dry:
	Stable 12 hours in air
	Stable, duration unknown
	Stable 7 days in water
	

	
	
	
	
	
	

	Yellow Fever


	Wet: 
	<7 %/minute
	
	
	

	
	Dry:
	
	
	
	

	
	Dry:
	
	
	
	

	Plague


	Wet:
	~5 %/minute
	Stable for up to 1 year
	Survive for 16 days
	

	
	Dry:
	
	
	
	

	Smallpox


	Wet:        
Dry: 
	        ~1.6%/min  
	Destroyed within 4 hours w/ hypochorite
	Very stable, duration unknown
	

	Rocky Mountain Spotted Fever


	Wet:
	2-8%/minute
	
	
	

	
	Dry:
	1-2%/minute
	
	
	

	Tricothene mycotocins


	Wet: 
	
	
	
	

	
	Dry:
	
	
	
	

	Staphlococcus Enterotoxin B (SEB)


	Wet:
	~0%/minute
	Not very stable
	Stable, duration unknown
	Bleach somewhat effective in soil

	
	Dry:
	
	
	
	

	Ricin


	Wet: 
	
	Stable; inactivated by sodium hypochlorite solution
	Stable; inactivated by FAC for 20 minutes
	

	
	Dry:
	
	
	
	

	Microcystin

(UNSTABLE)
	Wet:

Dry:            
	
	Sensitive to alkali
	
	

	
	
	
	
	
	


Agent Rates of Decay in Various Media

· Rates of decay in soil, water, and on surfaces.  In a weaponized release, the level of deposition onto ground surfaces is very low.  Agent survival on surfaces is an important characteristic for considering the risk from reaerosolization  and the need for decontamination.  Anthrax spores and smallpox virons have been found to be quite stable in soil (many years).  [Note:  add table of environmental stability as a function of temperature, water, surfaces, etc.]

· Time of day.  Because each agent biologically decays at a different rate depending on temperature, humidity, and UV light intensity, the time of day affects the operational impacts of an attack.  In general, nighttime or early morning, with its lower temperatures and UV light, provides the best conditions for successful BW attacks because of lower biological decay – and because neutral and inversion conditions – especially with low wind speeds – result in agent clouds which maintain lower physical decay (i.e. spreading of the biological agent over time.)..  
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This illustration shows the significance of the time of attack for a successful anthrax release.  A nighttime line sprayer attack produces the largest hazard area and the highest dosages due to weak, stable near surface air typically found on a clear night, at a lower temperature and humidity; and under minimal UV intensity. The convergence of these environmental conditions at nighttime would optimize the results of an attack.  The chart demonstrates the dramatic improvement in the size of the affected area--almost double--and the intensity of dosage of a nighttime attack compared to a daytime attack.   

· Potential for reaerosolization.  Most biological agents are not persistent, and will decay within hours or days under exposure to the environment.  However, anthrax spores can survive in a non-vegetative state for years if embedded just beneath the surface where they would be shielded from UV radiation, temperature, and humidity effects.  Some evidence, including the recent experience with anthrax, suggests  that, if disturbed, anthrax can reaerosolize, possibly generating a local dosage hazard.  

The conditions necessary to cause an operationally significant reaerosolization hazard are not completely understood.  However, reaerosolization is most likely in areas where the agent is highly concentrated and where there is low UV light, and where favorable temperature and humidity conditions ensure its longevity.  Thus, the form of the agent at the time of delivery is significant.  Dry anthrax may be deposited over large areas with relatively small deposition levels on the ground.  It is unlikely that reaerosolization of anthrax from these depositions will generate an operationally significant hazard.  An initial deposition of wet anthrax, however, can result in high, localized concentrations of agent directly around the release point.  Such high agent depositions around the source in a small area of  the surface, could, if disturbed, reaerosolize hours to days after an attack.


D.  Mitigation Strategies and Limitations
Knowing potential strategies to reduce operational and force protection impacts of a BW attack, and understanding the limitations of current technologies and treatment is critical to designing an effective response.  As described in the “Preparations Section” of this document, preparations to put in place “building blocks” of protection can be extremely effective in reducing impacts and uncertainty in the wake of a BW attack.  Each of the individual topics in the “Preparations Sections” recommends actions to mitigate the effects of a BW attack and describes key limitations.  Below is a brief overview of issues important mitigation opportunities.

Detection  

Early detection and identification of a biological agent attack is important in providing a trigger to initiate physical protection, medical prophylaxis, and to inform the process of determining the intensity, area affected, and expected duration of the hazard.

Biological detection technology is relatively immature and none of the currently fielded aerosol detectors full satisfy military needs.  It is difficult to detect airborne biological agents in a timely manner because such small amount of biological agent is necessary to cause effects. In addition, there are significant levels of biological and non-biological aerosols, which interfere with trigger devices and assay techniques.  Aerosol detection based on particle count is problematic since, once distributed in the atmosphere, agent particles are difficult to discern from normal background particles.  

Immunoassay sampling can identify some agents, but this takes time and frequent sampling, analysis is extremely expensive, and the environment may contain organisms that generate positive results to these assays.. 

 Biological agents can be detected by assessing trends in medical symptoms, but this approach does not allow time for effective countermeasures.

Biological detection technology is relatively immature, and none of the available detectors fully satisfies the military’s needs. Detection technologies include aerodynamic particle counting and sizing, laser reflection, bioluminescence, flow cytometry and immunoassay techniques. Currently fielded systems include:

· Biological Integrated Detection System (BIDS)

· Portal Shield Advanced Concept Technology Demonstration (ACTD)

· Interim Biological Agent Detector (IBAD)

· Long Range – Biological Standoff Detection System (LR-BSDS)

· Joint Biological Remote Early Warning System (JBREWS)

Each detector has strengths and weaknesses, but there are shortfalls common to all: 

· They are expensive to purchase, maintain, and operate

· There are not enough systems acquired to meet present military requirements  

· Each can detect only a limited number of agents

· Detection/identification requires minutes rather than seconds – far too long for effective protective action  

· None has detection sensitivity below the minimum hazard level and all have a high false alarm rate.  

Because of reliance on Portal Shield in some high-risk locations, commanders should be knowledgeable regarding its limitations.  Portal Shield has three modes of operation: automatic, manual, or random.  

· In automatic mode, each detector continuously monitors ambient particle count.  Detectors are interconnected in a network to achieve a composite picture monitored from a single location.  Through this network, particle count patterns are compared with real-time meteorological data.  If a single detector reaches alarm conditions, but is inconsistent with other detector readings, then the particle count reading is considered spurious and disregarded.  This design reduces the likelihood of false alarms.  If the measured particle count exceeds a preset level and the network logic of the detectors is satisfied, samples are drawn for immunoassay analysis. Thus, in automatic mode, excessive particle count triggers an immunoassay sample, with the immunoassay identifying the BW agent and measuring its concentration.  Automatic mode reduces operating cost and simplifies logistics.  However, in an environment where particle count is naturally high, release of a BW agent will not dramatically increase total particle count.  Under those conditions, Portal Shield in automatic mode will not recognize a BW attack. 

· In manual mode, Portal Shield initiates an immunoassay sample when directed to do so manually by an operator.  This mode bypasses the continuous monitoring by particle counters and the network logic.  In a high particulate environment, frequent manual triggering is more likely to detect an attack than in automatic mode.  

· Random mode is similar to manual mode, except that samples are dropped automatically at random intervals instead of manually.  Sampling at a longer interval reduces the number of samples taken and lowers operating costs.  However, a long interval between samples might allow an attack to go undetected if the agent cloud passes through between sampling times. 

Medical Surveillance

Another detection method is through medical surveillance.  If an attack is not detected directly, first indications may be an increase of illness among the affected population. Most BW agents induce symptoms after an incubation period. An influx of patients reporting similar symptoms may indicate an attack has occurred.  Although it may be too late for medical countermeasures to help individuals who already show symptoms, the trend can alert the medical system to initiate protective measures such as vaccines, or antibiotics for those who are exposed but not yet sick.

Medical surveillance can only be effective if the system responds quickly and decisively to medical trends.  Once the first patients report symptoms, little time is available.  Thus, medical procedures, equipment and medications must be in place and ready.  The system must be organized, trained, equipped and exercised in order to respond effectively.

Physical Protection

A well-ft mask provides substantial protection during a biological event and should be worn while the biological agent aerosol is present.  Since aerosol delivery of biological agents is the principal threat, masks can provide some protection provided warning is received to don protective equipment. However, the protection of any mask is not absolute since it depends on the fit factor and the filter’s resistance to penetration of the size of agent aerosol particle in the air.  Protection factor, or the ratio of amount on the outside of the mask to the amount on the inside of the mask, is the relevant measure of the expected benefit of having the mask on at the time of the attack.  Testing of fit factor 
(Quantitative Fit Testing) when military masks are issued provides a baseline of the level of protection of the mask on each individual.  Military masks have two filtration functions:  a high efficiency particulate (HEPA) filter, HEPA, which stops particles, and a carbon bed that delays and holds chemical vapors. These same filtration elements exist in the filtration systems for collective protection.   

In addition to military masks, there are expedient protection methods, such as alternative masks, sealing rooms, filters for heating, air conditioning, and ventilation systems (HVAC).  For example, recent testing of half-face respirators and masks suggests that several commercial product lines  provide significant protection.
 

Medical Interventions


When available, vaccinations can reduce the susceptibility of target populations to attacks by specific biological agents.  Vaccines for some agents are more effective than for others, though most will nevertheless reduce the vulnerability of the population immunized.  The anthrax vaccine is very effective if administered according to guidelines and can greatly reduce the impact of an attack with anthrax spores.  The figure above illustrates the benefits of vaccination for SEB, plague, and anthrax.  For SEB and plague, the chart shows that vaccination significantly reduces the size of the population affected as well as the severity of its effects when properly administered.  The case for anthrax vaccine is particularly compelling.  The current anthrax vaccination is an extremely effective countermeasure to prevent infection.  If all military personnel in the affected area are immunized against anthrax, the effect will be greatly reduced.  However, the civilian population surrounding the targeted sites is not likely to be vaccinated and could be severely affected by an anthrax attack.  The risk to civilian populations has significant political implications for US access to and freedom of movement to and from these sites – as well as huge implications for CONUS sites.. 


Treatments after attack are available for many agents, but in most cases, they must be applied before the onset of symptoms.  Treatments administered after exposure, but before symptoms, are referred to as post-exposure prophylaxis or preventative treatment.  In most cases, preventative treatments will only be initiated if the attack is detected before onset of symptoms.  This is problematic in a threat environment where covert attacks are possible.  Attacks using toxins are more difficult to address because, in general, toxins act more quickly than pathogens, leaving less time for detection, identification, and evaluation before large segments of the population fall ill.



Even if an attack is detected in time to implement medical countermeasures, organization, infrastructure, and equipment must be in place in advance for the response to be effective.  A biological attack could infect tens of thousands of persons, both military and civilian.  Existing medical facilities may be overwhelmed by this influx of casualties.   

Recent studies estimate that up to five times the number of those actually infected will seek medical aid because they believe they might be infected.  In the case of large numbers of casualties, the medical system would not be able to maintain standards of care for the ill and would need to start “warehousing” casualties. Contingency plans must be in place for the medical system to identify and filter out the “worried well” from the genuinely infected.  Public information countermeasures can help to limit the problem.  Additionally, quarantine of potentially exposed personnel and isolation of patients would be required to prevent the spread of disease.  Mission impacts with implementation of restriction of movement (ROM), transportation of personnel, patients and supplies need to be considered for movement within and into/out of the theater.

A BW attack could quickly overwhelm any local medical system.  To be prepared requires a large investment to pre-stage equipment and medications plus a robust program to train personnel and exercise procedures. Non-medical personnel may be called upon to assist with basic maintenance tasks with unit quarantine.  The USAF WMD First Responder Program initiative provides the mechanisms for medical treatment facilities to plan, supply countermeasures, decontaminate, and treat biological casualties.
II.  Preparation Actions
Actions taken -- or not taken-- during the preparation phase can dramatically impact options in the pre-, trans- and post-attack phases.  The preparation phase, if done correctly, can facilitate decision-making, increase the chances of confirming an attack by ensuring the right information is collected, reduce the potential magnitude of a BW attack, reduce uncertainty, and save lives.  

Preparation actions can be likened to putting in place building blocks of protection that reduce the negative effects of an attack. For example, if the majority of personnel are vaccinated against anthrax in the preparation phase, an anthrax attack will be much less significant than it would otherwise.  


The following section provides a comprehensive overview of what a commander needs to know regarding BW in certain key areas, raises critical issues for installations to think though in advance of attack, as well as options and actions to address those issues.  Finally, it raises limitations that have operational significance. 





A.  BW Vulnerability and Hazard Assessment

1. What BW/BD background information is essential to hazard assessment? 
AFH 10-2502:  14, on requirement for conduct of annual WMD threat vulnerability;

AFH 10-2502: 16, list of publications providing details in various aspects of WMD/BW planning and response;  

AFH 10-2502:  18, brief overview of BW; AFMAN 10-2602: 107-110, general discussion on BWs; 

AFH 10-2502: 96-103, various Installation Command Checklists for WMD; 

AFMAN 10-2602: 22-23, Theater Basing Options, Theater Ballistic Missile Threat Ranges

“Medical Risk Assessment of the BW Threat, OTSG Publication, May 01

· Specific knowledge of BWs (e.g., classification, behavior, pathogenesis, modes of transmission, diagnostic modalities, and available treatments) 
AFH 32-4014, Vol. 2, Section 3, Biological Warfare Agents
AFMAN (I) 44-156, Treatment of Biological Warfare Agent Casualties
· Perform assessment of the medical risk posed by validated BW agents and integrate this assessment with the intelligence assessment.

· There may be significant difficulty in recognizing a BW attack 

· Detectors are severely limited in their ability to provide timely, accurate detection

· Detection of a BW attack might rely on medical surveillance or clinical diagnosis 
· Real time acquisition of and assessment of multiple channels of knowledge of the adversary’s BW capabilities is fundamental to assessing BW threat to CONOPS
· The likely bio-agent threat to the installation may be characterized, and therefore effectively prepared against based on:

· The adversary’s known BW capabilities (e.g., access to BWs, research, development, and production of BWs, delivery systems) 

· The enemy’s ability to deliver BWs

· Structural conditions unique to the installation which might make it vulnerable to BW attack

· Environmental (e.g., weather, terrain) conditions unique to the installation

· Contagion and recontamination pose a peculiar threat for BW, and increase installation vulnerability 

· Efficacious vaccinations and medical treatments are available for some, but not all, BW agents

· Some installations may be particularly vulnerable due to mission

· The presence of families on base, interaction with the surrounding civilian community, or the sharing of facilities and public utilities with the surrounding civilian community can increase the vulnerability of the base by:

· Reducing the ability to detect insidious BW assault

· Increasing the channels of transmission and contagion to base personnel

· Multiplying the drain on installation or shared resources in the event of BW attack

2. What does the commander need to know to better understand and assess the BW hazard to operations at his location?  
AFH 10-2502: 16, list of publications providing framework for AFH 10-2502
· The likelihood that specific BWs might be used against his installation

· The proximity to enemy installations capable of delivering BWs

· The spectrum of likely delivery methods of BW to his installation

· Status of the installation’s bio-agent detection systems

· How certain local environmental conditions (e.g., weather and terrain) might affect a biological attack at his location 

· The constraints/restraints that might limit the commander’s ability to prepare a defense (i.e., instructions from the ROE or from headquarters) 

· Status of the medical countermeasures (e.g., prophylaxis, pharmaceuticals, equipment, personnel, quarantine, casualty management, etc.) needed to redress attack and their limitations

· Understanding of the psychological aspects and impacts of BW

· Vulnerability and hazard assessment may be delayed for days if the BW attack is covert or the agent unidentified.  Thus unlike CW, risk to life and operational capability may not be known for days

· Operations may be slowed by the need to confirm an attack, identify the agent and prevent the spread of disease

3. What actions can be taken to reduce BW vulnerability and hazard assessment? 
AFH 10-2502: 41-48, general response plan guidelines;

AFH 10-2502: 72-78, Master WMD Response Checklist
AFH 10-2502: 90, IF-Then Decision Tree for BW Attack
· Identify and characterize the impact of likely BW threat(s) on operations

· Assess current detection capability against potential BW threat(s)

· Knowledge of domestic threats (e.g., militant or anti-government groups) that might be capable of delivering BW

· Assess friendly centers of gravity as a means of identifying critical vulnerabilities

· Identify resource deficiencies peculiar to BW defense (e.g., personnel, equipment, training, supplies), and alternate sources where they can be obtained in a timely manner

· Identify impact of restriction of movement within and into/out of the theater.

4. What are the limitations of BW vulnerability and hazard assessment?

· The absence of a valid assessment of BW threat due to the potentially insidious/covert nature of a BW attack 

· The inability to detect some agents or their delivery means quickly

· The inability to medically remediate some health consequences of BW threat

· Absence of medical records

· Limited resources to address BW and its fallout

· Difficulty developing projections concerning likely physical damage to the installation and the number of casualties created by a BW attack due to lack of knowledge or delay in assessing the overall effectiveness of a BW attack
· The usefulness of even a valid assessment is limited by the inability to detect some agents or their delivery means or to medically remediate health consequences
Characterizing Risk to Operational Capability and CONOPS
	CHARACTERISTICS/ RISK LEVEL
	TERRAIN
	WEATHER
	AGENT
	DELIVERY MEANS
	COMMAND CAPABILITIES

	HIGH
	Valley, isolated or location; urban; near capital; in “hot spot”
	Overcast, foggy
	Pathogens for which there are no remedies or those without remedies available
	TBM, Aerosol dispersion
	Anticipating CBW—well-equipped, on alert, etc. for all types of BW attacks

	MEDIUM
	
	
	Pathogens/toxins with remedies available
	Infusion into food/water supply
	Aware and partially equipped for most likely BW attacks

	LOW
	High altitude, remote, low significance
	Sunny, clear
	Pathogens/ toxins for which there are remedies and for which remedies are readily available
	Injection into individuals
	Not considered at risk for CBW


B.  Intelligence and Security Forces

1.  What background information is essential for the commander to understand the role intelligence and security forces play in increasing overall force protection?
AFH 10-2502: 107-108, security forces checklist
AFH 10-2502: 127, intelligence checklist
AFI 41-106, Section 1.8, Medical Intelligence Officer Requirements

· Coordination between Intelligence and Security Forces, in addition to integrating their roles and responsibilities into a larger response approach, can prove extremely beneficial in mitigating impacts 

· Open communication channels and fluid coordination will be critical in a time-intensive response plan 

· Detailed intelligence will drive commanders’ decisions regarding physical security of the base and force protection at large since, unlike CW, there are very few detection devices available for BW.  As a result, the commander must rely on timely and accurate intelligence for decision making

· CONUS installations may not be as affected by critical damage to communications infrastructure

2. What critical issues does the installation need to address?

· The role of security forces is important in determining the origin of a biological attack, method of delivery, and infrastructure vulnerabilities that present opportunities for further attacks

· Physical protection, entry/exit control, and perimeter actions all have implications for the ability of an adversary to attack an installation with a biological agent

· Physical security of food and water supply – an integrated approach by security forces, services, medics (bioenvironmental engineers, public health, etc), OSI,  intelligence.

· Command and control must be well organized, with an understanding of the commander’s intent and with regard to the role it must play in the BW environment .

3. What options does an installation have to minimize vulnerability to biological attacks and maximize resources to prevent/detect an attack?

· Review Force Protection plan to ensure that all appropriate functionals are involved and represented

· Convene installation threat working group to consider current threats

· Review vulnerability assessments to identify, mitigate, or correct deficiencies 

· Provide inputs to local contingency plans and exercise regularly

· Develop, coordinate, and execute plans with local law enforcement and other response agencies (host nation security forces when overseas) 

· Base appropriate force protection conditions (FPCON) on current threat and situation (augmented for localized threats)

· Determine the size and orientation of the security perimeter. This is important as it relates to whether an adversary can get close enough to release aerosolized agents. If there were prevailing wind direction, expanding perimeters would limit the ability to release biological agents through mortar or aerosol delivery. 

· Intel and OSI need to know what information (threat signatures) the commander requires in order to determine an appropriate force protection conditions (FPCONs)
· Identify vulnerability points and mechanisms in place to ensure protection of base assets

· Establish increased security and monitoring in high vulnerability areas (e.g., HVAC air systems, food and water sources and dissemination points) when Intel information warrants such actions

· Prepare to sustain increased operations, on a 24 hours basis, for extended periods of time

· Define antiterrorism measures that can be conducted at random during various FPCON conditions

· Identify which programs can and will be augmented in the event resources have to be shifted to support physical security requirements (e.g., entry/exit control, physical inspections, equipment inspection and monitoring)
4. What are the limitations in the areas of intelligence and security?

· FPCON responses thus far have not fully considered the range of potential BW attack means (covert attacks to include contamination of food and water supplies)
· Security forces are not trained or equipped to look for BW agents (e.g., vials, packages, etc). In many instances, vials can be the size of a fountain pen. Nor are they well trained to monitor for sign of a BW attack continually – even without a weapons events or a detector alarm

· The potential for a biological attack will place high demands and stresses on limited manpower and resources

C.  Biological Familiarization Training

1. What background information is essential regarding familiarization training personnel (both functional-specific and cross-training) on biological warfare aspects?
AFI 41-106: Section 5.10, Unit Disaster Response Training Requirements, and Section 5.11, CBWD Training
· An effective approach to countering biological warfare must integrate numerous functionals who play an important role in all phases of preparation and execution (e.g., medical, civil engineering, security forces, intelligence, weather, etc.)

· Due to the lack of biological warfare-specific training, most personnel will have limited understanding of the BW threat and operational implications

· A basic knowledge of biological warfare issues and possible scenarios has the potential to mitigate impact to resources, personnel and equipment in the event of an attack

· Lack of training and knowledge in biological warfare may result in mass panic and hysteria following a real or suspected biological attack

· Most personnel have received little or no training in biological warfare issues, and as a result, the general perception of how to operate in such an environment is largely taken from chemical lessons learned, which may or may not be applicable or useful

· Specialty personnel may require refresher training

· Increased access to facilities and expertise in CONUS will enable rapid training on a greater scale

2. What critical issues does the installation need to address?

· Mission-essential requirements need to drive the scope and development of training

· Certain functionals could benefit from cross-training and exercises to increase their understanding and response to biological warfare attacks (e.g., medical personnel could benefit from receiving training in intelligence concerning adversary capabilities such as most likely agents, thickening processes, and delivery methods)

· De-coupling biological warfare from chemical warfare enables personnel to address the threats more effectively (e.g., decontamination of personnel vs. equipment; increased inhalation risk vs. contact hazard; use of masks to prevent spread of disease)

3. What options are available for the commander to institute a biological familiarization program to increase overall biological warfare readiness?

· Roles and responsibilities of functionals should be reviewed to limit redundancy of efforts, and ensure all vulnerabilities are corrected or mitigated
· Develop an educational pamphlet or instructional course that outlines biological agent symptoms, signs to look for, and steps to take in the event of a suspected or known attack

· Pre-identify personnel trained and knowledgeable in various aspects of biological warfare and arrange for small or large group training

· Ensure medical personnel and health providers are trained to diagnose BW related diseases. Provide refresher courses as needed

· Address installation specific issues that require attention and training (e.g., how to monitor food and water supplies based on existing capabilities and personnel)

· Training medical personnel in proper care and movement of casualties to limit nosocomial spread of infections

4. What are the limitations facing the installation in developing and implementing such a biological familiarization programs?

· Information and expertise is currently stove-piped in functional areas, with little cross-flow or knowledge thereby increases the challenges to receive real or near-time data, procedures, or other critical information

· A visible cadre of experts in biological warfare is not readily identified or accessible in many instances. Identifying who would be qualified to train personnel would be difficult

· Training personnel (NBC training personnel) often lack knowledge of issues such as agent weaponization, delivery means, potential threat agents, agent effects, incubation periods, quarantine and disease control procedures, and decontamination of patients

· Availability of qualified personnel to train others is limited







	Sample Functional Group
	Cross-Training Needed

	Medical Personnel
	Potential agents (type, amount)

Delivery means (aerosol vs. food/water) 

Agent form (wet or dry)

Evacuation procedures

Biological detectors

Naturally occurring vs. BW attack

Biological identification systems/tests

Epidemiology

Medical countermeasures for each agent

Agent specific patient decontamination

Presumptive ID technologies

Signs and symptoms of BW agent exposure

BW agent medical surveillance

Quarantine procedures

	Civil Engineering
	Potential agents (type, amount)

Delivery means (aerosol vs. food/water) 

Agent form (wet or dry)

Biological detectors

Naturally occurring vs. BW attack

Agent specific decontamination

Hazard plotting, warning, and reporting system

	Security Forces
	Delivery means (SOF)

Perimeter defense plan relative to covert release potential

	Weather
	Weather and terrain factors in hazard modeling

Weather support to long distance (> 20 kilometer) transport

	Intelligence
	Potential agents (type, amount)

Delivery means (aerosol vs. food/water) 

Agent form (wet or dry)


D.  Fundamentals of Meteorological Principles

1. What background information should the commander know about the effect of weather on biological defense?
AFH 10-2502: 124, weather checklist
· Biological agents rate of decay (persistence of the threat) are affected by temperature, humidity, and ultra violet light.  These factors are typically associated with the time of day.

· The distribution of aerosolized BW agents is highly dependent on wind speed, direction (advection), atmospheric stability, and terrain.

· Aerosol attack (missile, artillery, sprayer) is generally more hazardous during the night when meteorological conditions facilitate attacks.

· Weather or time of day is NOT a reliable predictor of the biological threat or its associated health hazard.  Deadly attacks can occur in most weather conditions.

· However, calm wind conditions can significantly increase the hazard exposure and health risk.

· Local terrain affects atmospheric mixing, bio degradation, and agent dispersion

· Weather and terrain are significant factors for placement and operation of airborne-agent detectors.

2. What are the critical weather issues for biological defense?

· Current weather for hazard prediction, detection, and warning.

· Local meteorological patterns will help determine the optimum placement and operational parameters for stationary airborne detectors like Portal Shield.

· Knowing the current wind speed, direction, and atmospheric conditions allows estimates of the location of downwind hazard areas.  This provides the basis for warning populations in the agent’s projected path.

· Weather records for attack reconstruction and hazard assessment.

· Knowing the weather conditions during and after the attack allows more accurate estimates of the location and extent of the hazard area.

· Detailed and comprehensive weather samples and records are important elements for determining the post-event hazard assessment.

3. What actions should be taken to provide meteorological readiness for BD?

· Establish a meteorological “baseline” that optimizes placement and operation of stationary airborne agent detectors like Portal Shield.

· Pre-prepare hazard “templates” that allow evacuation planning and quick estimates of the extent of agent attacks for likely attack locations and delivery means (weapons).

· Establish methods to increase the number of locations and frequency of meteorological measurements.  More sample locations and more frequent sampling can dramatically improve the ability to estimate the extent of the attack.

· Maintain accurate records to facilitate reconstruction of the attack and the associated location and extent of the hazard.

4.  What are the limitations and uncertainties related to weather issues for BD?
· Even a well-established local meteorological baseline will not necessarily predict weather conditions during an attack.

· Even with good weather data, estimates of the location and extent of airborne hazards is imprecise.

· Numerous variables (weather features, time of day, delivery means, agent type, terrain, etc.) dynamically interact to affect the nature and extent of the hazard.  This complexity makes hazard risk assessments difficult and uncertain.

· Even the best models, using the ideal weather data, do not consistently produce reliable estimates of hazard exposures and health risks.

E.  Preventive Medicine

1. What does a commander need to know about preventive medicine?
AFJI 48-110, Immunizations and Chemoprophylaxis: 4, comparative service immunization chart


· Preventive medicine is aimed at preventing or containing the outbreak of a disease
· Preventive medical measures can significantly reduce the number of casualties 
· Rapid determination of the identity (i.e., classification, behavior, pathogenesis, modes of transmission, diagnostic modalities, and available treatments) of specific bio-agent utilized in a suspected/confirmed BW attack determines which medical preventive options can be taken and improves their effectiveness

· Effective medical preventive measures depend on when in the chronological progression of the disease the commander has knowledge of the attack.  That is, was there advanced warning of attack, a detector alert, people presenting with symptoms, etc.?   

· Prophylactic measures are treatments and actions taken prior to an event to prevent the initial development or progression of a disease or infection, or those treatments and actions taken subsequent to an event to prevent the development of or to mitigate the severity of a bio-agent 

· Prophylactics can significantly reduce the number of casualties, provide psychological reassurance to personnel thereby reducing worried-well impacts, and ultimately minimize the overall stresses that will be placed on an installation’s medical system after a biological attack

· Vaccines and anti-microbials can be highly effective prophylactics against certain, but not all, pathogens or toxins if taken prior to an attack, or post-attack before the onset of symptoms 

· Therapeutic measures are treatments taken and actions taken subsequent to the initial development of a disease in order to remedy the disease or to support the patient’s recovery

· Antibiotics can be highly effective therapies against certain, but not all, bio-agents

· Antivirals may be effective against certain viral agents

· Antitoxins can be highly effective therapies against certain, but not all, toxins, but have side effects
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2.  What critical issues face the installation concerning preventive medicine?

· OCONUS installations may have difficulty accessing critical preventive therapies or personnel medical records

· All immunizations are tracked by the Air Force Immunization Tracking Application and sent to different repositories 1) Brooks AFB and 2) DEERS database.  The immunization status of any service member can be retrieved from the DEERS database or from the local AFCITA database to develop a base specific vaccination profile.

· Unvaccinated personnel, personnel whose vaccinations are out of date, or personnel whose vaccination status is incomplete (such as when a series of shots are needed for complete immunological protection) or unknown increase operations vulnerability

2. What options does a commander have to maximize preventive medicine measures and minimize the number of casualties and operational impacts?

· Understand the advantages, disadvantages, and risks of administering vaccines and/or side affects 
· Understand the critical differences in the timing of various medical preventive measures
· Understand that CONUS installations may falsely assume that they have little need to institute preventive medical measures
· Ensure the immunization status of all active duty personnel
· Determine availability/proximity of all medical preventive measures for your installation, as well as the availability of personnel to implement them 
· Assess stock, supply, and date of expiration of medical packages to the installation to determine treatment prioritization and options 

· Prioritize who should receive medical preventive measures should they be in short supply

· Consider the medical options given proximity of preventive measures
· Consider alternatives for accessing additional pharmacy stocks (National Pharmaceutical Stockpile Program [Centers of Disease Control and Prevention])

	Pre-Exposure
	Post-Exposure
	Post-Exposure

	Preventive Regimens
	Prophylactics 
	Treatments

	Vaccines
	Vaccines
	Vaccines

	· Can be highly effective

· Pathogen specific

· Have not been developed for all pathogens

· May require an inoculation regimen difficult to compress

· May not be completely effective

· May be ineffective depending on time lapse since last inoculation

· Ineffective against toxins

· Many under investigational status

· May have adverse side affects

· Limited availability of some vaccines

· They may have interaction affects when taken together


	· Can be highly effective

· Pathogen specific

· Multiple doses may be required for optimal effectiveness

· May not be completely effective

· Ineffective against toxins

· Limited availability of some vaccines
	· Highly effective prior to onset of symptoms

· Pathogen specific

· May require multiple doses for optimal effectiveness

· May not be completely effective

· Ineffective against toxins

· Limited availability of some vaccines

	Routine Medical Surveillance
	Antibiotics
	Antibiotics

	
	· Highly effective against some pathogens

· Pathogen specific

· Must be taken before the onset of symptoms to prevent disease for optimal effectiveness

· Must be taken for the entire prescribed course for optimal effect

· May have adverse side effects

· Prolonged use may compromise immune system

· Natural evolution and genetic engineering can produce pathogens immune to antibiotics
	· Highly effective against some pathogens

· Pathogen specific

· Ay have adverse side effects

· Prolonged use may compromise immune system

· Must be taken for the entire prescribed course for optimal effect

· Natural evolution and genetic engineering can produce pathogens immune to antibiotics

	Establishment of toxin free areas
	Protection of toxin free areas
	Antitoxins

	IPE utilization upon warning of possible attack
	Marking contaminated areas
	

	Basic personal hygiene
	Limiting access to contaminated areas
	

	
	Basic personal hygiene
	


3. What are the limitations of preventive medicine measures?

· Vaccines have not been developed for all agents.  Many vaccines are still in the investigational new drug status (IND).  This status means that they have not been approved for use in the general populace by the Food and Drug Administration (FDA).There must be an FDA approved protocol in place for these particular medical countermeasures  to be used. 

· Vaccines may not be completely effective (e.g., Plague—bubonic v. pneumonic) or ineffective depending on time lapse since last inoculation

· Vaccines may have adverse side affects  

· There is limited availability of some vaccines

· Some vaccines may require a series regimen over time that is not as effective if  compressed (although often any vaccine is better than not initiating the regimen) 

· The simultaneous administration of multiple vaccines may produce side effects

· Antibiotics are not effective against toxins or viruses (to include bottox, and smallpox)

· In a post-exposure situation, the effectiveness of many antibiotics is heavily dependent upon their administration within the first few days of exposure (prodromal phase)
· Prolonged use of antibiotics in a pre-exposure situation to prevent infection must be balanced against the risk  due to the potential to compromise the immune system, drug administration side-effects (i.e., diarrhea, cramps, nausea), or select antibiotic resistance of the biological agent.
· Several agents have already been genetically engineered to be resistant to various antibiotics (e.g., some new anthrax strains developed are resistant to penicillin)
· Bacteria, even in the absence of genetic engineering, have the capability to naturally mutate in the presence of antibiotics and may become resistant
· Antitoxins are not generally accessible immediately for OCONUS installations, despite the immediate need for administering such treatment in the event of exposure
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F.  Medical Surveillance

1. What does a commander need to know about medical surveillance?
AFH 10-2502: 67, Indicators of Non-BTW BW Attack 
· The first indication of an attack may be personnel presenting with symptoms—which may not occur until after a lengthy incubation period 

· MTFS perform medical surveillance of disease incidence and of syndromes associated with biological agents.  All daily Ambulatory Data System information from each medical treatment facility is extracted by the Department of Defense Global Emerging Infections System (GEIS) and evaluated by Electronic Surveillance System  for the Early Notification of Community-Based Epidemics (ESSENCE).

· Careful tracking of disease spikes is critical to an effective detection system 
· All bases are required to do basic disease tracking, even if (delayed) retrospective by paper method or record review.
· Personnel, and even some medical personnel, may not be trained to identify or diagnose BW-specific symptoms
· BW can be transmitted via food or water although large water supplies are difficult to contaminate because the water dilutes the concentration of toxins or microorganisms and because standard water treatments inactivate most BW.  Water could be used as a vehicle for biological attack if water was contaminated near the end-user 

· Establishing an environmental baseline is important to help note variances from the baseline that may be attributable to a BW attack
2. What are the critical issues the installations must resolve?

· Some diseases are naturally occurring in regions where installations are located. Knowledge of how these diseases are contracted, transmitted, and symptomatically manifested is critical for medical surveillance to serve as a trigger that a biological attack has occurred

· Periodic sampling and testing of food and water can help determine if an attack has occurred.  How often does the installation conduct such testing?  Is water purified at the source or closer to the end use?  
· Rapid recognition of symptoms that may be associated with BW is critical  
· Is the installation’s populace, and particularly medical personnel, trained on likely agent threats and their symptoms?   
· Spikes in certain symptoms or patterns could indicate a BW attack.  Does your installation participate in Global Expeditionary Medical System (GEMS), or have access to other databases to track and monitor such information?  How often is information updated?  How is it evaluated?  Is information shared and linked with other Services, Allies, and surrounding populations?
· Surveillance is optimized when there is an integrated approach across functionals, including the medics, (medical providers, public health, bioenvironmental engineers),  Civil Engineering (CE) personnel, and Community public health officials (if these personnel are available)
3. What actions can a command take to increase the effectiveness of medical surveillance as a trigger for a biological attack?

· Establish a baseline of detector response to water, soil, and air.  Review local/regional endemic diseases. 

· Develop a baseline profile of the water and sample food and water supplies periodically—or more frequently in high threat periods.  Ensure plan in place so protect food and water (see Force Protection Options Section).  Implement Guide to Food and Water Vulnerability.

· Provide updates to personnel on symptoms associated with high threat agent sand ensure medical personnel are briefed to look for such symptoms

· This needs to be balanced against the potential for “worried well” who associate symptoms of commonly occurring diseases or infections with a BW agent)

· Develop system of tracking diseases that is updated and analyzed regularly

· Establish information sharing with surrounding hospitals and clinics

· Ensure an integrated approach to BW surveillance across functional lines

· Determine accessibility of a regionally networked database that tracks spikes in certain disease symptoms, which could provide an early warning of the presence of an agent  

· Train and assign personnel in the use and data interpretation of such a database

4. Limitations related to medical surveillance

· Many BW-related diseases can result in vague, nonspecific symptoms during the early stages of illness and will be difficult to differentiate from naturally occurring diseases. Classic, fully differentiated syndromes may not be apparent until late in the clinical course 

· Personnel may not be familiar with BW agents and the expected signs and symptoms.  Personnel may not seek medical treatment early

· Many medical personnel have little clinical experience in recognizing BW-related disease or infection and possible difference in clinical presentations from a naturally acquired disease versus disease cause by a biological agent release.

· Relatively few hospitals and clinics have networked databases to track symptoms to cluster and identify similar medical situations and diseases rapidly

Medical Surveillance Technologies
	Name
	Capabilities
	Limitations

	Ruggedized Advanced Pathogen Identification Device (RAPID)
	· Detects and identifies various microbes automatically analyses samples for the presence of any given DNA  sequence

· Capable of analyzing 32 samples < 20 minutes

· Interim diagnostic test for infectious diseases. 
	· Not FDA approved. 

· Done outside Joint CBD Program for ID of pathogens of operational concern. 

	Joint Biological Agent Identification and Diagnostic System (JBAIDS)
	· Off the shelf technology
	· Not FDA approved

· Probe development and FDA approval necessary for diagnostic use


	Lightweight Epidemiology and Advanced Detection, and Emergency Response System (LEADERS)
	· Enables critical decision-making data to be placed in a command suite providing commanders with critical information 

· Provides real time analysis of medical data to identify presence of covert or naturally occurring bio event

· Clinical data is collected using lab ID tools such as RAPID

· Data stored and analyzed at a central repository

· Alarm generates certain patterns or spikes of symptoms
	

	Global Expeditionary Medical System (GEMS)
	· Worldwide alert network

· Detects trends in symptoms and diagnosis among deployed military patients

· Comprised of a patient encounter module, theater epidemiology module, and theater occupational module

· Identifies and tracks diseases in real-time
	


G.  Clinical Diagnostics

1. What background information is required for the commander to understand the role clinical diagnostics play in counter-biological warfare?

· Rapid identification of agent allows the commander to make quick decisions on medical countermeasures and treatment

· Because BW detection is limited, the first sign that an attack has occurred may be personnel presenting with common symptoms of an agent. 

2. What critical issues does the installation need to address?

· Assess the capabilities your installation has in place to distinguish agents/potential threats, e.g., Gram staining, Enzyme-Linked Immunosorbent Assay (ELISA), Polymerase Chain Reaction (PCR)  

· Assess what agents can your base identify and which can it cannot identify (to help rule out certain treatment courses of action) on site

3. What options does an installation have to maximize diagnostic assets?


· Determine contingency plans for administering medical countermeasures absent confirmation of the BW agent employed in the attack  

· Identify alternate/temporary lab facilities in the event the primary facilities become contaminated or destroyed during an attack

· Develop plans and procedures to transport samples to another laboratory

4.  What are the limitations of clinical diagnostics?

· Not all facilities or deployed teams can identify all agents

· Redundancy in diagnostic capability required for effective identification and response
· Active linkage with medical monitoring/surveillance improves early warning capabilities.
Clinical Diagnostic Technologies
	Name
	Time to Results
	Agents Identified

	Enzyme-Linked Immunosorbent Assay (ELISA)
	·  
	· 

	Polymerase Chain Reaction (PCR)
	· 
	· 


	Gram Staining
	· 
	


H.  Sampling and Chain of Custody Issues
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1. What background knowledge is useful for the commander to know regarding chain of custody responsibilities? 
AFI 48-109, Epidemiological Services:  general tasking, function, coordination of different divisions within AF 
AFH 10-2502:  46, general comments on sampling teams, testing, transportation
· Chain of custody requirements ensures the security of samples and prevents tampering

· Samples/specimens must be appropriately packaged, labeled and evacuated to a lab for confirmation of a BW attack

· Each bio-agent may have a different sampling protocol and a different chain of custody protocol

· Each chain of custody must be recorded with date and time of change
2. What critical issues does the installation need to resolve
?

· How will samples be transported?  If the installation is depending on CRAF, what are the alternatives in the event CRAF will not fly? 
AFI 49-136, Agency for Toxic Substances and Disease Registry Programs:  general tasking, function, coordination of response to detection of toxic substances 
· Is there a plan in place for ensuring appropriate chain of custody rules are followed?
· Are supplies and personnel available to package, label, and evacuate the samples?
· What transportation methods will be used?  Will the use of military aircraft to transport samples interrupt operations?
· What is the potential for OCONUS installations to utilize host country national laboratories for analysis or confirmation of analysis?
3. What are the appropriate action/options to take?

· Assess procedures and plan for when samples will be transported.  Under what circumstances samples will be sent for definitive testing, and what actions will be taken in the interim to protect personnel and mitigate operational setbacks

· Develop a contingency plan for transporting samples rapidly

· Develop contingency plan for analyzing samples

· Acquire materials to certify, package and label samples appropriately and develop a checklist for personnel to follow

· Prioritize flight schedules if transportation is limited

4. Limitations

· Positive identification could take 2-3 days – up to weeks, depending on ability to transport and the agent suspected or identified by confirmatory testing..
· Samples may be tainted; requiring retakes, and thus, more delays.
· On site analytical capabilities equipment may be limited, requiring remote analysis

I.  Detection and Identification

1. What information is essential to understanding effective bio-detection?
AFI 48-109, Epidemiological Services
AFI 48-136, Structure of Epidemiological Services and Tasking, Agency for Toxin Substances and Disease Registry Programs, legal mandates for public health assessments
· Current detectors do not provide robust detection of a BW attack. A commander may need to take protection and treatment measures absent a confirmation of agent  

· A strategy to optimize the use of an installation’s “cascading hierarchy” of detection assets (aerosol detection and sampling; pure aerosol, independent hand-held assays, and clinical diagnostic tools) improves detection potential

· BW attacks may initially be indistinguishable from other attacks and symptoms may be difficult to differentiate from other ailments

· Difficulty of confirming an attack makes it hard to know when to signal “All Clear” for personnel to de-Mask and traditional de-MOPPing instructions are ineffective in a BW environment (e.g., de-mask and breathe and see if effects) since the onset of BW symptoms is delayed

2.  What critical issues does the installation need to address? 

· What is the sampling interval and cueing plan in the case of a suspected BW attack?

· Maintenance and use of detectors can be personnel and resource intensive, but is essential to accurate detection.  Are there sufficient trained personnel; are enough consumables available for frequent sampling?

· What laboratory capabilities are available to support agent analysis?

· Clinical diagnostic tools complement or replace detectors since personnel presenting with symptoms may be the first, or best, indication of BW attack.  How are the installation tracking spikes in diseases, patterns of illness, and other pertinent information?  How will this information be evaluated and relayed to the commander? (See Medical Surveillance under Medical Preparation)

· How will the commander know when it is safe to call for de-masking?

· Since false positives may occur, how will the installation decide when to ignore or act on a detector alarm

· What could/would be the trigger to initiate prophylactic treatments?

3. What actions does an installation need to take/what are the options available?


· Detection capabilities have limitations and the installation will need to utilize all of its capabilities in a concerted way to optimize capability

· Inventory installation’s “cascading hierarchy” of detection systems, including type and number of mechanical detection devices and type and quality of medical surveillance and develop work-arounds where possible

· Match detector capabilities with likely agents/threat (e.g., ensure Portal Shield is programmed to detect the most likely threat agents)

· Diversify detector assets to capture a wider range of agents (understanding the need for redundancies in agents across more than on sensor)

· Develop placement plan that optimizes detectors, taking into account geography, wind and weather patterns, and likely areas of attack. Try to build in redundant capabilities in high threat areas.  Avoid plans that are based on exigencies rather than accuracy

· Plan to cue sampling in the event of any kind of attack

· Increase frequency of sampling intervals under higher FPCON 

· Ensure adequate supplies of consumables for increased sampling tempo

· Ensure sufficient numbers of trained and exercised personnel to maintain, and deploy detectors and evaluate results

· Monitor sampling quality and analysis to improve confidence in results

· Develop plan to determine when/whether an “All Clear” can be issued that includes a risk v. mission need assessment, a plan to expedite laboratory determination of a sample via rapid transport (if required), a checklist of indicators and information to frame the decision, others 

4. What are the limitations in detection assets and capabilities?


· Many BW detectors do not detect all agents or classes of agents, e.g., each Portal Shield sensor can only sample 8 agents simultaneously

· Many detectors take samples at set intervals that may not be sufficient to detect events should they occur between sample times

· Some systems, particularly in high bacteria environments--such as the desert or smoggy urban environments-- have difficulty discriminating changes in particle counts. This may result either in false positives (indicating a BW attack when there has not been one) or false negatives (missing jumps in particle count that indicate presence of BW)

· Aerosol detectors--very common in the field-- may only “see” problems at a certain concentration level of agent. This can result in detectors reading negative even though lethal levels of agent are present  

· Some systems, even if they identify presence of agent and type, may not be able to differentiate endemic (which is not harmful) from lethal strains of agents 

· Detector placement and redundant sensors can affect accuracy of detector systems

· Detector cueing may not cue automatically in the event of an attack

· Limited ranges for aerosol detectors means a detector could miss an event if it is not placed in close enough proximity to the event 

· CONUS installations do not currently have biological agent detectors in place, but the current Installation Defense initiative will change this over time.

	Technology
	General Capabilities
	Limitations

	Portal Shield


	Networked detection system that provides base-wide coverage capable of running 24 hours a day.

Can be used to detect water.
	· Less than 10 installations have PS

· Limited sampling area; aerosol cloud detection only

· Spurious triggers caused by local environmental conditions

· Agent identification – 8 threat agents

· Detects set number of agents at one time

· Most accurate when there is a baseline established for the environment

· Particle count  mode detection possible with LOW background

· Sample collection and assessment at or above levels of biological agent which cause illness

· Sample collection time and test  may result in alarm after exposure

· A networked system -- requires 2 sensors for particle jump activation to save and test a sample

· Maintenance intensive

	PBAS (formerly SPINCON)


	Adaptation of SPINCON technology for insertion into Portal Shield system, although not always part of Portal Shield

Particle collector and concentrator. 

Sample can be spilt for local or laboratory use. 

Can use any technology for ID after sample is collected
	· Not a networked system. If not pre-positioned, then traditional manual samples may need to be taken

· Operates only when activated. 

· Does not provide 24-7 coverage, and must be turned off to test samples with Hand Held Assays (HHAs)

· In some instances, two or more SPINCONs work in tandem to provide the constant coverage Portal Shield provides

	DoD Sampling Kits


	Can be used directly (manually) to detect, or in conjunction with a system (e.g. Portal Shield)

Quick screen of suspect packages/samples (analogous to M8 paper); good shelf life; low false positive rate (.5%); easily taught, deployed and operated
	· Not all agents are able to be identified

· One time use only

· Strips must be changed out to target a specific agent

· Not able to test food, water, or surface samples containing dirt/dust/other interferants

· Not a “rule out” test


J.  Physical Protection Measures

1. What background information does the commander need to know about physical protection measures? 
Draft Interim Guidance for Food and Water Systems Force Protection, November 2001
AFMAN 10-2602: 83, Individual and Collective protective Measures
AFI 48-116, Food Safety Program

· Recognize that the particular bio-agent, its deposition, the intensity of the attack, means of delivery, and the availability of equipment influence command decision making
· Identify food and water vulnerabilities; assess risk and apply resource to mitigate the risk.
· Recognize the necessary steps in reducing contamination/recontamination: contain, neutralize, decontaminate, treat, appropriate disposal of contaminated materials, etc.
· Risk cannot be totally eliminated by utilizing masks, but it can be significantly reduced with choice of mask and proper implementation

· Recognize that simple practices and alternative procedures can reduce the biological threat significantly
     
2. What critical issues about physical protection measures does the installation need to consider?


· Be aware that certain bio-agents are amenable to insect and animal vector transmission, e.g., yellow fever, Ebola, Jakob-Kreutzfeld Syndrome, bubonic plague, encephalitis, etc.
· Do not presume that an attack against food or water could not occur before an increase in FPCON. Supplies can be vulnerable to contamination, as certain agents are conducive to being used covertly in this manner
· Covering food, boiling drinking water or using bottled water, filtering water, and treating water with disinfectants will all reduce the likelihood bacteria and viruses can develop
3. What physical protection measures/actions or options are available to the commander to minimize the effects of a biological warfare attack?

· Receive and review threat assessments. An operational risk analysis of agents and their effects will be useful in protection planning
· Develop procedures for basic hygiene (washing hands, utilizing masks, avoid exposure, proper disposal of infected materials, etc.) during increased threats, or after a biological event. Following good hygiene is effective in reducing or eliminating certain kinds of pathogenic contamination, transmission, and recontamination
· Train personnel in simple practices and procedures to reduce infection and contamination: donning a mask, covering one’s nose and mouth with a wet T-shirt, closing one’s eyes, closing windows, turning off ventilation systems, wearing latex gloves, seeking shelter, etc.
· Identify food assets from farm to fork. Identify approved course food procurement system for military personnel.
· Conduct operational risk management for food and safety security. This will enhance food safety and security by minimizing risk as each step in food production and dissemination
· Ensure effective pest/insect control to reduce/eliminate vector transmission
· Ensure close communication with water safety agencies and the food industry 
· Develop procedures to treat water on site or have other sources of water for use on site for emergency use
· Conduct baseline analysis of food and water supplies, and develop procedures for ongoing monitoring for changes

· Leftover foods should be monitored to ensure appropriate disposal. This prevents hazardous foods from being re-served or mixed with the next meal

· Eliminate the potential for inside compromise or covert entry. Keep personnel from entering areas they should not enter using restricted entry means such as guards, locks, or detection systems

· Conduct pre-hiring screening of personnel with access to ventilation systems, and food and/or water supplies

4. What are the limitations concerning physical protection measures?

· Water can be obtained from surface sources such as rivers and lakes and from groundwater. Ensuring the safety of water based on the source might prove difficult in regions where regulatory agencies and safety standards are absent, or do not practice efficient water purification processes
· Rapid deployment to areas where pre-sanitary certification of foreign-based suppliers may be limited or absent which would increase health risks from alternate subsistence procurement practices
· CONUS bases will not have masks or other protective equipment issued to personnel
	Agent
	Devices
	Effectiveness
	Length of time 

Required to 

De-mask
	Lethality

	
	Mask
	Expedient protection
	No protection
	
	
	

	Anthrax
	
	
	
	
	
	

	Plague
	
	
	
	
	
	

	Tularemia
	
	
	
	
	
	

	VEE
	
	
	
	
	
	

	Smallpox
	
	
	
	
	
	

	Bottox A
	
	
	
	
	
	

	Ricin
	
	
	
	
	
	

	SEB

	
	
	
	
	
	


K.  Warning, Alert, Reporting, & Notification

1. What background information is essential to prepare for and execute a warning, alert, reporting, and notification system for biological attacks?
AFI 51-401, Training and Reporting to Ensure Compliance with the Law of Armed Conflict, outline of investigation requirements of report of BW use in wartime
AFH 10-2502: 54-60, notification process and resources with CONUS and OCONUS breakdown
AFH 10-2502: 121, public affairs checklist
AFH 10-2502: 125-126, communications checklist
AFMAN 10-2602: 46-47, warning times for TBMs, aircraft
AFMAN 10-2602: 63-68, attack warning signals
· Recognize that the entire military community at large must be alerted to and notified of BW threats and attacks 

· BW warning and reporting may involve the adjacent civilian community

· Risk communication is an important element of BW reporting

· Military and civilian BW alert, warning, and reporting are different

· NBCWRS (ATP-45) and OPREP3 (NCA) procedures apply

· BW agents are often difficult to detect and identify at base level, thus warning may not occur

· Recognize that NBC warning and reporting occurs within the well-established force protection definitions and guidelines

· Recognize that BW training for the military community at large is necessary for effective warning, alert and response to BW threat

· Recognize that Standard Operating Procedures (SOPs) for full blown response must be employed if attack is assumed

2. What are the critical issues and BW implications for warning and reporting procedures?

· To follow protocol defined by NBC Warning and Reporting System (NBCWRS) adapted from NATO ATP45 (B)

· The normal NBCWRS serves as the basis for reporting suspected BW for the military but it must be adapted to report BW

· For example, BW includes a range of threats not limited to an airborne attack as originally developed 

· Terrorist attacks or subversive contamination of food and water can be reported utilizing the format outlined in the NBCWRS

· To be effective, reporting frequency and longevity should coincide with the persistence of the threat

· The surrounding civilian community will need a simplified reporting format

· Post event review of the effectiveness of warning, reporting, notification, and alert procedures are critical to future response to BW threat

3. What BW-specific options or actions are available to ensure a viable BW warning and reporting system?

· Pre-prepare warning and notification messages that provide agent-specific information

· Establish liaison and rapport with civilian authorities to facilitate alert, warning, and BW risk communication

· Recognize that warning, notification, and alert procedures become SOPs for bases at high risk for BW attack

· Establish liaison with the surrounding civilian community (police, public health, communications/media, etc.) 

· Develop plans to ensure timely and easily-understandable alerts and notifications

· Avoid using military jargon

· Provide frequent updates

4. How does use of weapons limit or impede warning and reporting?

· There may be no alert and warning if the BW attack goes unnoticed until casualties appear.

· Difficulties and delays in agent identification and confirmation may impede notification and reporting

· Problems with NBC reporting compliant to ATP45 Bravo include multiple areas involved for fixed-site operations (e.g., wind stability, speed, direction are all relative to area in question, this increases the likelihood that the hazard predictions are not entirely effective 




L.  Treatment and Casualty Management
1. What background information does the commander need to know about treatment and casualty management?
AFH 10-2502: 109-111, medical services and casualty care and management checklist
AFMAN 10-2602: 26-30, details on casualty management
AFMAN (I) 44-156, Treatment of Biological Warfare Agent Casualties
· Treatment options may be determined by when and how a BW attack is detected

· Effectiveness of treatment is time-sensitive for many BW agents, so theater-specific planning and preparation are critical to the continuation of operations

· A BW attack has the potential to overwhelm an installation’s medical resources because of limited treatment facilities, and a reliance on aeromedical evacuation agreements with local facilities which may not be in effect after a BW attack

· The commander may need to make a decision to initiate treatment absent a confirmation of BW attack or agent type since some treatment regimes are time sensitive

· Some infections/diseases have no specific treatment regimens 

2. What critical issues does the installation need to consider?
AFH 10-2502: 51-53, guidelines on site management operations for WMD
· Capability of the installation to manage casualties

· How comprehensively can personnel be treated?  

· How reliant is the system is on Memorandum of Agreement (MOAs) with local facilities, and are there contingency plans should those not be in effect post-BW?

· The likelihood MOAs will be honored in the event of a BW attack

· Options if local facilities to are overwhelmed with civilian patients   

· Plans for prioritizing treatment of personnel (e.g. based on likelihood of survival, mission requirements, etc.)

· Number of beds available for supportive therapy

· Adequacy of medical facilities to handle patient overflow

· Options for expanding medical care capacity should it be needed

· Preparation for the care of indirect casualties (i.e., those caused by side affects from treatment, the “worried well,” dehydration and heat stress casualties caused by IPE, etc.), and quarantine of personnel suspected of biological agent exposure 

· CONUS commanders must prepare for at least a 10 day forecast of patient loads from theater commanders and identify resources for treatment and recovery of BW patients

· Number of qualified personnel available to assist in decontamination

· Preparation and equipping of specific areas close to point of contamination for contaminated casualties

· Preparation and equipping of specific areas for patient isolation  

· Evaluation of how biological agent contamination might preclude routine clinical/surgical care and routine transport for that care (restriction of movement)

· Time-sensitivity of anti-bioagent treatment and availability of treatment supplies in theater

· Prioritization scheme for dissemination should supplies be short

· Is sufficient equipment on hand to treat patients presenting disease symptoms (e.g. respirators, ventilators, IVs)

· Are there plans for restocking critical medical treatment supplies
· Understand side effects of treatment regimes on operations (e.g., diarrhea and flight capability)
3. What actions does an installation need to take/what are the options available?

· Emphasize preventive medicine to reduce casualties (see chart)

· Develop a plan for casualty overflows, taking into account personnel and supplies required to maintain multiple facilities, transport patients, etc.

· Develop action plans to account for indirect BW casualties, including “worried well” 

· Develop prioritization criteria should the system be overwhelmed

· Ensure personnel are assigned and trained to assist in patient decontamination

· Designate patient decontamination areas and practice decon procedures

· Consider requesting additional supplies of treatments be made available to the installation theater

· If antitoxins or antibiotics are not readily available, assessment should be made as to the implications of expected “wait time” versus incubation periods and onset of symptoms or expected time of death

4. Limitations:

· Casualty management facilities are likely to be overwhelmed, as are supplies, equipment, and trained personnel for mass BW casualties

· Some treatment regimes have significant side effects (e.g., antitoxins) 

· There are no treatments for certain BW agents

	AGENT
	VACCINE
	TREATMENT

Prophylactic
	TREATMENT Therapeutic
	LENGTH OF ILLNESS

	ANTHRAX
	Yes
	Yes
	Yes
	2-10 days

	PLAGUE
	
	Yes
	Yes
	1 - 6 days

	TULAREMIA
	
	Yes
	Yes
	1 – 3 weeks

	VEE
	Yes
	No
	No
	1 – 2 weeks

	SMALLPOX
	Yes
	Yes
	No
	Several weeks

	BOTTOX
	
	Yes
	Yes
	24-72 hours** 

	SEB
	
	No
	No
	1 – 4 weeks

	RICIN
	
	No
	No
	days to weeks


* Vaccine exists, but does not provide full protection 
** if not a lethal dose, illness can last up to three months and up to one year for complete symptomatic recovery 
M.  Medical Evacuation/Quarantine/Isolation

1. What background information does the commander need to know about quarantine/isolation and aero medical evacuation?
AFI 41-302, Aeromedical Evacuation Operations and Management


· Quarantine can protect the base populace from BW-related infections originating in surrounding community, as well as protect communities from infected personnel 

· The commander needs to be sensitive to public relations and political sensitivities when making quarantine decisions
· Casualty plans often rely on evacuation of patients or agreements with local facilities; these may not be options in the wake of a BW attack  

· Because BW is difficult to detect, a commander must consider whether a patient presenting with injuries may have been exposed to BW before deciding to evacuate

· USAMRIID maintains an aero medical isolation team (AIT) but it does not have the capacity to provide for mass casualty evacuation

· Potentially contaminated casualties should be decontaminated prior to evacuation, but this may not be possible. Commanders may need to make decisions on which assets to commit in a contaminated environment

· Commanders may need to institute restriction of movement (ROM) – hold transportation within and/or into/out of a theater of operation in the event a contagious agent has been identified or is suspected

· The theater and USTRANSCOM CINCS must be notified of intent to use USAF aircraft for transport of BW casualties
2. What critical issues does the installation need to consider?


· Circumstances could warrant a base-wide quarantine

· Has your staff identified Internationally Quaratineable Diseases (IQDs), which may have political, legal or other repercussions if compliance is not sought? 

· Does your installation have personnel qualified to treat and handle patients with high infectious and transmissible diseases? These personnel should be trained in barrier nursing techniques and other personal protection procedures that would ensure their safety and ability to continue providing care

· What are the plans for dealing with host nationals or surrounding communities that are infected or exposed should they desire access to the installation? 
· Plans for evacuating dependents (especially for CONUS installations) must be developed and exercised prior to an attack
· Which assets are the commander willing to use in a contaminated environment for evacuation purposes?  

· What diseases/types of attack preclude an evacuation of casualties?  That is, what bio-agents require installations to have their own Level II, IV, and V clinical capability to avoid contagion?

· Contingency plans should be identified in the likelihood that patients cannot be evacuated due to exposure risks, political considerations and sensitivities (ROM) 

· Where will patients be shipped?

· Identify what procedures need to be taken prior to evacuation, if evacuation is an option (e.g., decon, masks). Are equipment, facilities, and personnel available to implement these procedures?  Do air evacuation crews have required immunizations and prophylaxis?  

3. What are the actions and options?


· Develop plans for securing isolation and quarantine areas, to include interaction and coordination between security forces personnel and medical personnel
· Determine what triggers evacuation, and a time frame for the initial process
· Prior to evacuating, make every attempt to identify the agent
· Utilize precautions to prevent contamination of ground and air transport assets
· Develop a plan for allocating assets for patient transport;
· Plan should rely on using already contaminated assets first and clean assets only if required to meet the needs of the command
· Consider using non-medical vehicles of opportunity that are already contaminated

· Develop and exercise protocols for transport of contaminated and infectious patients for each air evacuation platform

· Develop plan to ensure patients, aircrew, and aircraft are appropriately protected.  Train personnel in isolation and universal protection precautions and ensure they are competent in operating personal protective equipment
· Develop notification checklist and ensure personnel are well-versed in getting appropriate authorizations for transport of BW contaminated personnel
· Develop contingency plan for treating patients in the event aeromedevac is denied or cannot handle the number of BW casualties
· Determine if patients that are not fully decontaminated would/should be evacuated
· Determine how certification/approval for transport occurs
4. What are the limitations related to quarantine/isolation and aeromedical evacuation?  


· Plague, smallpox, and hemorrhagic fever patients cannot be transported across international borders without authorization from a theater surgeon 

· Movement of patients with these types of diseases require approval of the destination country, and of any country where the aircraft will land or over fly
· Manpower and resources will be severely impacted in the event of a quarantine due to increased security and medical personnel required to enforce and maintain the quarantine


N.  Casualty Replacement

1.
What background information is essential to prepare for and execute personnel replacement operations following a biological attack?

· Casualties may continue to accumulate even without continue attack.

· Some BW agents are contagious and will impede evacuation and replacement operations

· Commanders must be aware that military personnel who become BW medical casualties will require medical treatment for more than 7 days and it is unlikely that they will be recovered to 75 percent capacity to permit return to duty until after a lengthy convalescent period  

2.  What does the commander need to know about casualty replacement in a BW environment?

· Replacement requirements vary by specific agent and means of delivery because casualty estimates are agent specific

· Replacements must arrive with the proper vaccinations or have already begun appropriate prophylactic treatments to cope with the casualty-producing agent

· Replacement personnel must arrive equipped to deal with peculiar threat

· The simultaneous evacuation and likely dispersion of casualties among multiple treatment centers and mortuaries exacerbate personnel accountability

· Consideration of dynamic need for personnel accountability in biohazard environment (as compared with chemical hazard environment) is critical to continuation of operations

· Stand alone team (e.g., PERSCO teams) 
tailored to respond to peculiar biohazard are necessary for continuing operations

· Properly vaccinated replacements must be identified

· Consideration of contamination of transport personnel is critical to preventing transmission

3. What actions can be taken or what options are available to ensure viable replacement operations?

· Strong personnel accounting is essential.  Consider requesting a PERSCO team to augment organic personnel support

· Assess current and most accurate estimates of casualties (categorize by agent type and amount, and delivery mechanism)

· Develop plans that ensure replacements are protected against BW effects. For medical personnel, vaccinate if possible, and limit nosocomial spread of infections through effective training and careful selection of personnel that care for patients

· Develop plans to ensure that the means or transporting (surface or air) casualty replacements is not contaminated upon arrival

4. How is casualty replacement limited in a BW environment?

· Some personnel might not want to deploy to areas with known or suspected biological warfare

· Personnel accounting operations may be degraded by injury to personnelists

· Decontaminating BW is difficult and time consuming and increases manpower demand

· There may be transportation and other delays in moving people to and from contaminated bases

· Extensive treatment and lengthy convalescent periods increase the length of time personnel are unable to perform wartime duties 

· This time frame also varies from individual to individual, dependent on nature of illness (e.g., pulmonary vs. cutaneous anthrax), personal health condition prior to exposure, and availability of prophylaxis to prevent development of serious symptoms

O.  Management of Potentially Contaminated Aircraft, 
Equipment, Personnel, and Waste
1.  What does a commander need to know about managing potentially contaminated aircraft, equipment and personnel after a biological warfare attack?
AFMAN 10-2602: 56, levels of decontamination

· Biological agents delivered by fomites potential can contaminate at levels where contact or reaerosolization raises questions about decontamination.  Aerosol release result in very widespread, low levels of contamination, which become a “perception” issue, but probably not a health risk. 

· Stability and rate of inactivation or decay vary by agent, with some being very sensitive to factors such as sunlight, while others are not (e.g., anthrax is one of the most stable agents)

· There is a low probability of re-aerosolization of biological agents

· A 0.5% hypochlorite solution (bleach) provides surface and environmental decontamination in many instances.  This solution can be generated using a 1:10 dilution of household bleach, which is 5.25% hypochlorite.

· There is no standard of decontamination cleanliness of assets for return to CONUS

· Decontamination is case specific, depending on the necessity of the contaminated resource

2.  What are the critical issues an installation needs to address concerning contamination management and control?

· There are some biological agents for which the decontamination process is necessary to prevent spreading a contagious agent. An example would be hemorraghic fever, which is very dangerous to deal with, and can pose a serious threat if not handled correctly

· Once a particle hits a surface, especially a large surface, the harder it is for the particle to re-aerosolize and also harder for personnel to inhale the agent  

· If the biological agent does re-aerosolize, then it most likely with have a short duration of re-aerosolization, and will not travel a far distance  

· There must be a sufficient amount of agent present for re-aerosolization to occur.  An example of half a gram of anthrax per meter is needed for this process to have an opportunity to occur, but the ingredient of energy must be supplied in order for it to re-aerosolize 

· The potential threat is also most likely an agent that was not specially designed for re-aerosolization, so the occurrence of re-aerosolization is very low 

3.  What actions can a command take to develop effective decontamination procedures, thereby reducing the number of casualties and mitigating spread of contagion?


· Develop procedures for situations that necessitate a specific decontamination process (e.g., in the event of a hemorraghic fever such as Ebola)

· Determine the cost-benefit analysis for decontamination of certain equipment, surfaces, etc. in relation to suspected or confirmed agent

4.  What are the limitations concerning decontamination and contamination control?

· Soap and water decon is usually all that is required for personnel decontamination.  Environmental surfaces can usually be decontaminated with 0.5% chlorine solution with 15 minutes contact time (except for anthrax)

· Decontamination is a very stringent process, which makes treatment for equipment and aircraft unlikely unless the equipment is essential for operations, while treatment for personnel will be used if possible 

· Before these rigorous requirements to decontaminate a resource might be attempted, there has to be testing to determine which aircraft, equipment and personnel are contaminated.  This can be a lengthy and laborious task. If it is bacteria, a swab must be completed, which will take 2 days for results 

· The decontamination process is demanding (e.g., smallpox requires 30 minutes to 4 hours of being exposed to a 5% hypochlorite solution)

P.  Mortuary Affairs

1. What background information does a commander need to know to address BW fatalities?
Joint Publication 4-06, Joint TTPs for Mortuary Affairs in Joint Operations


· A BW incident could inflict mass casualties and fatalities

· Biological agents may persist internally in human remains 

· Isolating contaminated remains to prevent additional casualties is critical

· Official policy states that BW contaminated remains must be embalmed and transported in appropriately sealed containers.

· With mass casualties or virulent BW, the installation may not be authorized to ship BW contaminated remains 

· Contaminated remains may need to be buried or-- preferably cremated

· The more quickly contaminated remains can be destroyed, the better since they have the potential to infect others with even stronger, more lethal organisms than the original strain of BW which caused the fatality
2. What are the critical issues surrounding mortuary affairs in a biological warfare environment?


· Collection points to isolate contaminated remains must be established-- and guarded to prevent spread of agent 

· How are contaminated casualties going to be transported?

· Collecting, isolating, and decontaminating remains is personnel-intensive

· Are supplies available to embalm and transport casualties in appropriately sealed containers?

· Shipping contaminated remains requires authorization-- and contingency plans if denied
· A mortuary should be set up outside of a contaminated area

· Remains suspected of biological contamination must be marked accordingly

· Lowering and raising PH balance of decontamination solutions will possibly occur based on confirmatory agent identification as required by Theater Command Surgeon
· Remains contaminated with any agent listed in the Code of Federal Regulations Title 42, Chapter 1, § 71.32(b) will require embalming, shipment in a hermetically sealed case, and/or a Center for Disease Control, Biosafety Branch permit prior to shipment

3. What actions/options are available to the installation with regard to mortuary affairs?


· Identify a collection point that is isolated and guarded; ensure personnel transporting and securing remains have appropriate protection against contamination and infection

· Develop plan for gaining rapid authorization to conduct mass burials or cremations, should the need arise.  The Area Commander, with consultation of the Joint Mortuary Affairs Office, may be able to authorize mass burials  

· Consider a plan for cremating remains as a means of eliminating agent and protecting from further contamination
4. Limitations:


· Decontamination of remains is not possible with BW agents
  There is a conflict in JP 4-06 on this issue.

· Return of BW contaminated remains may not be possible and burial may be problematic, as well.  There is a conflict in JP 4-06 on this issue.

III.  Execution:  Biological Defense Operations

The building blocks of defensive preparation provide the foundation for Biological Defense Operations ( Actions to protect personnel and preserve operational capability.  The attached Biological Defense Readiness Checklist provides a ready reference to the fundamental building blocks of BD readiness.  



Concept of Operation:  Preparation and readiness are central to Biological Defense (BD) operations.  Commanders then take action to coordinate and integrate physical and medical force protection and remedial courses of action in three operational phases.

This guide presents biological defense (BD) operations in these three phases: 

1. Pre-event actions:
Preparations that improve force protection and preparedness.

2. Trans-event actions:
Immediate responses to preserve human life.

3. Post-event actions:
Responses to understand and report the event, protect and treat personnel, and restore operations.

Courses of Action

Courses of action are determined by evaluating both readiness and risk (using METT-TC or other factor analysis).  The diagram below portrays where events trigger actions in the three basic phases of execution.  Depending on the phase of operation, the basic courses of actions are: 
1. Physically protect people and equipment 

2. Identify the biological agent and extent of attack

3. Medically protect or treat personnel 

4. Sustain or restore operational capability

Checklists of command actions are attached to guide both pre-event preparations and conduct of each phase of BD operations.  Checklist items reference individual topic papers (in the “Preparation” section of this guide) that discuss the biological defense aspects of each course. 
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Pre-event Actions

Intelligence or other warning notifications trigger pre-event actions.  These actions focus on rapid training, physical protection measures, and medical protection measures.

Intelligence warning is the most likely (perhaps only) trigger event that allows a commander the opportunity to take pre-attack actions.  To the extent that immediate actions can be shaped in response to intelligence they produce more post-attack flexibility.  As for any military operation, the commander first assesses the situation in view of the trigger event and the command’s current state of readiness.  In the pre‑event operational phase the commander devises an appropriate force protection course of action.  The checklist, Biological Defense Force Protection (Attachment 2) provides a list of potential actions for biological force protection.  The checklist guides the commander to consider a range of actions that heighten readiness to preserve personnel strength and operational capability.  

Trans-event Actions

Detection (or other notice of attack) prior to casualties triggers trans-event actions.  These actions focus on immediate actions to preserve human life.

Trans-attack actions result from attack warning and other observable weapons effects.  Detector alarms also provide notification that a biological event may have occurred in the recent past, offering the commander the opportunity to take limited but fleeting trans‑attack actions.  People will retreat to shelter, don individual protective equipment (or field expedients), and sound the alarm.  The insidious nature of biological agent covert releases raises the potential for the attack to go unnoticed until after personnel have been exposure to the biological agent.  Nonetheless, the attached checklist, Immediate Actions During Biological Attack provides operations centers and crisis action teams with guidelines for immediate actions to protect personnel at risk -- on and off the base.  The post-event phase begins after immediate actions have been taken to warn and protect the base population.

Post-event Actions

If not already initiated by prior notice or detection, casualties trigger post-event actions.  These actions focus on operational and health issues.

Courses of action are undertaken to:

1.
Identify the biological agent and assess the extent of attack

2. Medically protect or treat personnel  

3. Sustain or restore operational capability

Post event reconnaissance and analysis is the key enabling activity for post-attack actions.  Evaluating the scope and likely consequence of exposure from a biological attack will be vital to determining appropriate responses.  Attack characterization will reflect gaps in knowledge and near term uncertainties regarding the nature and extend of the attack.  The inability to immediately discern the right course of action will likely be frustrating (while awaiting confirmation from lab analysis) because of uncertainties regarding the nature, scope, and intensity of an attack.

The commander will set up continuous monitoring to identify first and second order effects that will affect when the force can return to normal operating postures.  The attached checklist, Actions After Biological Attack provides a guideline for action after a biological attack.  The checklist guides the commander to consider these three concurrent courses of action to mitigate adverse personnel and operational effects. 
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Operating in a Biologically-Contaminated Environment

Contamination, particularly with communicable agents like smallpox or plague, presents unique operational problems.  Actions must be taken to address the immediate biological hazard and risk of further contamination and spread.

The mission may require sustained operations concurrent with arduous and lengthy decontamination and medical treatment.  Contagious diseases threaten to spread, and quarantine of infection may limit personnel availability and operational flexibility.  The attached checklist, Operating in a Contaminated Environment provides a guideline for action in these circumstances.

Checklist : Biological Defense Force Protection

	Action Item
	Preparation Reference

	
	

	Physical Measures
	

	1.  Increase Force Protection (FPCON) Status
	J

	2.  Base perimeter & entry/exit security and vigilance
	J

	3.  Convene installation threat working group
	J

	4.  Expand the security perimeter
	J

	5.  Increase vigilance of HVAC, food, and water systems
	J

	6.  Increase vigilance against covert/terror attacks
	J

	7.  Coordinate actions with local jurisdictions
	J

	8.  Review status and plans for any collective protective shelters
	J

	9.  Consider vector controls, if appropriate to the threat
	E

	10.  Establish redundant detector systems and increase monitoring rate of systems
	I

	
	

	Rapid & Refresher Training
	

	1.  Train using uniform BW topics and material for all base tenants
	C

	2.  Communicate the new BW risk relative to existing risks to minimize “worried well” medical response
	E

	3.  Train/refresh base tenants and CAT on alert and notification systems
	K

	4.  Train/refresh medical staff on BD symptom surveillance, sample testing/handling, treatment protocols, and contagion control/quarantine operations
	E

	5.  Train/refresh security police on HVAC, food, and water security ops
	J

	6.  Train/refresh on protection expedients (turn off HVAC, close windows, expedient masks, seek shelter.)
	J

	7.  Train/refresh on proper fit and use of military masks
	J

	8.  Train/refresh expanded civil engineering staff on decontamination
	J

	
	

	Medical Measures
	

	1.  Review base vaccination status and vaccinate as needed
	E

	2.  Consider prophylactic use of antibiotics
	E

	3.  Review status of stocks of vaccines, HHA’s, and antibiotics
	E

	4.  Mental health preparations (risk communication) against psychiatric casualties
	E

	5.  Review mass casualty and quarantine plans
	M

	6.  Heightened medical surveillance actions
	E

	7.  Establish transportation linkage with medical laboratory
	H

	8.  Establish surveillance networks with adjacent medical systems 
	F


Checklist : Immediate Actions During Biological Attack

	Action Item
	Preparation Reference

	1.  Seek shelter and close windows, turn off HVAC (airborne agents only)
	J

	2.  Don protective mask, medical mask, or cover your nose and mouth with a wet cloth or other expedient air filter (airborne agents only)
	J

	3.  Notify the base by using all available media: claxons, Giant Voice, radio, TV, telephone chains, messengers, vehicular mounted speakers, etc.
	K

	4.  Transmit pre-written and formatted NBCWRS (ATP-45B) warning message to alert others at risk from the BW attack
	K

	5.  Notify adjacent civil officials and medical facilities
	K

	6.  Initiate manual sampling with detector systems
	I

	7.  Continuously assess attack status, conduct MOPP analysis, and determine criteria for “All Clear.”
	J


Checklist : Actions After Biological Attack 

	Action Item
	Preparation Reference

	
	

	Identify the agent & assess the extent of attack
	

	1.  Continue taking environmental and clinical samples: establish chain of custody, locally assay, transport to medical laboratory
	H

	2.  Sample appropriately packaged, labeled, tracked, and protected (proper chain of custody)?
	H

	3.  Rigorous symptom/casualty surveillance and reporting
	F

	4.  Assess hazard exposure factors (environment, source, & agent lethality) to estimate the geographic extent of the attack
	A

	5.  Conduct differential clinical diagnosis
	L

	
	

	Medically protect and treat personnel
	

	1.  Begin prophylactic vaccination and treatment pending agent ID or laboratory sample confirmation
	L

	2.  Begin agent-specific treatment plan when agent is known
	L

	3.  Initiate quarantine operations for contagious diseases
	M

	4.  Consider medical evacuation for non-contagious agent attacks prior to overt disease symptoms
	M

	5.  Provide mental health support for worried well; expect psychiatric casualties
	E

	6.  Consider USAMRIID aero-medical isolation team evacuation
	L

	7.  Conduct mass medical evacuation as appropriate; note protocols and limitations on movement of contagious disease victims and remains
	M

	
	

	Sustain or restore operational capability
	

	1.  Estimate casualties and conduct casualty replacement operations; note requirement for vaccinated replacements; protect transportation assets from contamination upon arrival
	N

	2.  Consider personnel team augmentation to facilitate accurate reporting of casualties and replacements
	N

	3.  Report status:  OPREP-3 and NBCWRS reports
	K

	4.  Test agent samples from equipment before and after decontamination
	O

	5.  Conduct continuous communications that explain agent risks for exposed populace
	E

	6.  Establish collection points for contaminated remains; for contagious agents follow transportation systems protocols
	P

	7.  Conduct mortuary operations
	P

	8.  Identify/procure assets needed to medically evacuate personnel; pursue authorization to transport contagious victims, follow transportation protocols
	M


Checklist : Operating in a Contaminated Environment

	Action Item
	Preparation Reference

	1.  When possible, delay operations.  With a couple of notable exceptions (Anthrax spores and some exotic toxins), agents typically decay in hours or days.
	A

	2.  Use barrier nursing procedure, patient isolation, and quarantine of casualties to protect medical staff and control contagion.
	L

	3.  Estimate casualties and arrange for vaccinated replacements in advance of mass casualties.
	N

	4.  Vehicles transporting personnel replacements must be protected from contamination (ground and air equipment and their crews).
	O

	5.  Resilient personnel accounting and reporting are essential to replacement operations.  Casualties do not occur immediately or simultaneously and strength accounting is when numerous patients become widely dispersed.
	N

	6.  Communication techniques and content to reduce psychological stress and the associated “worried well” phenomenon.
	E

	7.  Anthrax?  Be aware of the potential for long-lived spores to become airborne when disturbed.  Masks may be appropriate where risk is high.
	J


Checklist : Biological Defense Readiness
	Action Item
	Preparation Reference

	1.  Conduct vulnerability and risk assessment
	A

	2.  Intelligence preparation operations that directly inform FPCON
	B

	3.  Meteorological practices that meet warning, reporting, and hazard assessment requirements
	D

	4.  Physical security operations that reduce BW risks
	J

	5.  Ongoing BD training and exercise program with lessons learned
	C

	6.  Pre-prepared rapid/refresher training package for use in Phase I operations
	C

	7.  Vaccinations IAW DoD policy and local threat conditions
	E

	8.  Preventive medicine operations that assure current vaccines, antibiotics and other supplies for a robust BD medical response
	E

	9.  Pre-prepared risk communication materials appropriate for both population alert and post-exposure needs
	E

	10.  Established medical surveillance protocols and training
	F

	11.  Established liaison with allied civilian medical systems for coordination of contagions and treatment of mass causalities
	F

	12.  Established local disease baseline for epidemiological surveillance
	F

	13.  Established baseline biological profile of water and food samples
	F

	14.  Capability to perform basic/preliminary biological assay of agents
	I

	15.  Established rapid mechanisms to gather and transport (under chain of custody) biological environmental and clinical samples for laboratory analysis
	H

	16.  Multiply redundant detection systems available, operational, and operators trained
	I

	17.  Detection system consumables on hand in sufficient quantity
	I

	18.  Pre-prepared NBCWRS and OPREP-3 messages
	K

	19.  Multiple redundant alert and warning systems for base and adjacent civil jurisdictions
	K

	20.  Mass casualty plans on hand and rehearsed
	L

	21.  Medical evacuation and quarantine plans on hand to deal with contagious (IQD) diseases scenarios
	M

	22.  Pre-established casualty estimates for likely BW scenarios
	N

	23.  Enhanced personnel strength/personnel accounting systems to support casualty and replacement operations
	N

	24.  Established procedures to assure that replacements arrive vaccinated and transporting vehicles and operators are not contaminated
	N

	25.  Decontamination materials and plans on hand and rehearsed
	O

	26.  Established plans for mortuary operations peculiar to contagious diseases and mass casualties
	P


APPENDIX 1
Covert Attack of BW





Small amounts of BW agent can be very effective.  Thus, they can be easily concealed, transported and released by adversaries.  The delayed effects of BW mean:  





Attackers can escape undetected, allowing plausible deniability.


Infected individuals with contagious agents might unwittingly disperse during the incubation time, making it difficult to investigate and counter the attack  





Because of these factors, biological weapons are particularly suited for covert attacks.
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Environmental and weather conditions can be extremely critical to determining how effective the attack will be, particularly with certain delivery systems.  Some have suggested that this factor is so critical that weather and time of day can provide a guide to protection options in a high threat situation.
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� In addition, the 22 October 01 document, “Protective Actions For A Hazardous Material Release,” published by Headquarters, Air Force Civil Engineer Support Agency, describes assessment and expedient actions which would help increase the protection afforded by buildings.  
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Post-Attack Analysis: Evaluating the scope and likely consequence of exposure from a biological attack will be vital to determining appropriate responses.  The ability to discern the right course of action will also be frustrating in the near-term (while awaiting confirmation from lab analysis) as many actions will be directed on a commander’s educated guess as to the scope and consequence of an attack.  The commander will have his confidence (for the appropriateness of his best guess) underwritten by the extent to which his installation was able to accomplish planned preparation actions and protect itself in the trans-attack time period.   Plans and preparation such as threat assessments, specialized training, medical readiness, force protection, physical protection, detection and sampling strategies, warning and reporting procedures, and hazard management will all contribute to the commander successfully fighting his base through a biological attack.  



Commander’s Event Assessment: Once the commander deems it safe to deploy recon teams to help piece together the attack picture, he will receive various inputs as to agent type, delivery method, environmental conditions at the time of the attack, scope and intensity of the attack, and likely effectiveness of response and protection measures taken.  Of necessity attack characterization will include gaps in knowledge and/or gaps in confidence as to how accurate his “picture” of the attack remains over time.  



Transition to Post-Event Actions: Informed by event assessment, the commander will choose an appropriate course of action.  
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Post-Attack Actions
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Post-Attack Actions: With the information available, the commander must make decisions such as: determining ability to sustain operations over time, identifying actions required to resume operations, determining requirement to provide host nation care, accomplishing consequence mgt actions, identifying reconstitution requirements, making quarantine decisions, making medical evacuation decisions, and determining likelihood of mass casualty situation.  The commander will also set up long-term spot and continuous monitoring to determine possibility of second order effects.  Actions are also required to determine when the force can return to normal operating postures.

 

These responses will fall into one of two categories.  Either the attack assessment is of sufficient magnitude to affect base operations warranting a set of robust responses, or sufficiently contained in nature to point to more isolated/limited procedures.  
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Attack Effectiveness Depends on Many Factors 
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