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	Criterion 14a:  Institution performs, provides and tracks services which are facilitators to the training mission.

	1. For institutions that are supported by a Network Enterprise Center (NEC):

A.  Verify the institution does not execute services that should be available on a non-reimbursable basis from the supporting Network Enterprise Center (NEC).
B.  Ensure the institution does not execute services that are being provided via Memorandum Of Understanding/Memorandum Of Agreement.  (i.e. services being provided to RC via the responsible IT organization.
2.  Ensure the institution validates the use of  long distance services on a yearly basis

3.  Ensure the usability of the network and local information technology resources are a facilitator to the training mission.
	AR 25-1, 1-10, 1-11,  2-2(2), 2.15(c), 6-1(2), TR 25-1, 1-6c and TR 25-1, 3-8c(2)e
	1b. All MOU/MOA documents with the servicing organization.
2. 
Standard operating procedure (SOP) document which includes yearly, long distance validation.
	X
	X
	X
	X
	1a. Services being performed by the institution that should be performed by the installation Network Enterprise Center IAW the C4IM Common-User Services List.

1b. Services provided in MOU/MOA are still being provided by local unit.

2.  There is no process in place to facilitate the validation of long haul services on a yearly basis.

3.  The local network, network systems or network resources do not perform in a manner which facilitates the training mission of resident training and Army learning center training.

	Criterion 14b:  Institution complies with records management requirements, Freedom of Information Act, and Privacy Act.
	
	
	
	
	
	
	
	

	1.  Records Management
	a. Ensure the institution has a records manager and the records manager is registered in the Army Records Information Management System (ARIMS).
	AR 25-1, Ch 8; AR 25-100-2, para 1, 1e; and DA Pam 25- 103, Para B-3.
	Duty Appointment  Orders
	X
	X
	X
	
	The institution does not have a records manager identified.
(This criterion is not met if there is no records manager assigned by duty appoint orders to the institution.  

The records manager is not registered in ARIMS for each UIC and office symbol of the institution.)

	
	b.  Ensure the organization coordinates with the records administrator and the records manager has coordinated with the records coordinators.
	AR 25-1, Paras 2-15n and 8-5

DA Pam 25-403, Para 1-6 (spreadsheets located at RM Portal:  https://cac.tkeportal.army.mil/sites/g6/ii/Records_Management/default.aspx
	The master records management spreadsheet. (consists of org offices/record coordinators/office symbols/UICs/complete mailing addresses.)
	X
	X
	X
	X
	The records coordinators are not registered in Army Records Information Management System (ARIMS).
The criteria is NOT MET if the institution does not have records coordinators identified and registered in ARIMS for each UIC and office symbol the records coordinator is responsible for.

	
	c.  Ensure every office has a complete (to include housekeeping and functional records), office record list in ARIMS.
	DA Pam 25-403, Para 1-6
	Organization Master Record Management Spreadsheet
	X
	X
	X
	X
	Identify if office record lists with housekeeping and functional records have not been loaded into ARIMS.

	
	d.  Ensure appropriate file markings, appropriate record inventories and disposition instructions are being adhered to.  Ensure vital records inventories and interview the records manager for location of vital records.  

	The Privacy Act; AR 340-21; AR 380-5; AR 25-400-2, Para 6-2 and DA Pam 25-403, Paras 3-8 and 3-22, DA Pam 25-403, chaps 4, 7, and 10.  See DA Pam 25-403, Para 7-5c for SF 135 procedure
	SF 135s/ARIMS Army Electronic Archive printout
Vital records inventory
	X
	X
	X
	X
	Identify when hardcopy and electronic files are not marked IAW ARIMS and the Privacy Act. 

	2.  Privacy Act

	a.  Ensure that the institutions systems have a Privacy Act SORN and/or PIA (as required).

	OMB Circular A-130; 32 CFR Part 505; AR 340-21, chap 4; OMB E-Govt Act of 2002, section 208; DODD 5400.11; DOD 5400.11-R
	Army Portfolio Management Solution (APMS) printout (tab 5 for SORN and PIA)
	X
	X
	X
	X
	There are organization systems that do not have a Privacy Act SORN and/or PIA (as required).

	3.  Freedom of Information Act (FOIA)

	a.  Ensure that request for records are being appropriately logged. 

	OAAS Memo, dated 1 Oct 08, subject:  FACTS
	
	X
	X
	X
	X
	Identify is there is no POC assigned to the institution that tracks requests for records into the FOIA and Privacy Act Case Tracking System upon receipt.
Identify that requests for records are not being entered into the FOIA and Privacy Act Case Tracking System.

	Criterion 14c:  Institution follows appropriate IT acquisition and performance review processes.


	1.   Ensure the organization is using authorized contracts for IT hardware and software purchases.  

	Memorandum, SAIS-GKP, 04 May 2009, subject:  Use of Computer Hardware, Enterprise Software and Solutions (CHESS), AR 25-1, DA PAM 25-1.
	MIPRs, Contracts / Delivery Orders, and Government Purchase Card (GPC) files for IT hardware, software and services purchases over the last 12-month period.   Approved CHESS Waivers for non-CHESS purchases, and approved CB Exception Memos for non-CB purchases of desktop and notebook computers, plus monitors
	X
	X
	X
	X
	Identify IT hardware and software purchases from non-CHESS Contracts with no approved CHESS Waivers.  Identify desktop and notebook computer, plus monitor, purchases from outside of the CB process with no approved CB Exception Memos.

	
	2.  Ensure the organization analyzes and documents its mission and related work processes before making significant IT investments to support these processes.
	AR 25-1, 3-5c 
	
	X
	X
	
	
	There is no documented mission and related work processes to support significant IT investments of $2 million or more in a FY, or $30 million or more total life cycle cost.

	
	3.  Ensure the organization follow the TRADOC mandated process for acquiring new technology.  


	TR 25-1, Chapter 3, including Change 1.
	NONE (TRADOC G-6 has a record of all RADs submitted and approved over the last 12-month period).
	X
	X
	X
	
	Identify any IT purchases >$25K, or any server, server software, or collaboration software regardless of cost, with no RAD Approval.

	
	4.  Ensure all required IT Investments have been entered into the Army Portfolio Management Solution (APMS) System
	Appendix D, Army IT Portfolio Management Guidance, dated 9 March 2008.  
	APMS entries.  
	X
	X
	X
	X
	Identify if the required IT investments have not been entered into APMS.

	Criterion 14d:  Institution integrates collaboration tools, such as the TRADOC Knowledge Environment (SharePoint) and AKO, into daily processes and promotes a knowledge-based force.
	
	
	
	
	
	
	
	

	
	1.  Ensure the organization identified an Army Knowledge Online (AKO) administrator.  
	TR 25-1, Para 1-5.f(7)(b)
	 
	X
	X
	
	
	Indicate that institution does not have an AKO administrator identified.

	
	2.  Ensure the organization created an AKO Knowledge Center.
	TR 25-1, Para 1-5.3.a(1)
	
	X
	X
	
	
	

	
	3.  Ensure the organization employs collaboration capabilities that do not duplicate existing solutions such as AKO, TRADOC Knowledge Environment (TKE) and Battle Command Knowledge System (BCKS).
	AR 25-1 6-2,  h(1); TR 25-1, Para 5-2.a, AR 25-1 6-2,  h(1)
	
	X
	X
	X
	X
	

	
	4.  Ensure the content on web sites and portals linked to the authoritative source, rather than copied or duplicated on that site.
	AR 25-1, 6-7(7b);

TR 25-1, Para 5-3.a(4)(b)
	
	X
	X
	X
	X
	

	
	5.  Ensure the PAO approves the release of content prior to its publication on public web sites.
	TR 25-1, Para 5-3.a(4)(c), AR 25-1, 6-7 c(3)
	
	X
	X
	X
	X
	

	Criterion 14e:  Institution complies with appropriate Information Assurance policies.
	
	
	
	
	
	
	
	

	1.  Incident Handling
	Refer to the DAIG Information Assurance Self Assessment Tool (IA SAT) to review the 14 subtasks under this focus area.
	AR25-2; DoDI 8500.2 IA Controls; CJCSM 6510.01A;
	Refer to DAIG IA SAT
[image: image1.emf]iasat_tool_v5 0.xls


	X
	X
	X
	X
	Indicate if the activity does not have an incident response plan or a copy of their service providers’ incident response plan.

Indicate if the incident response plan does not include the recovery actions required prior to placing a compromised system back on the network.

Indicate if users are not aware of their responsibility to cease all activity on a computer when they observe suspected security incidents or suspicious IS operation and report immediately to the System Administrator (SA), Information Assurance Manager (IAM), or the Information Assurance Security Officer (IASO).

Indicate if the organization does not understand the requirement to report and respond to classified information spillage events



	2.  IA Training & Certification
	Refer to the DAIG IA SAT to review the 14 subtasks under this focus area.
	AR25-2; DoD 8570.1-M;  DoDI 8500.2; CJCSM 6510.01; NIST 800-53 Appendix F AT2; Army IA Training and Certification Best Business Practice (BBP)
	Refer to DAIG IA SAT
	X
	X
	X
	X
	Indicate if the command's IA user training program does not comply with the Army minimum training requirements.

Indicate if all users do not complete initial IA Awareness training before receiving network access.



	
	
	
	
	
	
	
	
	Indicate if all users does not complete refresher IA Training annually.

Indicate if the organization does not meet the appropriate IAM and IAT certification milestones.

	3.  Information Assurance Vulnerability Mandatory
	Refer to the DAIG IA SAT to review the five subtasks under this focus area.
	AR25-2; DoDI 8500.2 IA Controls; NetOps reporting Tool v1.4 Quick User Guide June 2010
	Refer to DAIG IA SAT
	X
	X
	X
	X
	Indicate if the IAVM corrective actions are completed later than the listed mitigation date on the IA Vulnerability Alert (IAVA)?



	4.  Information Assurance  Program Management
	Refer to the DAIG IA SAT to review the 20 subtasks under this focus area.
	AR 25-2; BBP 03-PE-O-0002 (Reuse of Army Computer Hard Drives); DoD 8570.01-M; CJCSI 6510.01F, Para. A-11; DFARS Part 239.7102-3;  FISMA;  DoDI 8500.2
	Refer to DAIG IA SAT
	X
	X
	X
	X
	Indicate when personnel are not required to sign a user agreement prior to being granted access to the information system.

Indicate when media that will be reused in an alternative Army environment is not purged with an approved Army or DoD wiping tool prior to release to the other Army organization.

Indicate when media which stored classified or sensitive (to include restricted, test, research, or PII) information is not degaussed with an NSA-approved degausser and destroyed using an NSA-approved destruction method.

Indicate when users do not meet the personnel security requirements for gaining access to Army information systems.

	5. Public Key Infrastructure (PKI)
	Refer to the DAIG IA SAT to review the five subtasks under this focus area.
	Army CIO/G-6 Memorandum, Subject: Alternative Smart Card Logon (ASCL) Token for Two-Factor Authentication, Para. 2 and 3; JTF-GNO CTO 07-015, Public Key Infrastructure (PKI) Implementation, Phase 2, Task 2; Army PKI Phase 2 Implementation Instructions, Version 2.2, Para. 5.2 (Task 2) and 5.2.2
	Refer to DAIG IA SAT
	X
	X
	X
	X
	Indicate when System Administrators are not using an Alternative Smart Card Logon (ASCL) Token to access their higher privileged account.

	6.  Certification and Accreditation (C&A)
	Refer to the DAIG IA SAT to review the nine subtasks under this focus area.
	AR 25-2, Para 5.6 (c): ATO, IATO, IATT and DATO Army Information; AR 25-2 Para. 5-2(h); DoDI 8500.01E; DoDI 8500.2; DoDI 8510.01 DIACAP, Para. 6.3.3.2.6.1.2, 6.3.3.1.6.1.3, and 6.3.3.2.6.1.4
	Refer to DAIG IA SAT
	X
	X
	X
	X
	Indicate when each Information System does not have a current Interim Authorization To Test (IATT), Interim Approval To Operate (IATO) or Approval To Operate (ATO) and/or an approved Tenant Security Plan.

Indicate if results from ACA validation testing have not been analyzed, CAT I weaknesses have not been mitigated, and mitigating actions for all weaknesses (CAT-I, II, and III) are not captured in the Plan of Action and Milestones (POA&Ms) as required.

	7. Information Technology Contingency Planning
	Refer to the DAIG IA SAT to review the eight subtasks under this focus area.
	AR 25-2, Para. 4-5i, DA PAM 25-1-2, Para.2-5a(2); DoDI 8500.2 IA Controls, 08-CO-M-0001 BBP, and Information Technology Contingency Plans & Testing dated 11 April 2008
	Refer to DAIG IA SAT
	X
	X
	X
	X
	Indicate if there is no IT contingency plan in place for each Army Information System (IS--A single IS or LAN) as appropriate for essential functions and critical assets identified by the Commander.

Indicate if there Is not an identified Alternate Site capable of operating at the appropriate MAC level.

	8.  Wireless Security
	Refer to the DAIG IA SAT to review the seven subtasks under this focus area.
	AR 25-2, Para. 4-20e(5), 4-28a through j, 4-30a; DISA Enclave STIG (control); DoDD 8100.2, Para 4.5.; Army Wireless Security Standards BBP network Assessment  Scanning - 04 -EC-O-0004 , Page 8(n) - monthly assessment shall be conducted to identify authorized and unauthorized wireless access points (war driving and war dialing activities).  DISA Wireless STIG v6r3 from 29 Oct 2010
	Refer to DAIG IA SAT
	X
	X
	X
	X
	Indicate if there are no installation WLAN discovery scans performed at least monthly to discover wireless devices on the installation.

Indicate if there are wireless devices (WLAN, RF keyboards, RF mice, Bluetooth devices, etc) being used and there is no waiver from 7th Sig Cmd.   Indicate if there no approved encryption mechanisms in place for all approved / accredited WLAN devices connected to the installation network(s).



	9.  Portable Electronic Device (PED)
	Refer to the DAIG IA SAT to review the seven subtasks under this focus area.
	AR 25-2, Para. 4-5j(6); Data at Rest BBP; OMB Memorandum - M06-16, Subject: Protection of Sensitive Agency Information; DOD CIO PII Memorandum, 18 August 2006;
	Refer to DAIG IA SAT
	X
	X
	X
	X
	Indicate if there are mobile devices (including laptop PCs) properly configured with an Army approved Data-At-Rest (DAR) solution.

	10.  Army Web Risk Content Management
	Refer to the DAIG IA SAT to review the 11subtasks under this focus area.
	AR 25-1, Para. 6-7a (11); AR 25-2, Para. 4-20g (11), (15), and 3-3i; AR 530-1, Para. 2-3a (15); DoD Web Site Admin Policy, Part I, Para. 5.5.4, 5.5.5, and 5.5.7; Dodd 5400.7-R, Para. C3.2; Dodd Internet - AirNet DMZ STIG;  DA Pam 25-1-1, Para. 8-1d; Office of Management and Budget (OMB) Memorandum dated 17 DEC 2004, Para. 6a;  
	Refer to DAIG IA SAT
	X
	X
	X
	X
	Indicate that the Commander, the Public Affairs Officer (PAO), the OPSEC Officer, and the Webmaster properly cleared information posted to the WWW or to the AKO in areas accessible to all account types.

Indicate if FOUO, FOIA-exempt, or other non-public information has not been removed from a unit's publicly accessible website.



	
	
	ALARACT 180/2006, Para. 4A1& 4B; DoDI 8500.2 IA Control;  Army CIO/G6 - Responsible Use of Internet Based Capabilities Memorandum; Army Public Affairs Army Social Media Best Practices Document; U.S. Army Social Media Handbook January 2011
	
	X
	X
	X
	X
	

	11.  Personal Identifiable Information (PII)
	Refer to the DAIG IA SAT to review the six subtasks under this focus area
	ALARACT 050/2009, PII Incident Reporting and Notification Procedures (Para 4.3); DoD Memorandum, Subject: Safeguarding Against and Responding to the Breach of PII 05 Jun 09 (Part IV, Pg 9); DOD CIO Memorandum,  Subject: DOD Guidance on Protecting PII  18 Aug 06 (Para:4.3)
	Refer to DAIG IA SAT
	X
	X
	X
	X
	Indicate if there is no written internal command procedures for incident reporting and notification when PII is lost, stolen, or otherwise disclosed to individuals without a duty related, official need to know

	12.  Minimum IA Technical Requirements
	Refer to the DAIG IA SAT to review the 18 subtasks under this focus area
	AR 25-2; DoDI 8500.2 IA Control;  Army Password Standards BBP;  DISA Network Infrastructure STIG,  DISA Secure Remote Computing STIG;

Data at Rest BBP; OMB Memorandum - M06-16, Subject: Protection of Sensitive Agency Information; DOD CIO PII Memorandum, 18 August 2006; VCSA ALARACT, dated 10 Oct 2006
	Refer to DAIG IA SAT
	
	
	
	
	Indicate if the organization does not enforce separation of duties, role-based access, and least privilege through assigned access authorizations for user accounts.

Indicate if the organization does not conduct, at least monthly or when tasked, network/system IAVM and full network vulnerability scans.




	13.  Classified Systems management
	Refer to the DAIG IA SAT to review the 12 subtasks under this focus area
	AR 25-2; DoDD 8100.2; DoDI 8500.2 IA Control; Wireless Security Standards BBP;  AR 380-5;  DISA Wireless STIG V5R2;  Reuse of Computer Hard Drives BBP;  KVM BBP;  NSTISSI 7003
	Refer to DAIG IA SAT
	X
	X
	X
	X
	Indicate if wired/wireless portable electronic devices (PEDs) are not prohibited from areas where classified information is discussed or electronically processed.

Indicate if the organization does not physically control and securely store information system media (paper and digital) based on the highest classification of information on the media to include pickup, receipt, transfer and delivery of such media to authorized personnel.

Indicate if the organization does not sanitize or destroy classified information system digital media before its disposal or release for reuse, to prevent unauthorized individuals from gaining access to and using the information contained on the media.

	
	
	
	
	
	
	
	
	Indicate if the activity does not ensure only approved Keyboard, Video, and Mouse (KVM) switch boxes are in use for switching between systems of different classification levels.

Indicate if the classified network transmission is not protected with NSA Type 1 Cryptographic devices and/or a compliant and approved Protected Distribution System (PDS).

Indicate if the unattended classified information (to include IS media and keyed Controlled Cryptographic Items) is not stored in either a GSA Approved container or approved open storage area.



	14.  Physical Security & Environment Controls
	Refer to the DAIG IA SAT to review the eight subtasks under this focus area.
	DoDI 8500.2 IA Controls;  AR 380-40; AR 380-5;
	Refer to DAIG IA SAT
	X
	X
	X
	X
	Indicate if the organization does not have current signed procedures to control visitor access to critical IT infrastructure facilities (e.g. ADN, MCN, DCO, Server Room, Network Operations Center, etc), and are detailed visitor logs being kept.



	
	
	
	
	
	
	
	
	Indicate if the entrances to facilities housing workstations which process sensitive or classified information are not controlled during working hours and guarded or locked during non-work hours (Sensitive); or guarded or alarmed 24 x 7 (Classified).

Indicate if a servicing fire department  receive an automatic notification of any activation of the smoke detection or fire suppression system within critical IT infrastructure facilities (e.g. MCN, DCO, Server Room, Network Operations Center, etc) (MAC-I or MAC-II systems); or does the facility have standalone smoke detectors properly installed (MAC-III systems).

Indicate if there is no master power switch or emergency cut-off switch in all critical IT infrastructure facilities located near the main entrance of the IT area, clearly labeled, and protected by a cover to prevent accidental shut-off.

	15.  Leadership IA Assessments
	Refer to the DAIG IA SAT to review the nine subtasks under this focus area
	AR 25-2; DoDI 8500.2; 05-PR-M-0002 BBP, Information Assurance (IA) Training and Certification dated 6 Aug 2010.  DoDI 8500.2; CJCSM 6510.01 Appendix A Enclosure A, 3b (20) and Appendix B Enclosure A Para. 2h and Para. 5; DoD 8570.1-M paragraph C1.4.4.3, C6.2.3, C8.2.7.6; DODD 8570.1 5.9.2;  ALARACT 186/2008;  ALARACT 167/2007, VCSA SENDS: PII Incident Reporting and Notification Procedures, July 2007;
	Refer to DAIG IA SAT
	X
	X
	X
	X
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Incident Handling

		Incident Handling: Government Lead – Melissa Hicks, (703) 545-1604, melissa.c.hicks.civ@mail.mil
SME – Zadil Ansari, (703) 545-4606, zadil.i.ansari.civ@mail.mil
Applicability: Other = Units supported by IT service provider; SP = IT Service Provider (NEC)

		Critical Questions: Bolded and outlined in ORANGE
Failing Deficiencies: Bolded and underlined; outlined in RED
Focus Areas: Tabs colored ORANGE

		-		Question/Tasks		Applicability				Authoritative Standards (Reference)		Success Measure		Validation		Assessment

						Other		SP								Compliant		Non-Compliant

		1-1		Does the organization have an incident response plan? (NOTE: A tenant organization must have either their own incident response plan or a copy of the response plan developed by the service provider.)		X		X		AR 25-2, Para. 4-21c; DoDI 8500.2 IA Control VIIR		The unit has an incident response plan that  addresses the following, at a minimum:		Review the organization's incident response plan and supporting documentation (appointment orders, training certificates, etc). If a Tenant organization, they should have a copy of their service provider's incident response plan.

												1. Who the CND Service Provider is  (e.g., servicing RCERT)

												2. How reportable incidents are defined and categorized to include Serious Incident Reports.

												3. How incident response standard operating procedures to include INFOCON are outlined.

												4. How users are trained in incident recognition and initial notification.

												5. How assigned incident response personnel are appointed and trained.

												6. Identifies the reporting chain.

		1-2		Does the incident response plan establish a local incident response team; identifying key roles?		X		X		AR 25-2, Para. 4-21c; DoDI 8500.2 IA Control VIIR; CJCSM 6510.01A		The incident response plan establishes a local incident response team and identifies the key roles.		Review the plan.  Verify that the incident response plan establishes a local incident response team and identifies their key roles.

		1-3		Does the incident response plan identify the responsible CND provider?		X		X		AR 25-2, Para. 4-21c; DoDI 8500.2 IA Control VIIR; CJCSM 6510.01A		The incident response plan identifies who the responsible CND Service Provider is  (e.g., servicing RCERT).		Review the plan.  Verify that the responsible CND Service Provider is identified in the plan.

		1-4		Does the incident response plan define reportable incidents?		X		X		AR 25-2, Para. 4-21c; DoDI 8500.2 IA Control VIIR; CJCSM 6510.01A		The incident response plan defines incidents that are reportable and those that are not reportable.		Verify that the plan defines incidents that are reportable.

		1-5		Does the incident response plan address response to INFOCON measures?		X		X		AR 25-2, Para. 4-21c; DoDI 8500.2 IA Control VIIR; CJCSM 6510.01A; STRATCOM Directive 527-1 para 3.7.5		The incident response plan addresses  response to INFOCON measures: Normal, ALPAH, BRAVO, CHARLIE and DELTA.		Review the plan.  Verify that the plan does address responses to each of the INFOCON measures.

		1-6		Does the incident response plan provide for Incident Response Team training?		X		X		AR 25-2, Para. 4-21c; DoDI 8500.2 IA Control VIIR; CJCSM 6510.01A		Training for the members of the incident response team is identified in the plan and is being performed.		Review the plan.  Verify that this training is available and being performed by team members.  Review the ATCTS accounts for completion of required courses.

		1-7		Does the incident response plan require installation network security personnel to respond to all IDS/WIDS alerts and maintaining IDS/WIDS log data and actions taken?		X		X		AR 25-2, Para. 4-21c, 4-22c, and 4-30a; Army Wireless Security Standards BBP, Para. 8c; DoDI 8500.2 IA Control VIIR		IA Personnel are investigating all IDS/WIDS alerts and maintaining all IDS/WIDS log data and actions taken for 1 year.		1. Verify that network management is properly responding to IDS/WIDS alerts by reviewing IDS/WIDS log data and actions taken.

2. Have IA personnel demonstrate the IDS/WIDS functionality by purposely enabling an unknown / unauthorized device within the IDS/WIDS effective coverage area. An alert should be generated.

		1-8		Is the incident response plan tested, reviewed, and updated at least annually (or every six months for MAC-I systems)?		X		X		AR 25-2, Para. 4-21b; DoDI 8500.2 IA Control VIIR		1. MAC-I Systems: The most recent memorandum or change log entry shows a date that is within the past six months.

2. MAC-II and MAC-III Systems: The most recent memorandum or change log entry shows a date that is within the past year.

3. Plans are tested at least annually (or every 6 months for MAC I systems).

4. Desktop walkthroughs can be used to test the plan.  If a real incident is used, an AAR will suffice as evidence of testing the plan.		Look for documentation (after action reports, memorandums for record, change log, etc.) showing that the incident response procedures were reviewed/updated and tested. If a real incident was used, review the AAR as evidence of testing the plan.

		1-9		Are users aware of their responsibility to cease all activity on a computer when they observe suspected security incidents or suspicious IS operation and report immediately to the System Administrator (SA), Information Assurance Manager (IAM), or the Information Assurance Security Officer (IASO)?		X		X		AR 25-2, Para. 3-3c(9), 4-22a through c		Users understand that they are to stop all further activity and immediately notify their SA, IMO, IASO, or IAM.		Interview users to determine how they would respond to an incident and who they would report it to.

		1-10		Does the incident response plan define conditions which require the generation of a Serious Incident Report (SIR)?		X		X		AR 25-2, Para. 4-21d; DoDI 8500.2 IA Control VIIR		A serious incident report (SIR) will be generated and reported per AR 190–40 under the following condition: 
1. The incident poses grave danger to the Army's ability to conduct established information operations.
2. Adverse effects on the Army's image such as Web page defacements.
3. Access or compromise of classified or sensitive information (for example, soldier identification information (SSN), medical condition or status, patient–client or attorney–client privilege).
4. Compromise originating from a foreign source.
5. Compromise of systems that may risk safety, life, limb, or has the potential for catastrophic effects, or contain information for which the Army is attributable (for example, publicly accessible waterways navigational safety information from the USACE).
6. Loss of any information system or media containing protected or classified information.		Verify that the organization's incident response plan contains the items listed under measurements of success.

		1-11		Do personnel report information system security incidents as required?		X		X		AR 25-2, Para. 3-2d(3),  f(13), and 3-3a(14)		Reviewed documents show evidence of reporting and logging of information security incidents IAW the authoritative standard and the incident response plan.		Request copies of incident reports from IA personnel. Reports can be in the form of e-mail traffic, memorandums, trouble tickets, or other form of logging.

		1-12		Does the incident response plan include procedures to isolate the compromised system; and preserve forensic evidence and chain of custody?		X		X		AR 25-2, Para. 4-22c and d; DoDI 8500.2 IA Control VIIR		1. The incident response plan states that the compromised system will be isolated from the network with no further action taken pending further instructions from the servicing RCERT or law enforcement organization (i.e. CCIU).

2. Personnel understand that they should disconnect the network cable from the compromised system and leave it alone (don't power off, don't reboot) until receiving further instructions from the servicing RCERT. Incident response personnel may also logically isolate the compromised system by blocking the IP or MAC address at the firewall, router, or Network Access Control device.

3. All personnel will be trained as to what immediate actions to take so that they do not compromise the evidence on their own.		1. Review the organization's incident response plan.

2. Survey users, SAs, IASOs, and the IAM to find out what actions they take on a compromised system.

		1-13		Does the incident response plan include the recovery actions required prior to placing a compromised system back on the network?		X		X		AR 25-2, Para. 4-23a		The organization understands that before a system that has been compromised can be placed back on the network, it must be rebuilt from original media, patched, and scanned for compliance.		Query the SA/IASO/IAM to determine if they know the proper actions to take prior to placing a compromised system back on the network.

		1-14		Does the organization understand the requirement to report and respond to classified information spillage events?		X		X		AR 25-2, Para. 4-21c(8) and d(3); BBP 03-VI-O-0001 (Classified Information Spillage), Para. 11		The organization understands the requirement to generate a Serious Incident Report (SIR), review of "spilled" material by a subject matter expert or the original owner, and sanitization procedures of compromised media.  These procedures must be outlined as identified in the BBP.		1. Survey users and interview incident response personnel.

2. View trouble tickets or incident reports and after action reports of when classified spillage procedures were practiced and view lessons learned.

3. Review the incident response plan for a section on handling classified information spillage incidents.
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IA Training & Certification

		IA Training and Certification: Government Lead – Phyllis Bailey, (703) 545-1698, phyllis.e.bailey2.civ@mail.mil
SME – Doris Wright, (703) 545-1703, doris.m.wright2.ctr@mail.mil
Applicability: Other = Units supported by IT service provider; SP = IT Service Provider (NEC)

		Critical Questions: Bolded and outlined in ORANGE
Failing Deficiencies: Bolded and underlined; outlined in RED
Focus Areas: Tabs colored ORANGE

		-		Question/Tasks		Applicability				Authoritative Standards (Reference)		Success Measure		Validation		Assessment

						Other		SP								Compliant		Non-Compliant

		2-1		Does the command's IA user training program comply with the Army minimum training requirements?		X		X		AR 25-2, Para. 4-3a(8); DoD 8570.1-M, Para. C6.2.5; DoDI 8500.2 IA Control PRTN		1. The organization's training program has documented the requirement for all user's to comply with the DOD and Army minimum IA training requirements and certification for initial/annual IA training.  

2. The program must at least include that all users must complete required IA training through the Signal Center web site as well as provide and implement a means/methodology for tracking all IA training. 

**The DoD IA Awareness training course is to be used for initial and annual IA Awareness training. Army users must take the DOD IA Awareness course through the Signal Center website (https://ia.signal.army.mil) and follow the instructions for Army requirements.		1.  Check commands training program's documentation for requirement to take the IA Awareness Training at the appropriate website if a waiver was not provided.

2.  Ensure the command's program documentation identifies the requirement that IA training must be completed upon arrival and annually thereafter.

		2-2		Do all users complete initial IA Awareness training before receiving network access?		X		X		AR 25-2, Para. 4-3a(8)(a and b), NIST 800-53 Appendix F AT2, CJCSM 6510.01 Appendix B Enclosure A Para. 5 and Appendix A Enclosure A Para. 7b, DoD 8570.1-M Para. C6.2.2; DODD 8570.1 5.9.2; DoDI 8500.2 IA Control PRTN		1.  The date on the user's training certificate is within the past 365 days.

2.  Check the commands IA policy/plan for requirements to take the IA Awareness training prior to the initiation of network access.

 **The DoD IA Awareness training course is to be used for initial and annual IA Awareness training. Army users must take the DOD IA Awareness course through the Signal Center website at https://ia.signal.army.mil;and follow the instructions for Army requirements.		1.  Request documentation for the IA awareness training (initial)

2.    Review the completion date on the training certificate if not in the Army Training and Certification Tracking System (ATCTS)  https://atc.us.army.mil.                          

3.  Review organization account creation process and documentation.

		2-3		Do all users complete refresher IA Training annually?		X		X		AR 25-2, Para. 4-3a(8)(a and b), NIST 800-53 Appendix F AT2, CJCSM 6510.01 Appendix B Enclosure A Para. 5 and Appendix A Enclosure A Para. 7b, DoD 8570.1-M Para. C6.2.2; DODD 8570.1 5.9.2; DoDI 8500.2 IA Control PRTN		1.  The date on the user's training certificate is within the past 365 days.

2. Check the commands IA policy/plan for requirements to take the IA Awareness training prior to the initiation of network access.

 **The DoD IA Awareness training course is to be used for initial and annual IA Awareness training. Army users must take the DOD IA Awareness course through the Fort Gordon IA website https://ia.gordon.army.mil/dodiaa/default.asp and follow the instructions for Army requirements.		1. Request documentation for the IA awareness training (Annual).

2. Review the completion date on the training certificate if not in the Army Training and Certification Tracking System (ATCTS)  https://atc.us.army.mil.

3. Review organization account creation process and documentation.

		2-4		Have all IA personnel in Technical Levels I-III completed the Army required minimum training within six months of appointment to the position?		X		X		AR 25-2, Para. 4-3a(2), (6)(a-c); DoD 8570.1-M C3.2.3.1; IA Training and Certification Best Business Practice, Para. 10a, b, and c; DoDI 8500.2 IA Control PRTN		1. The Army Training and Certification Tracking System (ATCTS) shall identify all IA Technical Level I-III personnel and the completion status of all required minimum training.

2. The minimum training courses for the IA Technical levels are found in the IA Training and Certification BBP.  The Information Assurance Fundamental course is found at URL: https://ia.signal.army.mil and the Skillport courses are found at URL https://usarmy.skillport.com. 

3.  Training was completed within 6 months of appointment.		Review ATCTS:

1.  Run a Compliance report in ATCTS for all personnel  in  IAT 1- IAT-III IA positions.

2  Select the following filters:                  a. Do not remove any of the default fields because you can use the same report for items 2-4 and 2-5.                                                              b.  Add the following Data Fields: Personnel Type, Position, Name and Date Appt orders signed.            c.  Add the following filters:  Workforce Group-select "Information Assurance" for value and Profile -select Tech 1 (add filter) then Tech II (add filter) and Tech III (add filter).

3. Review required minimum training and ensure all courses are completed or will be completed within 6 months of appointment.  This is the date noted in the "Date appt orders signed field"   .  The manager must count six months after that date

		2-5		Have all IA personnel in Management Levels I-III completed the Army required minimum training within six months of appointment?		X		X		Army IA Training and Certification Best Business Practice, Para. 8 and Table 4; DoD 8570.1-M, Chapter 4		1. The Army Training and Certification Tracking System (ATCTS) shall identify all IA Management Level I-III personnel and the completion status of all required minimum training.

2. The minimum training courses for the IA Management levels are found in the IA Training and Certification BBP.  The Information Assurance Fundamental course is found at URL: https://ia.signal.army.mil and the Skillport courses are found at URL https://usarmy.skillport.com.

3. Training was completed within 6 months of appointment for all new hires.  Training shall be completed for those with appointment dates older than six months from date of assessment.

4. All IA personnel assigned to Management Levels I-III (who have privileged
access) have completed their training under their technical position.		Review ATCTS:

1.  Run a Compliance report in ATCTS for all personnel  in  IAM I- III IA positions.

2.  Select the following filters:                  a. Do not remove any of the default fields because you can use the same report for items 2-6 and 2-7.                                                              b.  Add the following Data Fields: Personnel Type, Position, Name and Date Appt orders signed.            c.  Add the following filters:  Workforce Group-select "Information Assurance" for value and Profile -select Management 1 (add filter) then Management  II (add filter) and Management III (add filter).

3. Review required minimum training and ensure all courses are completed or will be completed within 6 months of appointment.  **This is the date noted in the "Date appt orders signed field"**.  the six months starts after the date on the appointment letter.  Technical level training must be completed as well (if applicable).

		2-6		Have all IA personnel in Management Levels I-III obtained the appropriate DoD IA baseline commercial certification within six months of appointment?		X		X		AR 25-2, Para. 4-3a(1)(d); DoD 8570.1-M C4.2.3.2, C9.3.2.5 C.4.2.3.2 and C.9.3.2.5.1-3; IA Training and Certification BBP, Para. 8a, b, c		1.  All IAMI-III personnel has a DoD baseline  certification for the highest category/level that they are appointed to.

2.  Organization has a documented plan to certify all of their IA management personnel.

3.  It is important that organizations are aware of the requirement and develop a plan for implementation and compliance.		Review ATCTS:

1.  Run a Compliance report in ATCTS for all personnel  in  IAM 1- -III IA positions.

2.   Use the same report  fields in task 2-5. 

3. Review IA Management personnel records to ensure that personnel have the required baseline certification in ATCTS or one on file.

		2-7		Have all IA personnel in Technical Levels I-III obtained the appropriate DoD IA baseline commercial certification within six months of appointment?		X		X		AR 25-2 4.3a(6)(a)&(d); DoD 8570.1-M C3.2.4.1.1, C.4.2.3.2, C9.3.2.5 and C.9.3.2.5.1-3; IA Training and Certification BBP, Para. 10		1.  All IATI-III personnel has DoD baseline  certification for the highest category/level that they are appointed to.

2.  Organization has a documented plan to certify all of their IA Technical personnel.

3.  It is important that organizations are aware of the requirement and develop a plan for implementation and compliance.		Review ATCTS:

1.  Run a Compliance report in ATCTS for all personnel  in  IAT 1- IAT-III IA positions. 

2.  Use the same report  fields in task 2-4.                                                               

3. Review IA Technical personnel records to ensure that personnel have the required baseline certification in ATCTS or one on file.

4.  Review memorandum of record or annotation of On the Job Training (job practical skill training) in the individual's ATCTS profile.  **Currently reports can not be ran on this item in ATCTS**

		2-8		Have all IA personnel in Technical Levels I-III obtained the appropriate computing environment certification, within six months of appointment?		X		X		AR 25-2 4.3a(6)(a)&(d); DoD 8570.1-M C3.2.4.1.1, C9.3.2.5; IA Training and Certification BBP, Para. 10		1.  All IATI-III personnel has a computing environment certification for the operating system/device/tool that they manage. 

2.  Organization has a documented plan to certify all of their IA technical personnel                                                                

3.  It is important that organizations are aware of the requirement and develop a plan for implementation and compliance.		Review ATCTS:

1.  Run a Compliance report in ATCTS for all personnel  in  IAT 1- IAT-III IA positions.                                  

2.  Use the same report  fields in task 2-5.                                                               

3. Review IA Technical personnel records to ensure that personnel have the required CE certification in ATCTS or one on file.

		2-9		Has the organization met the appropriate IAM and IAT certification milestones (100% by 31 Dec 2010)?		X		X		AR 25-2, Para. 4-3a(1)(d); DoD 8570.1-M C4.2.3.2, C9.3.2.5 C.4.2.3.2 and C.9.3.2.5.1-3; IA Training and Certification BBP, Para. 8a, b, and c		1.  Organization has meet the prior's year certification percentage for all IAT and IAM categories and levels together. 

2.  Organization has a documented plan to reach the current year percentage requirement

3. DoD 8570.01-M requires: 

a. 40% of the IA workforce have a DoD baseline certification by the end of CY 08

b. 70% by the end of CY 09

c. 100% of all IAT and IAM category positions by the end of CY 10

4. It is important that organizations are aware of the requirement and develop a plan for implementation and compliance.		Review ATCTS:

1.  Run a Compliance report in ATCTS for all personnel  in all  IAT and IAM  categories and levels                                                                                              

2. Review IA Technical  and IA Management personnel records to ensure organization is meeting the current certification milestone and have a plan to meet future milestones and reach 100%.

		2-10		Have all IA personnel in IASAE Level I-III positions obtained the appropriate certification within six months of appointment?		X		X		AR 25-2 4.3a(6)(a)&(d); DoD 8570.1-M C3.2.4.1.1, C9.3.2.5, C.4.2.3.2 and C.10; IA Training and Certification BBP, Para. 12a, b, and c		1. The Army Training and Certification Tracking System (ATCTS) shall identify all IASAE  Level personnel and the completion status of all required minimum training.  

2. The minimum training courses for the IASAE levels are found in the IA Training and Certification BBP.  The Information Assurance Fundamental course is found at URL: https://ia.signal.army.mil and the Skillport courses are found at URL https://usarmy.skillport.com.  Training was completed within 6 months of appointment.		Review ATCTS:

1.  Run a Compliance report in ATCTS for all personnel  in  IASAE I- III positions. 

2  Select the following filters:
a. Do not remove any of the default fields because you can use the same report for items 2-13 and 2-14.                                                              
b.  Add the following Data Fields: Personnel Type, Position, Name and Date Appt orders signed.            
c.  Add the following filters:  Workforce Group-select "Information Assurance" for value and for Profile -select IASAE I (add filter) then IASAEII (add filter) then IASAE III (Add filter),

3. Review required minimum training and ensure all courses are completed or will be completed within 6 months of appointment.  This is the date noted in the "Date appt orders signed field"

		2-11		Have all IA personnel in CND/SP  Specialty Level I-III obtained the appropriate certification within six months of appointment?		X		X		AR 25-2 4.3a(6)(a)&(d); DoD 8570.1-M C3.2.4.1.1, C9.3.2.5, C.4.2.3.2 and C.11; IA Training and Certification BBP, Para. 11a, b, c, d, and e		1.  Organization has meet the prior's year certification percentage and within 10 percent of meeting current requirement

2.  Organization has a documented plan to reach the current year percentage requirement                                                                         

3. DoD 8570.01-M requires: 

a. 40% of the IA workforce have a DoD baseline certification by the end of CY 09

b. 70% by the end of CY 10

c. 100% of all IAT and IAM category positions by the end of CY 11

4. It is important that organizations are aware of the requirement and develop a plan for implementation and compliance.		Review ATCTS:

1.  Run a Compliance report in ATCTS for all personnel  in  CND positions.  

2.  Use the same report  fields in task 2-9. 

3. Review IA CND personnel records to ensure organization is meeting the current certification milestone and have a plan to meet future milestones and reach 100%.

		2-12		Are all IAT/IAM/IASAE/CND-SP category personnel fully trained and certified to prior to deployment to a combat environment?		X		X		AR 25-2 4.3a(6)(a)&(d); DoD 8570.1-M C3.2.4.3, C.4.2.3.2, C.4.2.3.4.2 and C.11.2.4.3		1. CND-SP specialty personnel must be fully trained and certified prior to deployment to a combat environment. USSTRATCOM may approve a waiver for certified CND-SP billets without attaining the appropriate CND-SP specific certification while deployed to a combat environment (however, CND-SP specialty personnel must have the appropriate baseline IAT or IAM Certification).

2.  IASAE specialty personnel must be fully trained and certified prior to deployment to a combat environment. However, the DAA may grant an interim waiver for the period of the deployment for IASAE personnel to fill IASAE billets one level higher than their current certification.

3.  IAM category personnel must be fully trained and certified prior to deployment to a combat environment. However, the DAA may grant an interim waiver for personnel required to fill IAM II or III level billets with IAM I or IAM II certified individuals who cannot obtain the appropriate certification while deployed in a combat environment

4.  IAT category personnel must be fully trained and certified prior to deployment to a combat environment. The DAA may approve a waiver for certified IAT-I’s to fill level IAT-II or IAT-III billets without attaining the appropriate certification while deployed to a combat environment.

5.  The organization has a memorandum of record waiving the certification requirement.  The memorandum of record can not be for no more than 6 months.		Review ATCTS:

1.  Run a Compliance report in ATCTS for all personnel  in  IA Workforce personnel

2.  Select the following filters:
a. Do not remove any of the default fields
b.  Add the following Data Fields: Personnel Type, Position, Name and Date Appt orders signed.
c.  Add the following filters:  Workforce Group-select "Information Assurance" for value 

3. Review required minimum training and ensure all personnel has the minimum certification prior to deploying in a combat environment
                 
4.  Review all memorandum of records for deployed personnel occupying a higher level position.

		2-13		Do all IT services contracts state the contractor personnel must obtain the appropriate baseline and computing environment certification(s)?		X		X		DOD 8570.1-M Para. C1.4.4.12, C1.4.4.5, C3.2.4.8.1,  C4.2.3.1, C7.3.4.4; DFAR Section 239; IA Training and Certification BBP, Para. 1		1.  Contracts that included acquisition of IA services has contractor certification and training requirements IAW DoD 8570.01

2.  Existing contracts were modified, at an appropriate time during the phased implementation (4 year period), to specify certification requirements.

3.  The contracts specify that the contractors must have a DoD approved information assurance workforce certification appropriate for each category and level as listed in the current version of DoD 8570.01-M and appropriate operating system certification for Information Assurance Technical positions as required by the organization.		Review appropriate contract documentation (e.g. Statements of Work, Security Classification Guides) for the DoD 8570.01-M requirement on new contracts and modifications.

		2-14		Have all personnel that have privileged access as a local administrator or an OU administrator been appointed, trained, and certified as an IA Technical l-lll?		X		X		AR 25-2 Para. 3-3c(15) 4-3a(2), (6)(a-c); DoD 8570.1-M Para. C3.2.3., C1.4.4.4., C3.2.4.1.2.; DoDI 8500.2 IA Control PRTN; BBP 05-PR-M-0002		All individuals appointed as IA or network operations personnel must successfully complete an IA security training certification course of instruction equivalent to the duties assigned to them. 

Individuals must also be certified in accordance with the DOD baseline requirements of DOD 8570.1M. Personnel with privileged access must sign a privileged level user agreement.

IAT Level I certification is mandatory prior to IA Managers authorizing unsupervised privileged access for personnel performing IAT Levels I through III functions.		Review ATCTS:

1.  Verify all IA Technical personnel have a profile in ATCTS to include appointment orders and assignment to appropriate IA Technical Level.

2. Review required minimum training and ensure all courses are completed or will be completed within 6 months of appointment.

3. Request copies of Privileged Access Agreements if not found in ATCTS.
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IAVM

		Information Assurance Vulnerability Management: Wesley Andrues, (703) 706-2532, wesley.r.andrues.civ@mail.mil;
SME – Donald Carter, (703) 706-2161, donald.m.carter2.civ@mail.mil
Applicability: Other = Units supported by IT service provider; SP = IT Service Provider (NEC)

		Critical Questions: Bolded and outlined in ORANGE
Failing Deficiencies: Bolded and underlined; outlined in RED
Focus Areas: Tabs colored ORANGE

		-		Question/Tasks		Applicability				Authoritative Standards (Reference)		Success Measure		Validation		Assessment

						Other		SP								Compliant		Non-Compliant

		3-1		Are all Information Assurance Vulnerability Management (IAVM) messages acknowledged no later than the "Acknowledge by" date as stated in the IAV message?		X		X		AR 25-2, Para. 4-25a; DoDI 8500.2 IA Control VIVM; NetOps Reporting Tool v1.4 Quick User Guide June 2010		The unit acknowledges receipt of IAVM messages in the AGNOSC NetOps Reporting Tool (NRT) within the 'Acknowledge By' of receipt. The database is located on the AGNOSC SIPRNET portal at http://armynetcrop.army.smil.mil/protected/reporting		Review the NRT database to see when the IAVM messages were released and when the unit acknowledged receipt of them.

		3-2		Are IAVM corrective actions completed no later than the listed mitigation date on the IA Vulnerability Alert (IAVA)?		X		X		AR 25-2, Para. 4-24c(2); DoDI 8500.2 IA Control VIVM		Patches or upgrades are applied to the vulnerable assets within the listed suspense date.		1. A full IAVM vulnerability scan on all assets must be conducted.

2. Scan results must be reviewed to verify whether the patches have been applied to the vulnerable assets.

		3-3		Does IAVM compliance status reporting occur in the approved Army CIO/G6 IAVM reporting system?		X		X		AR 25-2, Para. 4-25d; NetOps Reporting Tool v1.4 Quick User Guide June 2010		1. IAVM compliance reporting will be accomplished through the NRT or by CIO/G-6 approved manual submission. 

2. Register specific system/asset owners and SAs, including applicable electronic addresses in the NRT.		Review the NRT database or manual submission to ensure that the unit has reported IAVM compliance for each IAVM message within the required suspense date.

		3-4		Does the organization submit, when required, IAVM Plan of Actions and Milestones (POA&Ms) before the suspense date in the approved Army CIO/G6 IAVM reporting system?		X		X		AR 25-2, Para. 4-25c and 4-27; NetOps Reporting Tool v1.4 Quick User Guide June 2010		POA&Ms should be submitted using an approved Army CIO/G6 IAVM reporting system as soon as it has been identified that IAVM corrective actions will cause an adverse effect on the system performance or operations.		1. Review the NetOps Reporting Tool for POA&M submissions. 

a. Ensure sufficient mitigating actions have been included and the Designated Approving Authority (DAA) has entered comments. 

b. The local DAA can approve POA&Ms for up to 30 days.

c. For POA&Ms exceeding 30 days, waivers must be processed through RCIO and approved by HQDA.

		3-5		Do IA personnel, responsible for implementing the IAVM process, subscribe to the Army Knowledge Online (AKO) IAVM Community Group Listserver?		X		X		AR 25-2, Para. 4-24c(1)(d)		1. All IA personnel responsible for implementation of the IAVM program are required to be subscribed to the AKO IAVM Community Group Listserver.
2. Subscription to the IAVM Community Group is suggested for all IAVM personnel. To register send email to: army.iavm@us.army.mil with "Subscribe" in the subject and AKO username in the message body.		Have IA personnel show you the IAVM messages they received via email from the listserver.

		Note:  If TRADOC has a unique mission that they are responsible for getting accredited via DIACAP, then there must be a Memorandum of Agreement with the local 
NEC that states who's responsible for scanning and patching the system with the most current patches.
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IA Program Management

		IA Program Management: Melissa Hicks, (703) 545-1604, melissa.c.hicks.civ@mail.mil
SME – Eric Bragger, (703) 545-1823, eric.j.bragger.ctr@mail.mil
Applicability: Other = Units supported by IT service provider; SP = IT Service Provider (NEC)

		Critical Questions: Bolded and outlined in ORANGE
Failing Deficiencies: Bolded and underlined; outlined in RED
Focus Areas: Tabs colored ORANGE

		-		Question/Tasks		Applicability				Authoritative Standards (Reference)		Success Measure		Validation		Assessment

						Other		SP								Compliant		Non-Compliant

		4-1		Are personnel required to sign a user agreement prior to being granted access to the information system? (This also includes privileged users signing a Privileged Access Agreement prior to receiving privileged access.)		X		X		AR 25-2, Para. 3-3c(1), 4-3; ALARACT 158-2008, Section 2; BBP 06-PR-M-0003 (Privileged-Level Access Agreement AUP), Para. 8; DoDI 8500.2 IA Control PRRB		1. The AUPs address the requirements as stated in the authoritative standards, and includes the content required by ALARACT 158-2008.

a. Personnel have signed AUPs as a condition to gaining access to the system and/or anciliary functions (remote access, Blackberry, etc).  Handwritten or digital (CAC) signatures are acceptable.  Organization must maintain digitally signed user agreements electonically.		Select a sample of privileged and non-privileged users and view copies of their user agreements.

		4-2		Are media that will be reused in an alternative Army environment purged with an approved Army or DoD wiping tool prior to release to the other Army organization?		X		X		AR 25-2, Para. 4-18a, b, and d; BBP 03-PE-O-0002 (Reuse of Army Computer Hard Drives), Para. 7A(1); DoDI 8500.2 IA Control PECS		The individual(s) responsible for handling disposition of hard drives produces certifications of hard drive disposition to include serial numbers, classification, date purged, and purge tool used.  The drives were purged using an Army or DoD approved wipe tool.

The use of the UCSD CMRR Secure Erase utility expedites this process.		Interview the individual(s) responsible for handling disposition of hard drives and review hard drive disposal documentation to validate handling methods and disposition of hard drives.

		4-3		Are media which stored classified or sensitive (to include restricted, test, research, or PII) information degaussed with an NSA-approved degausser and destroyed using an NSA-approved destruction method?		X		X		AR 25-2, Para. 4-18a, e, and g; BBP 03-PE-O-0002 (Reuse of Army Computer Hard Drives), Para 7A(5)		The individual(s) responsible for handling disposition of hard drives produces certifications of hard drive destruction to include make, model, serial numbers, classification, date destroyed, and destruction method used.  The drives were degaussed using an NSA approved degausser, and destroyed through disintegration, crushing (hole punches), acid, or any other method that would render the hard drive reasonably unusable.		Interview the individual(s) responsible for handling disposition of hard drives and review hard drive disposal documentation to validate handling methods and disposition of hard drives.

		4-4		Are purged/destroyed media actions documented on a media disposition certification label AND in a Memorandum of Record (MoR)?		X		X		AR 25-2, Para. 4-18a; BBP 03-PE-O-0002 (Reuse of Army Computer Hard Drives), Para. 9A(5), 9B(9), and 9C(7)		Once the purge has been certified, a label verifying that the drive has been purged will be affixed to the HDD and the external housing. Refer to Figure 2 for the Format for the Purge Certification Label.

Separate documentation (Memorandum for Record) recording the same purging, degaussing, and destruction  information will be maintained for a minimum of five years. Refer to Figures 3, 5, and 7, respectively for the Format for the Degaussing Verification Memo.		Interview the individual(s) responsible for handling disposition of hard drives and review hard drive disposal documentation to validate handling methods and disposition of hard drives.

		4-5		Is the MoR retained for at least five years?		X		X		AR 25-2, Para. 4-18a; BBP 03-PE-O-0002 (Reuse of Army Computer Hard Drives), Para. 9A(6), 9B(9), and 9C(7)		The organization maintains hard drive disposition records (as required in task 4-4) for at least five years.		Interview the individual(s) responsible for handling disposition of hard drives and review hard drive disposal documentation to validate handling methods and disposition of hard drives.

		4-6		Do authorized users who are contractors, DOD direct or indirect hires, foreign nationals, or foreign representatives have their respective affiliations incorporated as part of their e-mail addresses?				X		AR 25-2 Para. 4-20f(8); ALARACT 021/2010; DoDD 8500.01E Para. 4.10; DoDI 8500.2 IA Control ECAD-1		E-mail addresses properly reflect the affiliation of the user (examples follow).

Contractor:  joe.slobotnik.ctr@us.army.mil

Foreign Official:  john.smith.uk@us.army.mil

Foreign Contractor:  arthur.dent.uk.ctr@us.army.mil		Identify contractors, foreign officials, and other non-governmental users and review their e-mail addresses.

		4-7		Do authorized users who are contractors, DOD direct or indirect hires, foreign nationals, or foreign representatives have their respective affiliations identified within their display names?				X		AR 25-2, Para. 4-15a and 4-20f(8); DoDI 8500.2 IA Control ECAD1		E-mail display names properly reflect the affiliation of the user (examples follow).

Contractor:  Slobotnik, Joseph L. Mr. CTR, <organization>

Foreign Official:  Blucher, Hildegard MAJ, Foreign National-Germany-FLO, <organization>

Foreign Contractor:  Dent, Arthur Mr. Foreign National-United Kingdom-Contractor, <organization>		Review the Global Address List for compliance with displaying the appropriate affiliation.

		4-8		Do authorized users who are contractors, foreign nationals, or foreign representatives have their respective affiliations indicated in an automated signature block?				X		AR 25-2, Para. 4-15c; DoDI 8500.2 IA Control ECAD1		E-mail signature blocks will be automatically generated for all contractors, foreign personnel, and other non-governmental individuals.  Foreign personnel includes the foreign individual’s nationality and position (example below):

Group Capt. Lionel Mandrake, RAF
UK, LNO, J-3 Air
U.S. Strategic Command
xxx-xxx-xxxx
lionel.mandrake.uk@stratcom.mil		Validate signature block information.  One method of doing this would be to request blank e-mails from the individuals checked.

		4-9		Does management ensure that users understand that they have no reasonable expectation of privacy by enforcing the display of the Notice and Consent Banner every time a user logons to an Army system?		X		X		AR 25-2 Para. 4-5m(3); ALARACT 158/2008, Para. 6 and 7; AR 380-53 Page 2
Section 2-1b, Page 4 Section 2-8a2, Section 2-8c3b; DoDI 8500.2 IA Control ECWM		1. Users understand that they have no expectation of privacy when using a government information system (Exceptions include any privileged communication recognized by law; e.g. Attorney-Client, Psychotherapist-Patient, EO/EEO complaints, IG records, HIPAA, etc).

2a. The information system prominantly, and completely displays the Notice and Consent Banner as part of the authentication process, including, but not limited to, web, ftp, telnet/SSH, or other services access. 

2b. Users must take a positive action (click "OK") to accept the terms of the notice and consent banner before access is granted.		1. Survey users and ask if they understand that they have no expectation of privacy.

2. Review the Notice and Consent Banner of the surveyed user's workstation to ensure users must take a positive action to accept the terms of the notice and consent banner before access is granted.

		4-10		Do users meet the personnel security requirements for gaining access to Army information systems?		X		X		AR 25-2 Para. 4-5c(3) and 4-14a; DoDI 8500.2 IA Control PRAS; CJCSI 6510.01F, Para. A-7; DoD 5220.22-M, Section 2		The users have initiated/completed the appropriate background check as mandated by AR 25-2, Paragraph 4-14a.		1. Review access request form template and complete forms on file.

2. Interview selected organizational personnel with personnel security responsibilities (IAM, G-2/S-2, Security Manager).  Validate background check with JPAS.

3. Interview supervisors to verify that they approve access and verify "need to know" of their employees.

		4-11		Has the appropriate authority formally appointed his/her IA workforce personnel (i.e. appointment orders)?		X		X		AR 25-2 Para. 2-24f and Chapter 3		All personnel assigned to IA duties as described in AR 25-2, Chapter 3 are appointed in writing by the Commander/Director. (NOTE: Copies of appointment orders should be uploaded to ATCTS.)		Examine the organization's appointment orders for IA personnel.

		4-12		Are contractor personnel positions designated as IT-I, IT-II, IT-III, or IT-IV for access to the IS?		X		X		AR 25-2, Para. 4-14; BBP 05-PR-M-0002 (IA Training and Certification); DoD 8570.01-M; CJCSI 6510.01F, Para. A-11; DFARS Part 239.7102-3		1. The Statement of Work and DD Form 254 indicate IT levels appropriate to the type of access required.

2. Appointment orders, if applicable, clearly state the assigned IT level.		1. Review the Statement of Work and the DD Form 254 for the type of work to be performed and the IT level required.

2. Review appointment orders, if applicable, of contractor personnel assigned to IA roles.

		4-13		Are the background check requirements included in maintenance contracts, statements of work, and specified on the DD Form 254 (Department of Defense Contract Security Classification Specification)?		X		X		DoDI 8500.2 IA Control PRAS-1 (Sensitive) or PRAS-2 (Classified); DFARS Part 239; DoD 5220.22-M, Section 2		1. The Statement of Work and DD Form 254 indicate IT levels appropriate to the type of access required and the appropriate background checks required.

2. Appointment orders, if applicable, clearly state the assigned IT level.

3. Contractor employees' background investigation are initiated or periodic reinvestigations (PR), if required, have been submitted. (PR is required if last investigation is older than 5 years for SSBI and 10 years for NACLC)		1. Review the Statement of Work and the DD Form 254 for the type of work to be performed and the IT level required.

2. Review appointment orders, if applicable, of contractor personnel assigned to IA roles.

3. Verify that contractor employees' background investigations are initiated or periodic reinvestigations (PR), if required, have been submitted.

		4-14		Are foreign exchange personnel and representatives of foreign nations (not to be confused with foreign nationals) limited to email only access, unless further access is vetted through the Army G-2 Foreign Disclosure and Security Directorate, and authorized by  Army CIO/G-6?		X		X		AR 25-2 Para. 4-15b and 4-15d; DoDD 8500.01E Para. 4.9; CJCSI 6510.01F, Para. A-7		1. All foreign officials are assigned to user security groups which have no access to any resources other than an e-mail account.

2. Unless otherwise covered by a blanket exception, exception requests are requested by the DAA, submitted through the higher headquarters IAPM, vetted by the Army G-2 Foreign Disclosure Office, and approved by Army CIO/G-6.

3. Approved exceptions are included as artifacts in the system accreditation.		1. Identify any foreign officials and review which user security groups they belong to.

2. Review waiver packets, if any.

		4-15		Does the organization submit MS4X, MX5T, and QOIM funding requirements? (ensure sub-activities and subordinate commands are included)		X		X		AR 25-2, Para. 4-2 a and b; DoDI 8500.2 IA Control DCPB		1. MS4X and MX5T requirements are entered in the Information Systems Security Program (ISSP) database.

2. QOIM requirements are submitted through normal budgeting channels.		1. Review the organization's MS4X (IA) and MX5T (COMSEC) requests and requirements in the ISSP database (https://issp.army.mil)

2. Review supporting documenteation for IA-related QOIM funding requirements.

		4-16		Does the organization restrict the use of employee owned information systems (EOIS)?		X		X		AR 25-2, Para. 4-31; AR 25-1,  Para. 6-1i		1. The organization establishes strict terms and conditions for the use of EOIS approved by the DAA.

2. Establish checks and balances to reduce the risk of one individual adversely affecting system or network operations.		1. Ask and/or physically inspect to determine if any EOIS exist within the environment. If so, request approval documentation and review the organization's EOIS AUP.

2. Scan to determine if EOIS are present in an area.

		4-17		Have all IT systems of record been recorded in the appropriate portfolio registry (to include, but not limited to APMS, DITPR, or MISR)?		X		X		AR 25-1, Para. 3-11c; FISMA		IT investments for which the Army is a funding source and/or primary manager shall be registered in APMS if the item can be reported without divulging classified information.   DoD funded systems are registered in DITPR.  Medical IT investments funded by Tricare or other organization are recored in MISR.		Validate systems of record have been recorded in the appropriate portfolio registry

		4-18		Are all known / trusted assets accounted for in the approved Army CIO/G6 asset management system?		X		X		AR 25-2, Para. 4-25a through e		Known / trusted assets will be accounted for in the approved Army CIO/G6 asset management system. To meet DOD requirements, register specific system/asset owners and SAs, including applicable electronic addresses.		Validate assets in the approved Army CIO/G6 asset management system

		4-19		Does the organization ensure all removable media (to include, but not limited to Thumb Drives, floppies and CDs) and information systems comply with all requirements for marking and labeling contained in policy and guidance documents?		X		X		AR 25-2, Para. 4-17(a-d); AR 380-5, Para. 4-32, 5-3, 5-8, 5-12, 5-16, and 5-20; AR 25-55, Para. 4-200d; DoDI 8500.2, Para. 5.12.5 and IA Control ECML; CJCSI 6510.01F, Para. A-6; DTM 04-009		Removable media is marked with the proper classification label.		Look at removable media.

		4-20		Does the organization ensure that third-party providers of information system services employ adequate security controls in accordance with applicable federal laws, directives, policies, regulations, standards, guidance, and established service level agreements?		X		X		AR 25-1, Para. 5-1; AR 25-2, Para. 4-3a(7); DoDI 8500.2, Para. E3.4.5, IA Controls DCDS and DCIT; DoDD 8500.01E, Para. 4.2 and E2.1.16; CJCSI 6510.01F, Para. A-5, A-10; DFARS Part 239.74		1. Risk analysis reports have been approved by Army CIO/G-6.

2. Outsourced providers are being held to the same IA standards and requirements as DoD employees.

Note that this task applies to organizations outsourcing entire IT services; not to organizations hiring contractor personnel to augment an existing federal workforce.		1a. Obtain a list of all outsourced dedicated IA services (IDS configuration, incident analysis and response, firewall operation, key management, etc.) from the System Owner.

1b. Obtain copies of the risk analysis reports.

2. Review scope of policies and procedures, training and certification documents, signed user agreements (both privileged and non-privileged), forms DD-254, and Statement of Work.
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PKI

		Public Key Infrastructure (PKI): Government Lead – Tracy Traylor, (703) 545-1732 tracy.n.traylor.civ@mail.mil
SME – Jude Roeger, (703) 545-1749, jude.a.roeger2.civ@mail.mil
Applicability: Other = Units supported by IT service provider; SP = IT Service Provider (NEC)

		Critical Questions: Bolded and outlined in ORANGE
Failing Deficiencies: Bolded and underlined; outlined in RED
Focus Areas: Tabs colored ORANGE

		-		Question/Tasks		Applicability				Authoritative Standards (Reference)		Success Measure		Validation		Assessment

						Other		SP								Compliant		Non-Compliant

		5-1		Do all Soldiers, DA Civilians, eligible contractors, and foreign national employees who require logical access to the NIPRNET have a Common Access Card (CAC) with identity, signature, and encryption certificates?		X		X		Army CIO/G-6 ALARACT Army  Accelerated Implementation Of Common Access Card Cryptographic Network Logon, Para 5.1.2.; JTF-GNO Communication Task Order 06-02, Para 6A.; DoDI 8500.2 IA Control IAKM		1. All Soldiers, DA Civilians, eligible contractors, and foreign national employees who require logical access to the NIPRNET have a CAC. 

2. All CAC holders who have .mil email accounts have Encryption, Signature, and Identity certificates on their CAC.		Require personnel to show their CAC and insert CAC in card reader, open middleware utilities, then click on the certificates folder. The certificates on the CAC will be displayed.

		5-2		Are all CAC holder user accounts in Active Directory provisioned to use CAC Cryptographic Logon?		X		X		Army CIO/G-6 ALARACT Army  Accelerated Implementation Of Common Access Card Cryptographic Network Logon ALARACT number 028-2006, Para. 5.A; JTF-GNO Communications Task Order 06-02, Para. 5; AR 25-2, Para. 4-5c(6) and Para. 4-12a; DoDI 8500.2 IA Control IAIA and IAKM		1. The user's Active Directory (AD) account must be modified to support the CAC Certificate's Principal Name element "EDI-PI@mil." This is a 10-digit number.

2. Where "N" = a number (0 through 9), only NNNNNNNNNN@mil (Last Name, First Name) or an administrator can logon or unlock the computer.		1. Ask System Administrators to logon to the Active Directory accounts administration tool and verify that user accounts have a unique EDI-PI 10-digit number associated with each account.

2. Ask random personnel to logon with their CAC. 

a. Confirm that the logon window requires a PIN instead of a username and password. 

b. Ask personnel to remove CAC. 

c. Confirm a message similar to this is displayed, "This computer has been locked. Only NNNNNNNNN@mil (Last Name, First Name) or an administrator can unlock this computer."

		5-3		Are all System Administrators using an Alternative Smart Card Logon (ASCL) Token to access their higher privileged account?		X		X		AR 25-2 Para 3-3a(13); Army CIO/G-6 Memorandum, Subject: Alternative Smart Card Logon (ASCL) Token for Two-Factor Authentication, Para. 2 and 3; DoDI 8500.2 IA Control ECLP and IAKM		1. The System Administrator's higher privileged Active Directory (AD) account(s) must be modified to support the ASCL Token Principal Name element "EDI-PI@mil." This is a 10-digit number.

2. Where "N" = a number (0 through 9), only NNNNNNNNNN@mil (Last Name, First Name) or an administrator can logon or unlock the computer.		1. Ask System Administrators to logon with their ASCL Token. 

a. Confirm that the logon window requires a PIN instead of a username and password. 

b. Ask System Administrators to remove ASCL Token. 

c. Confirm a message similar to this is displayed, "This computer has been locked. Only NNNNNNNNN@mil (Last Name, First Name) or an administrator can unlock this computer."

		5-4		Are Active Directory accounts for users with a CAC or ASCL token configured for user-based enforcement? (NOTE: Organization is compliant if they have a POA&M or waiver approved by Army CIO/G-6.)				X		JTF-GNO CTO 07-015, Public Key Infrastructure (PKI) Implementation, Phase 2, Task 2; Army PKI Phase 2 Implementation Instructions, Version 2.2, Para. 5.2 (Task 2) and 5.2.2		1. All Active Directory user accounts are CAC compliant and configured for user-based enforcement.

2. Exceptions will require a POA&M or waiver approved by Army CIO/G6 and the following must be implemented: 

a. Privileged/service accounts that are not set for user-based enforcement (UBE) are set to require a 15-character minimum password.
b. Non-privileged accounts that are not set for UBE are set to require a 14-character minimum password.
c. Privileged and non-privileged accounts that cannot currently enforce UBE are configured to expire at least every 60 days.
d. Account lockout thresholds for privileged and non-privileged accounts that cannot currently enforce UBE are set to 3 failed attempts within at least 60 minutes.		1. Ask System Administrators to logon to the Active Directory accounts administration tool and verify that the account option box "Smart Card Is Required for Interactive Logon" is checked with each account.

2. Review account group policy objects (GPOs) to validate password strength, password expiration, and failed logon attempts parameter compliance. 

3. For those systems not enforcing CAC, PIV, or ASC logon, verify is there an CIO/G6 approved waiver?

		5-5		Are all non-Windows based systems configured for login / authentication using CAC / PKI (or have an approved Army CIO/G-6 waiver)?		X		X		AR 25-1, Para. 5-6d		User identification and authentication systems must support the minimum requirements of accountability, access control, and least privilege and data integrity. The IAM or designee is responsible for overseeing the generation, issuance, and control processes and ensuring that all systems are HSPD12 compliant. Common Access Card (CAC)/PKI login/authentication will be used on all systems without waivers from the CIO/G–6.

Validate that systems authenticate users through the use of the CAC as a two-factor authentication mechanism. The CAC has certificates on the integrated circuit chip (ICC), and will be used as the primary user identifier and access authenticator to systems.		1. Inspect the computer to ensure a card reader is attached. Ask personnel to logon. 

2. Ask System Administrators to logon to the Active Directory accounts administration tool and verify that the account option box "Smart Card Is Required for Interactive Logon" is checked with each account.

3. Review account group policy objects (GPOs) to validate password strength, password expiration, and failed logon attempts parameter compliance. 

4. For those systems not enforcing CAC, PIV, or ASC logon, verify is there an CIO/G6 approved waiver?
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C & A

		Certification and Accreditation (C&A): Government Lead – Sally Dixon, (703) 545-1684, sally.a.dixon6.civ@mail.mil
SME –Rachel Vega, (703) 545-1654, rachel.f.vega.civ@mail.mil
Applicability: Other = Units supported by IT service provider; SP = IT Service Provider (NEC)

		Critical Questions: Bolded and outlined in ORANGE
Failing Deficiencies: Bolded and underlined; outlined in RED
Focus Areas: Tabs colored ORANGE

		-		Question/Tasks		Applicability				Authoritative Standards (Reference)		Success Measure		Validation		Assessment

						Other		SP								Compliant		Non-Compliant

		6-1		Does the organization have a Designated Accrediting Authority (DAA) appointed for their systems / networks?		X		X		AR 25-2 Para. 5-8(d)(h) (or as otherwise authorized in Para. 2-15 through 2-27); DoDI 8510.01, Department of Defense Information Assurance Certification and Accreditation Process (DIACAP)		Army DAAs are appointed by the Army CIO/G-6.  A DAA is appointed for each specific system/network. The DAA Repository was developed to to capture the appointment.		Is the DAA for this specific system found in the DAA Repository (DAAR) located in the appointments folder on the Iacora home page -
https://www.us.army.mil/suite/page/146650?

		6-2		Has the appointed DAA completed the required DAA training?		X		X		DoD 8570.1-M C5.3; IA Training and Certification BBP, Para. 8d . Army Information Assurance C&A, DAA BBP, Para. 11.A(6)		DAAs performing other management functions such as IAM-II or IAM-III, must also meet the training and certification requirements for those categories and levels. Complete the minimum training upon DAA appointment by CIO/G6. The DAA must be a U.S. citizen and have a level of authority commensurate with accepting, in writing, the risk of operating IS under his/her purview. 

(1). Complete the Army specific DAA training module. DAAs can access this module through the Army’s Virtual Training Website at https://iatraining.us.army.mil. This is only a training module and does not constitute as meeting the DAA’s certification requirement. 

(2). DAA Certification: Complete the DoD DAA computer-based training (CBT) located on the Army’s Virtual Training website at https://iatraining.us.army.mil . The completion will be imported into the DAA’s ATCTS profile upon completion of the Army’s 10 question test. The certificate of completion will be maintained as part of the DAA’s official personnel file. Once the training is on the Virtual Training site the certificate will always be available in the DAA’s student locker. The DoD DAA CBT is the DAA’s certification and must be revalidated every 3 years.		(1) Does the DAA Repository (DAAR) located in the appointments folder on the Iacora home page - https://www.us.army.mil/suite/page/146650, show the Army specific DAA training has been completed for this DAA. 

(2) Does the iatraining portal show the appointed DAA has completed the DoD DAA CBT within 6 months of DAA appointment.

		6-3		Has a System Owner (SO) been identified for each information system?		X		X		AR 25-2, Para. 5-10(a); DoDI 8510.01 DIACAP		A SO is identified to IACORA for each information system.		Check the C&A TdB, https://armydiacaptdb.arl.army.mil, and/or the C&A tracking matrix located at IACORA home on the AKO, https://www.us.army.mil/suite/page/146650,  for SO information. Both are sortable by system name or SO name.

		6-4		Does the System Owner (SO) complete an annual validation of the IA controls and their implementation; to include providing a written statement or digitally signed e-mail to the certification authority confirming that validation?		X		X		AR 25-2, Para. 5-10(g); DoDI 8500.2, Section E4.A1;  DoDI 8510.01, Para. 4.5, 4.9, 6.3.4.4; DoDI 8500.2, IA Controls DCAR-1; FISMA		100% of all systems had their security controls validated within the last year.		1. Review written statement or digitally signed email from SO to CA.

2. Review results of annual validation in APMS.

		6-5		Does the organization submit Plans of Action and Milestones (POA&Ms), for systems that require corrective action as determined by the annual validation?		X		X		DoDI 8510.01 DIACAP; AR 25-2, Para. 5-6e; DoDI 8510.01, Para. 4.7, 6.3.2.4., 6.3.3.1.4, 6.3.4.3; Certification and Accreditation BBP, Para. 10 K, L(1), M; FISMA		100% of all systems that require corrective actions have POA&Ms in APMS for those items found non-compliant.		1. Review Annual Security Review information in APMS. (Fields: Accreditation Required, Annual Security Review Date)   

2. Review documented evidence of POA&Ms for corrective actions.

		6-6		Does each Information System have a current Interim Authorization To Test (IATT), Interim Approval To Operate (IATO) or Approval To Operate (ATO) and/or an approved Tenant Security Plan?		X		X		AR 25-2, Para 5.6 (c): ATO, IATO, IATT and DATO Army Information Assurance Certification and Accreditation BBP, Para. 10.L; DoDI 8510.01, E3. Enclosure 3, The DIACAP Package		The Army Certification Authority (CA) has issued a certification recommendation (digitally signed email) to the DAA. The DAA-approved IATT, IATO, or ATO, digitally or manually signed email or memo has not expired.

Check the C&A TdB, https://armydiacaptdb.arl.army.mil, and/or the C&A tracking matrix located at IACORA home on the AKO, https://www.us.army.mil/suite/page/146650, for approval expiration date. Both are sortable by system name or Accreditation Termination Date.		Review existence of supporting documentation

a.  For a Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP) accredited system, review a copy of the System Security Authorization Agreement (SSAA).

b. For a DIACAP accredited system, review the System Identification Profile (SIP), DIACAP Implementation Plan (DIP), DIACAP Scorecard, POA&M, and related artifacts.

		6-7		Has the information system been tested for compliance with the DODI 8500.2 requirements by an authorized Agent of the Certification Authority (ACA)?		X		X		AR 25-2 Para. 5-1(c); DoDI 8500.01E, DoDI 8500.2; DoDI 8510.01 DIACAP; Army Information Assurance Certification and Accreditation BBP, Agent of the Certification Authority (ACA),  Para. 14.A		1. The list of requirements (IA Controls) has been generated based on MAC and Confidentiality level.

2. A CIO/G6 approved ACA has been hired by the system owner and identified to IACORA to perform the validation procedures.		1. Ask for the DIACAP Scorecard and review for validation results. 

2. Compare applicable IA controls listed on DIACAP scorecard with those in DODI 8500.2 (available on the DIACAP portal at https://diacap.iaportal.navy.mi). 

3. Check CIO/G6 approved ACA in the C&A tracking matrix located at IACORA home portal on AKO at https://www.us.army.mil/suite/page/146650.

		6-8		Have the results from ACA validation testing been analyzed, CAT I weaknesses mitigated, and mitigating actions for all weaknesses (CAT-I, II, and III) captured in the Plan of Action and Milestones (POA&Ms) as required?		X		X		AR 25-2 Para. 5-2(h); DoDI 8500.01E; DoDI 8500.2; DoDI 8510.01 DIACAP, Para. 6.3.3.2.6.1.2, 6.3.3.1.6.1.3, and 6.3.3.2.6.1.4		1. Any Non-Compliance (N/C) and Inherited results on the scorecard have been captured as line items in the POA&M.

2. Mitigation plan and dates have been captured in the POA&M for each line item.

3. Mitigation dates are prioritized by the highest CAT level and Impact Code.		Review the POA&M .

		6-9		Have IA personnel implemented protections to include additional required IA Controls as appropriate (e.g., PII, HIPAA, etc.); and are they incorporated into the C & A process for their enclave?		X		X		DOD CIO Memorandum, Subject: DOD Guidance on Protecting PII; DoDD 5400.11, DoD Privacy Program; OMB M-07-16		High Impact PII records protection measures are incorporated as an artifact in the DIACAP package		Review the organization's DIACAP package to determine if PII protection is incorporated into the security requirements.



&C&P of &N&Rversion 5.0



IT Contingency Planning

		IT Contingency Planning: Government Lead - Richard E. Smith, (703) 545-1747, richard.e.smith226.civ@mail.mil
SME - David Chew, (703) 545-1695, david.b.chew.ctr@mail.mil
Applicability: Other = Units supported by IT service provider; SP = IT Service Provider (NEC)

		Critical Questions: Bolded and outlined in ORANGE
Failing Deficiencies: Bolded and underlined; outlined in RED
Focus Areas: Tabs colored ORANGE

		-		Question/Tasks		Applicability				Authoritative Standards (Reference)		Success Measure		Validation		Assessment

						Other		SP								Compliant		Non-Compliant

		7-1		Is there an IT contingency plan in place for each Army Information System (IS--A single IS or LAN) as appropriate for essential functions and critical assets identified by the Commander?		X		X		AR 25-2, Para. 4-5i, DA PAM 25-1-2, Para.2-5a(2); DoDI 8500.2 IA Controls CODP CAT II and COEF CAT II. COMS, COSP, 08-CO-M-0001 BBP, and Information Technology Contingency Plans & Testing dated 11 April 2008. Para 7 provided CP Checklist Items.		1. The Commander has a formal, documented, contingency plan(s) that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance. 

2. There are formal, documented procedures to facilitate the implementation of the contingency plan and associated contingency planning controls. 

3. Contingency plans are appropriate for critical assets as identified by the data owner or commander - those IT assets that support mission or business essential functions of the enclave.

4. Examples of critical assets include:

a. IT assets supporting MAC I or MAC II applications

b. Network operations devices (e.g., switches, hubs, routers, name servers, network management software, remote access servers, proxy servers, mail servers)

c. IA devices (e.g.,firewalls, intrusion detection systems, key management systems, vulnerability assessment applications).		1. Determine if a written contingency plan exists, is complete, is disseminated to appropriate elements within the organization, and is reviewed and approved by the Commander.

2. Examine the contingency plan to determine if it meets all required IA contingency planning controls.

		7-2		Has the organization tested all of their IT Contingency Plans (to include training of roles and responsibilities) in the past year (MAC-II or MAC-III); or within the past six months (MAC-I)?		X		X		AR 25-2. Chap 4-5i; DoDI 8500.2, Section E4.A1; DA PAM 25-1-2, Para. 2e(2), 2-4e(5)a, and 3-4e; AR 500-3, Para. 1-4f and 2-10a; DoDI 8500.2 IA Controls COED-1, COTR, and PRTN, 08-CO-M-0001 BBP, Information Technology Contingency Plans & Testing dated 11 April 2008. Para 7 CP Checklist Item (D) & (E)		All Contingency Plans have been tested within the last year (MAC-II or MAC-III) or within the last six months (MAC-I).		1. Review Contingency Plan Testing information in APMS. (Fields: Accreditation Required, Contingency Plan Test Date).  

2. Review documented evidence of Contingency Plan scheduling and testing (e.g. Memorandum For Record, After Action Review, etc.).

		7-3		Does the organization adequately provide physical and technical protection for backup and restoration assets to include backup copies of the operating system and other critical software (to include router tables, configuration settings, and security-related software)?		X		X		AR 25-2, Para. 4-5i; DoDI 8500.2 IA Control COBR, COSW and CODB		The organization has procedures to ensure that all backup and restoral assets are properly protected and stored off-site at a location detailed in the Contingency Plan.		Validate that recovery media is actually stored off-site at a location detailed in the Contingency Plan. This validation can be performed by examining an SLA or MOU/MOA that states the protection levels of the data and how it should be stored.

		7-4		Has the organization identified an Alternate Site as part of the IT contingency plan?		X		X		AR 25-2, Para. 4-5i; DoDI 8500.2 IA Control COAS		A contingency plan is a plan for emergency response, backup operations, transfer of operations, and post-disaster recovery procedures maintained by an activity as a part of its IA security program.  Commanders will create and practice contingency plans for each IS (a single IS or local area network 
(LAN)) for critical assets as identified by the data owner or commander to support continuity of operations planning(COOP).

1. The alternate processing site has been identified and will provide for the restoration of all critical assets which support mission and business essential functions.

2. The alternate processing site has the necessary agreements to permit the required resumption of operations.

3. The alternate site provides security measures equivalent (MAC-II or MAC-III) or identical (MAC-I) to that of the primary site.		Verify an alternate site is identified that permits the restoration of all 
mission or business essential functions. Headquarters, Department of the Army, and operational organizations must ensure the uninterrupted execution of their respective essential missions and functions under all conditions.

		7-5		Does the organization conduct data backups as required for the appropriate MAC level?		X		X		AR 25-2, Para. 4-5i; DA Pam 25-1-2, Para. 2-3d(2), DoDI 8500.2 IA Control CODB		1. Backup and recovery procedures exist as required for the appropriate MAC level and are implemented.  

a. For MAC I, procedures require system redundancy. 

b. For MAC II, backups are performed at least daily.

c. For MAC III, backups are performed at least weekly.

2. Recovery media is stored off-site at a location that affords protection of the data in accordance with its mission assurance category and confidentiality level.		1. Validate that backup and recovery procedures exists for the appropriate MAC Level.  

2. Verify that the organization is completing the data backups as required for that system's MAC Level.

3.  Verify that data backups (recovery media) are stored off-site at an alternate location using the same level of protection as primary site.

		7-6		Has the organization documented and tested the necessary system/data recovery procedures?		X		X		DODI 8500.2 IA Controls COTR-1, COPS, COMS, COSP		Secure information system recovery and reconstitution to the system's original state means that all system parameters are reset, patches are reinstalled, configuration settings are reestablished, system documentation and operating procedures are available, application and system software is reinstalled, information from the most recent backups is available, and the system is fully tested.		1. Verify that the contingency plan or the plan references another document that includes detailed step-by-step procedures needed for secure recovery. For Lab tested systems ensure this requirement is addressed in the PM's deployment plan. E4.A2, and E4.A3) 

2. Verify Contingency plan test results indicate that the organization tests system/network restoration.

3. Verify that maintenance support for key IT assets available to respond within 24 hours (MAC-III) or available 24x7 to respond immediately upon failure (MAC-I or MAC-II) 

4. Verify that maintenance spares and spare parts available within 24 hours (MAC-II or MAC-III) or available 24x7 immediately (MAC-I) upon failure.

5. Verify that continuous or uninterrupted power to key IT assets is available. For Lab tested systems ensure this requirement is addressed in the PM's deployment plan.

														6. Examine SLA and MOU/MOA and vendor agreements to ensure the provided trusted recovery requirements are addressed.

		7-7		Is the identified Alternate Site capable of operating at the appropriate MAC level?		X		X		AR 25-2, Para. 4-5i; DoDI 8500.2 IA Control COAS		The Alternate facilities should provide:

1. Intermediate capability to perform MEF's under various threat conditions, including threats involving weapons of mass destruction.

2. Sufficient space and equipment to sustain the relocating organization. Since the need to relocate may occur without warning or access to operating facilities may be denied, agencies are encouraged to preposition and maintain 
minimum essential equipment for continued operations at the alternate operating facilities.

3. Interoperable communications with all identified essential internal and external organizations, critical customers, and the public.

4. Reliable logistical support, services, and infrastructure systems, including water, electrical power, heating, and air conditioning.


5. Ability to sustain operations for a period of up to 30 days.

6. Consideration for the health, safety, and emotional welfare of relocated employees.

7. Appropriate physical security and access controls.		The alternate site is capable of operating at the appropriate MAC level to restore mission critical / essential functionality.

		7-8		Is the IT Contingency Plan incorporated in the Commander's Continuity of Operations Plan (COOP)?		X		X		AR 25-1, Para 4-5(i) Contingency Planning - to support COOP, Para. 6-5; AR 25-2; AR 500-3 Army COOP Program Policy and Planning; DA PAM, Para 2-2(d) and Table 2-1		An IT contingency statement is a formal organization policy that provides the 
authority and guidance necessary to develop an effective contingency plan. The contingency plan is based on clearly defined policy, such as that found in AR 500-3, so that it is effective and ensures that personnel fully understands the organizations contingency planning requirements. The contingency planning policy statement defines the organizations overall contingency objectives and establishes the organizational framework and responsibilities for IT contingency planning.

To be successful, a contingency program must be supported by senior management.  These officials are included in the process to develop the program policy, structure, objective, and roles and responsibilities.

At a minimum, the contingency policy complies with 44 USC 3601 and AR 500-3, 
paragraph 1-9, which outlines minimum COOP program requirements.		Ensure the COOP contains the appropriate IT Contingency Plans.
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Wireless

		Wireless Security: Government Lead – Zachary Archie, (703) 545-1608, zachary.c.archie.civ@mail.mil
SME – Anthony Scott, (703) 545-4604, anthony.scott10.ctr@mail.mil
Applicability: Other = Units supported by IT service provider; SP = IT Service Provider (NEC)

		Critical Questions: Bolded and outlined in ORANGE
Failing Deficiencies: Bolded and underlined; outlined in RED
Focus Areas: Tabs colored ORANGE

		-		Question/Tasks		Applicability				Authoritative Standards (Reference)		Success Measure		Validation		Assessment

						Other		SP								Compliant		Non-Compliant

		8-1		Are installation WLAN discovery scans performed at least monthly to discover wireless devices on the installation?		X		X		AR 25-2, Para. 4-20e(5), 4-28a through j, 4-30a; DISA Enclave STIG (control); DoDD 8100.2, Para 4.5.; Army Wireless Security Standards BBP network Assessment Scanning - 04 -EC-O-0004 , Page 8(n) - monthly assessment shall be conducted to identify authorized and unauthorized wireless access points (war driving and war dialing activities).		1. SP personnel are aware that WLAN discovery scans are required.

2. WLAN discovery scans are completed at least monthly.		View WLAN discovery reports and verify that they are conducted at least monthly.

		8-2		Are installation WLAN discovery reports kept for one year?		X		X		Army Wireless Security Standards BBP, Para. 5A(6)		WLAN discovery reports are kept for a minimum of one year.		Ensure all WLAN discovery reports exist over the past year.

		8-3		Are all unauthorized wireless devices (WLAN, RF keyboards, RF mice, Bluetooth devices, etc) immediately removed/shut down and reported to the DOIM/NEC/RCERT?		X		X		AR 25-2, 4-22 and 4-30a; Army Wireless Security Standards BBP Para. 5A(4); DoDI 8500.2 IA Control ECWN		The WLAN scan team removes all unauthorized WLAN devices from service immediately when discovered, and documents that action.		Review documented actions where unauthorized wireless devices were immediately removed from service.

		8-4		Are wireless NICs logically (Unclassified systems only) or physically (Classified or Unclassified systems) disabled on computer systems/PEDs connected to a wired network?		X		X		DoDD 8100.02 Para. 4.7; DoDI 8500.2 IA Control ECWN; DISA Wireless STIG v6r3 from 29 Oct 2010 STIG ID:  WIR0045		PEDs that are connected directly to a DoD-wired network (e.g., via a hot synch connection to a workstation) shall not be permitted to operate wirelessly while directly connected.		Verify wireless NICs are disabled on computer systems/PEDs connected to a wired network

		8-5		Are approved wireless IA devices/tools used to secure approved / accredited wireless LAN devices / architectures?		X		X		AR 25-2, Para. 4-1.d and 4-5l; Army Wireless Security Standards BBP, Para. 7; IA Tools BBP, Para. 4, 10, and 11; DoDI 8500.2 IA Control DCAS and ECWN		The installation uses approved IA tools to secure the accredited WLAN devices / architectures (whether procured from the AIAAPL or approved via COTS Certificate of Networthiness).		1. Compare the IA tools / mechanisms used to secure the accredited WLAN devices / architectures with those listed on the Army Information Assurance Approved Products List (AIAAPL). 
https://informationassurance.us.army.mil

2. Ensure only approved IA tools are used to secure the WLAN devices / architectures.

3. If the organization requires an IA tool that is not on the AIAAPL, they requested a Certificate of Networthiness prior to implementation.

		8-6		Are approved encryption mechanisms in place for all approved / accredited WLAN devices connected to the installation network(s)?		X		X		AR 25-2, Para. 6-1; DoDD 8100.2, Para. 4.1.2. through 4.1.3; Army Wireless Security Standards BBP, Para 5F; DoDI 8500.2 IA Control ECCT; FIPS 140-2		The installation uses approved encryption mechanisms to protect approved / accredited WLAN devices / architectures		Verify that approved WLAN devices / architectures are equipped with FIPS 140-2 / NIST certified cryptographic mechanisms and are activated.

		8-7		Are Wireless Intrusion Detection Systems (WIDS) used to detect unauthorized wireless devices? (NOTE: the use of WIDS is required for all networks, wired or wireless.)		X		X		AR 25-2, Para. 4-30g; Army Wireless Security Standards BBP, Para. 5B(4); DoDD 8100.2, Para. 5.6.5.2; DoDI 8500.2 IA Control ECAT; AR 380-53 - Information Systems Security Monitoring		1. IA personnel are aware of the DoD requirement and Army Guidance for implementation of approved WIDS solutions.

2. WIDS are deployed and used to detect unauthorized wireless devices.		Have WIDS administrator(s) show the WIDS management console and location of WIDS sensors.
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PED

		Portable Electronic Device (PED): Government Lead – Tracy Traylor, (703) 545-1732 tracy.n.traylor.civ@mail.mil
SME – Tim Hiligh, 703-545-1741, timothy.r.hiligh.ctr@mail.mil
Applicability: Other = Units supported by IT service provider; SP = IT Service Provider (NEC)

		Critical Questions: Bolded and outlined in ORANGE
Failing Deficiencies: Bolded and underlined; outlined in RED
Focus Areas: Tabs colored ORANGE

		-		Question/Tasks		Applicability				Authoritative Standards (Reference)		Success Measure		Validation		Assessment

						Other		SP								Compliant		Non-Compliant

		9-1		Are all Portable Electronic Devices (PEDs) used and procured by the organization on the Army IA Approved Tools List?		X		X		AR 25-2, Para. 4-29a-f; DoDI 8500.2 IA Control DCAS; DoDI 8100.04		Ensure the devices are on the Army IAAPL  (listed under Mobile Devices/Smartphones), are FIPS 140-2 validated, support S/MIME, have an available CAC sled and is approved for procurement.		1. Print latest copy of the PED Listing from the Army IAAPL). - https://informationassurance.us.army.mil/ia_tools/IAProducts.xls, and compare the list of PED  products incorporated into the organization's system with the list of PED products from the  Army IAAPL.                                                                                                                                                           

2. If organization PEDs are not present on the Army IAAPL, the devices should have a waiver from OIA&C authorizing use of the product.

		9-2		Does the organization configure passwords for Portable Electronic Devices (e.g. Blackberry, Apriva, etc) in accordance with applicable security guides (i.e. DISA STIGs)?		X		X		DISA Wireless STIG (with appropriate wireless checklist); DoDI 8500.2 IA Control IAIA; Wireless Security Standard BBP -  09-EC-M-0010 dated 2 Jan 09, Para K; DISA Wireless STIGs; Road Warrior Laptop Security BBP - 06 EC-O-0007 dated 18 Mar 09 (for MCD); 04-IA-O-0001 BBP, Army Password Standards updated 1 May 08. Para E.		1. All PEDs passwords shall be configured in accordance to the applicable security guides (e.g., STIGs, SNAC Guides). 

2. If security guides are not available for deployed products, waivers shall be obtained and the DISA Best Practices Security Checklist Version 2, Release 1 shall be applied. All PEDs deployed within the system should be periodically reviewed for compliance with governing security implementation guidance documents.		1. Validate PEDs password configuration against applicable STIG (BlackBarry, Apriva, Good Mobile etc.) password guidance.   

2. Check password of PEDs receiving waivers against DISA Best Practices Security Checklist Version 2, Release 1, or specific password standards outlined in the approved waiver documentation.

		9-3		Are unused/unauthorized wireless capabilities (e.g. Bluetooth voice profiles, built-in wireless capabilities of classified devices, etc.) of PEDs disabled prior to issue to end users?		X		X		Memorandum, CIO/G-6, 1 Aug 06, subject: "Updated Guidance on the Management of BlackBerry Devices with Internal Bluetooth Capability"; DoDI 8500.2 IA Control ECWN; DISA  Smartphone STIGs; DISA General Wireless Policy STIG, version 1 release 2; Wireless Security Standard BBP - 09-EC-M-0010 dated 2 Jan 09		All unused/unauthorized wireless capabilities are disabled and are not available for modification by the end user.		1. If the organization is using Bluetooth enabled PEDs (e.g. BlackBerry, Windows Mobile devices), ask to see  the IT Policy Rules setting for the Headset and Handsfree profile  to verify the "Headset" and  or "Handsfree" Profiles are disabled  via the PEDs server for  Bluetooth voice transmission.

2. Verify if Bluetooth is enabled (to support an approved Bluetooth Smart Card Reader (SCR)), or that Bluetooth is disabled entirely. 

3. If Bluetooth capable PEDs are being used by the organization but a SCR is not being used, confirm that the Bluetooth capability cannot be turned on by the end user from the device.  See the applicable DISA STIGs for the Bluetooth Security checks.

		9-4		Does the organization configure portable devices (e.g., Blackberry, Apriva, etc.) in accordance with applicable security guides (i.e., DISA STIGs or NSA guides)?		X		X		AR 25-2, Para. 4-5.f(6), Para. 4-29; DoDI 8500.2 IA Control ECSC; appropriate DISA STIGS and/or NSA SNAC Guides; Wireless BBP; ALARACT 134/2008; DoDI 8100.02		1. All PEDs shall be configured or implemented in accordance with the applicable security guides (e.g., STIGs, SNAC Guides). 

2. If security guides are not available for deployed products, waivers shall be obtained and commercial best practices (Army Wireless Security Standards Best Business Practices (BBP)), shall be applied. All PEDs deployed within the system should be periodically reviewed for compliance with governing security implementation guidance documents.		1. Validate approved PEDs configuration against applicable STIGs.
                                                                
2. Check configuration of PEDs receiving waivers against specific configuration requirements outlined in the approved waiver documentation.

		9-5		Are mobile devices (including laptop PCs) properly configured with an Army approved Data-At-Rest (DAR) solution?		X		X		AR 25-2, Para. 4-5j(6); Data at Rest BBP; OMB Memorandum - M06-16, Subject: Protection of Sensitive Agency Information; DOD CIO PII Memorandum, 18 August 2006; VCSA ALARACT, dated 10 Oct 2006; ALARACT 134/2008; DoDI 8500.2 IA Control ECCR		1. Ensure that NIST-certified cryptography is used to encrypt stored sensitive information.       

2. Ensure Wireless Email PEDs (BlackBerry, Windows Mobile) DAR is configured in accordance with the applicable DISA STIG guidance.		1. Conduct visual check of PEDs to validate that a DAR solution has been implemented and PEDs are appropriately marked/ labeled.

2. Compare the employed encryption method with the current list of authorized DAR solution products (EFS, Mobile Armor suite of products). Use the Army Information Assurance Approved Products List (AIAAPL). - https://informationassurance.us.army.mil/ia_tools/IAProducts.xls

3. Confirm that the encryption tools are installed and enabled on all selected applications /devices by reviewing their configuration settings and available logs or records to confirm that the installed encryption tools or software are operational.

4. Check Wireless Email PEDs DAR protection against applicable STIG settings to confirm DAR setting is enabled on Server.

5. Sample Wireless Email PEDs to confirm DAR IT policy was successfully applied to device.

		9-6		Have all users of PEDs received security awareness and user responsibility training to include DAR protection?		X		X		AR 25-2, Para. 4-29d; BBP 06-EC-O-0008: Data-At-Rest (DAR) Protection, Para. 8-B; Applicable Wireless STIG/Checklist (i.e., BlackBerry, Windows Mobile)		Users of PEDs should be trained on DAR protection and their responsibilities associated with ensuring information on PEDs is protected.		Check organizational training documentation to see if training is being conducted.

		9-7		If the organization is not employing a whole disk DAR solution (e.g. Mobile Armor), are enterprise domains configured to support Encrypted File System (EFS) recovery agents and technically qualified EFS recovery agents been designated?				X		BBP 06-EC-O-0008: BBP Data-At-Rest (DAR) Protection Para. 8-I and 11-A(3); AR 25-1, AR 25-2		1. If EFS has been implemented in the organization, ensure that:

a. a technically qualified EFS recovery agent has been identified.

b. a key recovery process has been implemented.

c. users have provided the SA with their EFS recovery certificate and the certificates have been properly stored.		1. If EFS has been implemented, have SA demonstrate that the organization has implemented a viable key recovery process. 

2. Check if users have provided SA with EFS recovery certificate on an authorized removable media and it is stored in a proper security container. 

3. Ensure an EFS recovery agent has been designated.
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Army Web Risk

		Army Web Risk Content Management: Government Lead – CPT Darren Hunter, (703) 545-1723, darren.m.hunter2.mil@mail.mil
Applicability: Other = Units supported by IT service provider; SP = IT Service Provider (NEC)

		Critical Questions: Bolded and outlined in ORANGE
Failing Deficiencies: Bolded and underlined; outlined in RED
Focus Areas: Tabs colored ORANGE

		-		Question/Tasks		Applicability				Authoritative Standards (Reference)		Success Measure		Validation		Assessment

						Other		SP								Compliant		Non-Compliant

		10-1		Have the Commander, the Public Affairs Officer (PAO), the OPSEC Officer, and the Webmaster properly cleared information posted to the WWW or to the AKO in areas accessible to all account types?		X		X		AR 25-1, Para. 6-7a(11); AR 25-2, Para. 4-20g(11), (15), and 3-3i; AR 530-1, Para. 2-3a(15); DoD Web Site Admin Policy, Part I, Para. 5.5.4, 5.5.5, and 5.5.7		Content on web site is reviewed for public release.  Findings report is reviewed with concerns identified for remediation within a defined time period.		Review SOP, Policy Letter or other documentation on the procedures for review of website content before it is posted on the WWW or AKO.

		10-2		Have all personnel appointed as OPSEC Officers, Webmasters, reviewers (to include PAO), and content managers received OPSEC web content vulnerability and web risk assessment training?		X		X		AR 530-1, Para. 4-3b(2); DA Pam 25-1-1, Para. 8-4b		1. All individuals appointed to be Web masters/maintainers, reviewers, and content managers must complete training and certification, as necessary, equal to the duties assigned to them.

2. In order to properly conduct OPSEC reviews of web site content, OPSEC officers are required to receive web content vulnerability and web risk assessment training.		Review the Army Training and Certification Tracking System (ATCTS), training certificates, etc. to ensure personnel are certified in OPSEC web content vulnerability and web risk assessment training.

		10-3		Has FOUO, FOIA-exempt, or other non-public information been removed from a unit's publicly accessible website?		X		X		AR 25-1, Para. 1-7b and 6-7c(4); AR 530-1, Para. 2-3a(15a); DoD Web Site Admin Policy, Part II, Section 3.5.3; DoD 5400.7-R, Para. C3.2		Content on web site is reviewed to ensure that FOUO or FOIA-exempt information is not on an official Army public website.  Findings report is reviewed with concerns identified for remediation within a defined time period.		1. Ensure procedures for the review of website content includes the requirement to periodically review the website for FOUO or FOIA-exempt information.

2. Ensure website is reviewed periodically to verify there is no FOUO, FOIA-exempt, or OPSEC-violating information posted.

		10-4		Are publicly accessible websites behind an Army Reverse Proxy Server?		X		X		AR 25-2, Para. 4-20g(12) & (13); AR 25-1, Para. 6-7c(6a); DoD Internet - NIPRNet DMZ STIG		All organization websites are hosted through reverse proxy servers.		Verify command is listed on the Reverse Proxy list with ANOSC.

		10-5		Is this publicly accessible website hosted on the ".mil" domain?		X		X		DA Pam 25-1-1, Para. 8-1d; AR 25-1, Para. 6-4n(11); Office of Management and Budget (OMB) Memorandum dated 17 DEC 2004, Para. 6a.		Website is on a ".mil" domain or has an approved waiver from CIO/G6.		Verify that the website is on a ".mil" domain by going to the homepage or have a valid waiver present.

		10-6		Are the unit's publicly accessible telephone directories generic? (Such as no names or personally identifying information.)		X		X		AR 25-1, Para. 6-4 r(1)		No personally identifying information of DoD personnel listed on Unclassified web sites.		Review the command directories published on the website to verify that phone lists contain organizational titles, rather than individual names.

		10-7		Does the organization ensure their public web site(s) are registered and posted on the Army "A-Z" page (www.army.mil/info/a-z)?		X		X		DA Pam 25-1-1, Para. 8-1e		Public websites are registered with the Defense Technical Information Center on the Army "A-Z" page (www.army.mil/info/a-z).		Verify that a website is registered by conducting a search of the Army A-Z listing on the Army Home page.

		10-8		Have all private (non-public) web sites been configured to require, at a minimum, Class 3 DoD PKI certificates for identification and authentication?		X		X		AR 25-2 Para. 4-20 g(14); ALARACT 180/2006, Para. 4A1& 4B; DoDI 8500.2 IA Control IATS		Private web site identification and authentication is accomplished using the DoD PKI Class 3 or 4 certificate and hardware security token (CAC) or an NSA-certified product.		1. Review the system documentation and determine system’s criticality (e.g., MAC I, MAC II).   

2.  Determine whether DoD PKI Class 3 or 4 certificates are used or a NSA-certified product is used.  

3. Determine the type of hardware token used (e.g., CAC).  

4. Access the system with assistance by the system administrator and verify that I&A is accomplished by the DoD PKI Class 3 or 4 certificate and that an approved hardware token is required to access the system.  

5. If the system is using other product, verify that it is on the list of NSA-certified products.

		10-9		Have the Commander, the Public Affairs Officer (PAO), the OPSEC Officer, and the Webmaster properly cleared information posted to registered Army Social Networking Sites pertinent to the organization?  Does the organization ensure these site(s) are properly registered through the Army.mil website?		X		X		AR 25-1, Para. 6-7; AR 530-1; Army CIO/G6 - Responsible Use of Internet Based Capabilities Memorandum; Army Public Affairs Army Social Media Best Practices Document; U.S. Army Social Media Handbook January 2011		Content on web site has been reviewed for public release.		Review SOP, Policy Letter or other documentation on the procedures for review of website content before it is posted on the WWW or AKO.  Request an OPSEC review from the Army Web Risk Assessment Cell.

		10-10		Does the organization's homepage(s) provide contact information for the webmaster and/or PAO?  Does the homepage(s) include appropriate homepage policies IAW DA Pam 25-1-1?		X		X		DA Pam 25-1-1, Para. 8-1e; U.S. Army Social Media Handbook January 2011		Webpage will display contact information and appropriate policies in a prominent location on the homepage.		Review DA Pam 25-1-1, Para. 8-1e

		10-11		Are NIST/NAIP approved cryptographic modules being utilized to protect Unclassified or Sensitive information?		X		X		AR 25-2, Para. 6-1b, FIPS Pub 140-2		Only NIST/NIAP approved cryptographic system are being used.		Determine cryptographic modules being used by system and cross check those with cipher suites accredited by NIST and published in FIPS 140-2.
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PII

		Personal Identifiable Information (PII) Protection: Government Lead – Melissa Hicks, (703) 545-1604, melissa.c.hicks.civ@mail.mil
SME – Zadil Ansari, 703-545-4606, zadil.i.ansari.civ@mail.mil
Applicability: Other = Units supported by IT service provider; SP = IT Service Provider (NEC)

		Critical Questions: Bolded and outlined in ORANGE
Failing Deficiencies: Bolded and underlined; outlined in RED
Focus Areas: Tabs colored ORANGE

		-		Question/Tasks		Applicability				Authoritative Standards (Reference)		Success Measure		Validation		Assessment

						Other		SP								Compliant		Non-Compliant

		11-1		Is there a DD Form 2930 (Privacy Impact Assessment) for each system where electronic Personally Identifiable Information is collected, stored and disseminated by the organization?		X		X		DA Memo: Subj: Updated Guidance for Submission of Privacy Impact Assessment (s) (PIA), 31 July 2009 (Para 4); DOD Memorandum, Subject: DOD Guidance on Protecting PII, 18 Aug 06 (Para: 4.2 & E2.4.1); DoDI 5400.16 Privacy Impact Assessment (PIA) Guidance, 12 Feb 09; DD Form 2930, Nov 08		1. All PII shall be evaluated for impact of loss or unauthorized disclosure and protected accordingly.

2. DOD Components are to utilize factors outlined in Appendix A and Table 1 DoD Memorandum, Subject: Safeguarding Against and Responding to the Breach of PII 05 Jun 09, or approved methodology to make determinations of risk or harm associated with breach (loss, theft or compromise) of PII.		Review command, installation, agency documentation and written procedures that identifies all PII, assigns Impact Categories for PII and established protective measures.

		11-2		Did the system owner obtain DD forms 2930 (Privacy Impact Assessment) from their tenant organizations  for inclusion as artifacts in their DoD Information Assurance Certification and Accreditation Process (DIACAP) package?		X		X		DoD Privacy Impact Assessment (PIA) Guidance, 12 Feb 09; DD Form 2930, Nov 08;  DA Memo: Subj: Updated Guidance for Submission of Privacy Impact Assessment (s) (PIA), 31 July 2009 (Para 4)		1. All PII shall be evaluated for impact of loss or unauthorized disclosure and protected accordingly.

2. DOD Components are to utilize factors outlined in Appendix A and Table 1 DoD Memorandum, Subject: Safeguarding Against and Responding to the Breach of PII 05 Jun 09, or approved methodology to make determinations of risk or harm associated with breach (loss, theft or compromise) of PII.		Review command, installation, agency documentation and written procedures that identifies all PII, assigns Impact Categories for PII and established protective measures.

		11-3		Did the organization assess the likely risk of harm and the relative likelihood of the risk occuring (risk level) caused by the loss or unauthorized disclosure of PII?		X		X		DoD Memorandum, Subject: Safeguarding Against and Responding to the Breach of PII  05 Jun 09 (Part I b pg 2 & Table 1 Appx A); DOD CIO Memorandum, Subject: DOD Guidance on Protecting PII 18 Aug 06 (Para 4.1)		1. All PII shall be evaluated for impact of loss or unauthorized disclosure and protected accordingly.

2. DOD Components are to utilize factors outlined in Appendix A and Table 1 DoD Memorandum, Subject: Safeguarding Against and Responding to the Breach of PII 05 Jun 09, or approved methodology to make determinations of risk or harm associated with breach (loss, theft or compromise) of PII.		Review command, installation, agency documentation and written procedures that identifies all PII, assigns Impact Categories for PII and established protective measures.

		11-4		Did the organization assign impact categories of High (500+ PII records) or Moderate (Below 500 records)?		X		X		ALARACT 050/2009, PII Incident Reporting and Notification Procedures (Para 4.3); DoD Memorandum, Subject: Safeguarding Against and Responding to the Breach of PII 05 Jun 09 (Part IV, Pg 9); DOD CIO Memorandum,  Subject: DOD Guidance on Protecting PII  18 Aug 06 (Para:4.2)		1. All PII must be identified including assignment of High or Moderate PII Impact Category.

2. Organization will have written PII assessment and procedures on protection of PII.		Review command, installation, agency documentation and written procedures that identify all PII, assign Impact Categories for PII electronic records, and established protective measures.

		11-5		Does the organization have written internal command procedures for incident reporting and notification when PII is lost, stolen, or otherwise disclosed to individuals without a duty related, official need to know?		X		X		ALARACT 050/2009, PII Incident Reporting and Notification Procedures (Para 4.3); DoD Memorandum, Subject: Safeguarding Against and Responding to the Breach of PII 05 Jun 09 (Part IV, Pg 9); DOD CIO Memorandum,  Subject: DOD Guidance on Protecting PII  18 Aug 06 (Para:4.3)		1. Internal command procedures should include notification of local command officials. This includes but is not limited to serious incident reports, contacting the Army or Regional Computer Response Team for network intrusion incidents and notification of credit card company, local law enforcement, privacy act officials and the public affairs office.

2. Internal command notification may not delay the one hour US0Cert or 24 hour Army FOIA/PA Office reporting requirements.		Review the organization's internal PII reporting procedures.

		11-6		Are mobile computing devices or portable media containing High Impact electronic records that are removed from the protected government workplace signed in and out with a supervising official designated in writing by the security official?		X		X		DOD CIO Memorandum, Subject: DOD Guidance on Protecting PII, 18Aug06 (Para:4.2.3.1 & 5) BBP 06-EC-O-0008, Data-at-Rest (DAR) Protection		Mobile devices and portable media containing High Impact PII records are tracked, logged, and removed only when necessary to complete the mission; and verification that a DAR solution is implemented on portable media and mobile computing devices.		1. Visit work locations where High Impact PII records are processed/stored.

2. Review evidence of logging and tracking of mobile devices and portable media containing High Impact PII records (e.g. G-1/S-1/DHR, G-3/S-3/DPTMS, G8/DRM/DMPO)
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Minimum IA Tech. Req.

		Minimum IA Technical Requirements: Government Lead – Alegra Woodard, (703) 545-1677, alegra.e.woodard.civ@mail.mil
SME – Darnetta Green, 703-545-1744, darnetta.d.green.ctr@us.army.mil
Applicability: Other = Units supported by IT service provider; SP = IT Service Provider (NEC)

		Critical Questions: Bolded and outlined in ORANGE
Failing Deficiencies: Bolded and underlined; outlined in RED
Focus Areas: Tabs colored ORANGE

		-		Question/Tasks		Applicability				Authoritative Standards (Reference)		Success Measure		Validation		Assessment

						Other		SP								Compliant		Non-Compliant

		12-1		Does the organization review for and verify dormant user accounts (i.e. remove departing users' accounts prior to departure, or terminating accounts which are verified inactive more than 45 days)?		X		X		AR 25-2, Para. 3-3a(10); Army Password Standards BBP; DoD 8500.2 IA Controls IAAC and IAIA		A comprehensive account management process is implemented to ensure that only authorized users can gain access to workstations, applications, and networks and that individual accounts designated as inactive, suspended, or terminated are promptly deactivated.

Review and verify currency of user accounts, accesses, and logins.  Remove departing users accounts before departure.  Terminate inactive accounts verified as no longer required that exceed 45 days.

Users and supervisors are responsible for notifying SA's or IAM's when an individuals access is no longer required.  User access will be terminated within 1 day following notification that a user no longer requires access to any IS.  Any group account authenticators for which a departing individual had access will be changed immediately.		1. Interview the IA personnel to verify documented operating procedures exist addressing user and system account creation, termination, and expiration.

2. Verify status of assigned personnel to ensure accounts for departed personnel have been disabled/deleted.

3. If enabled accounts have not been logged into within the past 35 days, then this is a finding.  This can be ascertained by examining the time in the "LastLogonTime" column after running the Dumpsec utility.

4. Regularly review accounts to determine if they are still active.  Accounts that have not been used in the last 35 days should either be removed or disabled.

		12-2		Does the organization enforce separation of duties, role-based access, and least privilege through assigned access authorizations for user accounts?		X		X		AR 25-2, Para. 4-5c; DoDI 8500.2 IA Control ECAN, ECLP, and IAIA		IA personnel will implement system and device access controls using the principle of least privilege (POLP) via automated or manual means to actively protect the IS from compromise, unauthorized use or access, and manipulation.

Personnel security controls, both technical and non-technical (for example, separation of duties, least privilege access, identification and authentication (I&A), digital signatures, and audits) will be incorporated into the IS and IS procedures, as appropriate.

The IAO will ensure ESM administrator accounts are assigned the minimum privileges required for the user's job function.

The IAO will ensure ESM administrator accounts are not used for non-privileged functions.

The IAO will ensure ESM administrator accounts are established and administered in accordance with a role-based access scheme to the maximum extent technically feasible within the ESM software.		1. Obtain a list of all privileged users and verify that these individuals possess a non-privilege and privilege account within the user account database.

2. Ask for a list of functions performed on the network and the accounts used for these functions.

3. Determine if the number of accounts is sufficient for the number of required functions.

4. Randomly ask privileged users to perform some of the listed functions.

5. Validate that the proper accounts were used (e.g. could be validated through logon⁄logoff audit logs or a locked screen).

6. Randomly ask users to attempt access to random selection of restricted files.

		12-3		Does the organization enforce separation of network, system, and application functions through the establishment of groups as defined in the DISA STIGS, AR 25-2 and Army BBPs?		X		X		AR 25-2, Para. 4-5c; DoDI 8500.2 IA Control ECAN, ECLP, and IAIA		Network, system, and application functions are separated into appropriate groups to distinguish levels of access.		1. Obtain a list of the groups as defined in the DISA STIGS, AR 25-2, and Army BBPs.

2. Verify that the organization is using these groups for separation of network, system, and application functions.

3. Have IA personnel perform checks after an established time period to ensure that the organization is using the groups.

		12-4		Does the organization's information system automatically lockout access to the system after a maximum of fifteen (15) minutes of inactivity?		X		X		AR 25-2, Para. 4-5 c(8); DoDI 8500.2 IA Control PESL		1. When activated, the screen-lock function places an unclassified label onto the screen of the workstation and totally hides what was previously visible on the screen. 

2. Once the workstation screen-lock software is activated, access to the workstation requires knowledge of a unique authenticator. 

3. Systems invoke automatic screen locks after not more than 15 minutes of non-use or inactivity.		1. Review Active Directory (AD) group policy objects (GPOs) to validate compliance. 

2. For standalone systems, review security policy on local system.

		12-5		Do all systems have the required audit log configurations to ensure the audit logs contain sufficient detail appropriate to the system's sensitivity level?		X		X		AR 25-2, Para. 4-5 h(5)b, c, and e; DoDI 8500.2 IA Controls ECAR-2 and ECRR		1. SAs will configure ISs to automatically log all access attempts.  Audits of IS will be either automated or manual means. SAs will implement audit mechanisms for those ISs that support multiple users.

2. Maintain audit trails in sufficient detail to reconstruct events in determining the causes of compromise and
magnitude of damage should a malfunction or a security violation occurs.  Maintain system audit logs locally for no less than 90 days.

3. Retain classified and sensitive IS audit files for 1 year (5 years for SCI systems, depending on storage
capability).

4. Review logs and audit trails at a minimum weekly, more frequently if required, and take appropriate actions.

5. Audit Record Content Audit records include:
- User ID.
- Successful and unsuccessful attempts to access security files
- Date and time of the event.
- Type of event.
- Success or failure of event.
- Successful and unsuccessful logons.
- Denial of access resulting from excessive number of logon attempts.
- Blocking or blacklisting a user ID, terminal or access port, and the reason for the action.
- Activities that might modify, bypass, or negate safeguards controlled by the system.
- Data required to audit the possible use of covert channel mechanisms.
- Privileged activities and other system-level access.
- Starting and ending time for access to the system.
- Security relevant actions associated with periods processing or the changing Of security labels or categories of information.

If the DoD information system contains sources and methods intelligence (SAMI), then audit records are retained for 5 years. Otherwise, audit records are retained for at least 1 year.		1. Review audit log configuration.

2. Check backup files of audit logs.
 
a. Verify at least 90 days of audit log retention.

b. Verify audit logs are being retained for one year.

		12-6		Does the organization maintain audit logs locally on the system for 90 days, perform weekly audit log backups, and retain the audit logs for one year?		X		X		AR 25-2, Para. 4-5 h(5)b, c, and e; DoDI 8500.2 IA Controls ECAR-2 and ECRR		1. SAs will configure ISs to automatically log all access attempts.  Audits of IS will be either automated or manual means. SAs will implement audit mechanisms for those ISs that support multiple users.

2. Maintain audit trails in sufficient detail to reconstruct events in determining the causes of compromise and
magnitude of damage should a malfunction or a security violation occurs.  Maintain system audit logs locally for no less than 90 days.

3. Retain classified and sensitive IS audit files for 1 year (5 years for SCI systems, depending on storage
capability).

4. Review logs and audit trails at a minimum weekly, more frequently if required, and take appropriate actions.

5. Audit Record Content Audit records include:
- User ID.
- Successful and unsuccessful attempts to access security files
- Date and time of the event.
- Type of event.
- Success or failure of event.
- Successful and unsuccessful logons.
- Denial of access resulting from excessive number of logon attempts.
- Blocking or blacklisting a user ID, terminal or access port, and the reason for the action.
- Activities that might modify, bypass, or negate safeguards controlled by the system.
- Data required to audit the possible use of covert channel mechanisms.
- Privileged activities and other system-level access.
- Starting and ending time for access to the system.
- Security relevant actions associated with periods processing or the changing Of security labels or categories of information.

If the DoD information system contains sources and methods intelligence (SAMI), then audit records are retained for 5 years. Otherwise, audit records are retained for at least 1 year.		1. Review the AD audit log configuration.

2. Check backup files of audit logs.
 
a. Verify at least 90 days of audit log retention.

b. Verify audit logs are being retained for one year.

		12-7		Does the organization review system, device, and application audit logs at least once a week (note: firewall logs daily) for evidence of potentially suspicious local or network activity?		X		X		AR 25-2, Para. 3-3a(14) and 4-5h(5)d and e; DISA Network Infrastructure STIG, DoDI 8500.2 IA Control ECAT-1		1. IA personnel review system, device, and application audit logs weekly and firewall logs daily for indications of inappropriate or unusual activity.  Audit trail records from all available sources are regularly reviewed for indications of inappropriate or unusual activity. Suspected violations of IA policies are analyzed and reported in accordance with DoD information system IA procedures.

2. An automated, continuous on-line monitoring and audit trail creation capability is deployed with the capability to immediately alert personnel of any unusual or inappropriate activity with potential IA implications, and with a user configurable capability to automatically disable the system if serious IA violations are detected.

3. Suspected violations of IA policies are analyzed and reported in accordance with DoD information system IA procedures.
Provide audit logs to the ACERT, Army-Global Network Operations and Security Center (A-GNOSC), LE, or investigations as required.		1. Observe IA personnel (IASO, SA) procedures in conducting weekly and daily audit log reviews. 

2. Review local procedures for requirement to conduct weekly and daily audit log reviews.

		12-8		Does the organization control all methods of remote access (TSACS, VPN, etc.) including remote access for privileged functions?				X		AR 25-2, Para. 4-5d; DISA Secure Remote Computing STIG; Network Infrastructure STIG; DoDI 8500.2 IA Controls EBRP, EBRU, and EBVC		1. Remote access products are approved (Army Approved Products List, or Certificate of Networthiness), and are incorporated into the network accreditation. They are configured IAW the Secure Remote Computing STIG.

2a. Personnel accessing the system remotely are authorized and have signed a remote user access agreement. Privileged use is allowed only for compelling operational needs.

2b. Audit logs are being reviewed at least weekly (see task 12-5 of this assessment). Audit logs record detailed session information (date/time, userID, type of event, and success/failure).

3. VPN traffic is visible to network IDS.		1. Obtain a list of remote access devices used by the organization (should be on the hardware/software list from the network accreditation).

2a. Review audit logs and compare indicated users against signed remote user access agreements.

2b. Review local policy/procedure for reviewing and configuration of audit logs.

3. Review IDS logs for VPN activity

		12-9		Has the organization properly located their firewall, IDS, public web servers, private web servers, and VPN within their enclave?				X		DISA Network Infrastructure STIG,  DISA Enclave STIG, DoDI 8500.2 IA Controls DCFA EBBD, EBRP		All firewalls, IDS, public web servers, private web servers, and VPN have been located within organizations enclave.		Review network topology and configuration documentation, device logs and validate location of devices.

		12-10		Does the organization implement virus protection which provides real-time protection and automated updates?		X		X		AR 25-2, Para. 4-3, 4-5 (n); DoDI 8500.2 IA Control ECVP		1. Users and SAs will scan all files, removable media, and software, including new "shrink-wrapped" COTS
software, with an installed and authorized AV product before introducing them onto an IS or network. Files, media and
software found to be infected with a virus will be reported by users to the SA.

2. SAs will configure all ISs with a current and supportable version of the AV software configured to provide realtime
protection from the approved products list with automated updates and reporting enabled.

3. IA personnel should take the multilevel approach to virus detection by installing one AV package on the
workstations and a different AV package on the servers.

4. SAs will update virus definitions at a minimum weekly, or as directed by the ACERT for immediate threat
reduction. Virus definition availability is based on vendors' capabilities. IA personnel will institute automated antivirus definition updates as published or available from authorized DOD or Army sites.

5. IA personnel will train users to recognize and report virus symptoms immediately.

6. IAMs will implement virus-reporting procedures to support DOD and Army reporting requirements.

7. All servers, workstations, and mobile computing devices implement virus protection that includes a capability for automatic updates.
a. The antivirus solution used is from the Army Approved Products List.

b. Antivirus clients are configured for automatic updates.

c. Antivirus definitions are current within one week.

d. The antivirus solution is configured to alert appropriate IA personnel (IASO and System Administrator).		Verify systems have antivirus software installed and review system configurations in accordance with success measures.

The gold disk checks for McAfee and Symantec Antivirus, corporate and client editions.  Due to variations of installations, manual checks may be required for verifying antivirus compliance.

		12-11		Have all systems been built/migrated using the Army Gold Master (AGM) security configurations?  (Note:  Desktops/laptops must have the AGM Baseline Configurations installed)		X		X		AR 25-1 para 5-4a; ALARACT 199/2008 (Migrate to Windows Vista); DoDI 8500.2 IA Controls DCCS and ECSC		Controls will be implemented to protect system software from physical and logical compromise, subversion, or
tampering. All software to be used on Army information systems and networks will be managed through a configuration
management control process and be approved by the DAA prior to installation and operation on LANs. 

Systems administrators will ensure all systems use Army Gold Master (AGM) security configurations. Any deviations from the AGM security configuration must be approved by the DAA and included in documentation made available to all SAs,
IASOs, IAMs, and DOIMs.  The AGM program focuses on three main areas for operating systems: Security
Configurations, Security patches, and enterprise licensed applications.

A DoD reference document such as a security technical implementation guide or security recommendation guide constitutes the primary source for security configuration or implementation guidance for the deployment of newly acquired IA- and
IA-enabled IT products that require use of the product's IA capabilities. If a DoD reference document is not available, the system owner works with DISA or NSA to draft configuration guidance for inclusion in a Departmental reference guide.

For Enclaves and AIS applications, all DoD security configuration or implementation guides have been applied.		Validate all systems have been built/migrated using the Army Gold Master (AGM) security configurations.

		12-12		Are all application servers, network infrastructure devices, and other information systems not supported by the AGM configured with the appropriate DISA Security Technical Implementation Guide (STIG)?		X		X		AR 25-2, Para. 4-5f(6); DoDI 8500.2 IA Control ECND		The minimum baseline configuration for ISs not supported by the AGM will be the published Security Technical Implementation Guide (STIG) requirements or the common criteria protection profiles for IA products, as available or supplemented and published by DOD and NETCOM/9th SC (A), with any changes documented. STIGS are located at:
http://iase.disa.mil/stigs/index.html.

An effective network device control program (e.g., routers, switches, firewalls) is implemented and includes: instructions for restart and recovery procedures; restrictions on source code access, system utility access, and system documentation; protection from deletion of system and application files, and a structured process for implementation of
directed solutions (e.g., IAVA). Audit or other technical measures are in place to ensure that the network device controls are not compromised. Change controls are periodically tested.

An effective network device (e.g., routers, switches, firewalls) control program is implemented and includes: instructions for restart and recovery procedures; restrictions on source code access, system utility access, and system documentation; protection from deletion of system and application files, and a structured process for implementation of
directed solutions (e.g., IAVA).

Configuration management controls, including version controls, will be maintained on all software development
efforts; RDT&E activities; follow-on test and evaluation (FOT&E) activities; and other related tests by the software designer. A CM "baseline image" will be created, documented, kept current, and maintained by network and system
administration personnel for all ISs within their span of control. Exceptions to this baseline image will be documented in the C&A package and approved by the DAA.		Validate application servers, network infrastructure devices, and other information systems not supported by the AGM configured with the appropriate DISA Security Technical Implementation Guide (STIG). 

Refer to the appropriate DISA security checklist (based on applicable services, application, or device type) and verify a sample of checklist items.

		12-13		Do network devices comply with DoD ports, protocols, and services guidance?				X		AR 25-2, Para. 4-20d(4); DoDI 8500.2 IA Control DCPP; DoDI 8551.01 Para. 4.4		1. Security protection between enclaves. (that portion of the network outside the
installation's or activity's controls).  Commanders and IA Personnel will
utilize the following processes on routers, switches, firewalls, and other
networking devices to provide protection from external networks.
All network devices comply with DoD Ports, Protocols, and Services Management (PPSM). Permit only ports,
protocols, and services (PPS) as authorized (http://iase.disa.mil/ports/ index.html)

2. The proponent of this regulation is the Chief Information Officer/G-6. The proponent has the authority to approve exceptions or waivers to this regulation that are consistent with controlling law and regulations. The proponent may delegate this approval authority, in writing, to a division chief within the proponent agency or its direct reporting unit or field or the civilian equivalent. Activities may request a waiver to this regulation by providing justification that includes a full analysis of the expected benefits and must include a formal review by the activity's senior legal officer.		Check configuration tables, review active PPS, and compare with the most recent guidance.

		12-14		Does the organization's information system enforce the use of firewalls and routers with access control lists (ACLs) to control the flow of information within the system and between interconnected systems in accordance with applicable policy?				X		AR 25-2, Para. 4-20e(1 and 2); DoDI 8500.2 IA Control ECIC		1. Configure firewalls with least-privilege access controls. Layer firewalls at the boundaries between border and external networks and as needed throughout the architecture to improve the level of assurance. NETCOM/ 9th SC (A) will approve firewall implementation guidance for use within the Army. Every information system should be protected by either an approved host-based or network-based (enclave) firewall.

2. Update and manage access control lists (ACLs) through secure mechanisms and incorporate a "deny all, permit by exception" (DAPE) policy enforcement.

3. The IAO/NSO will ensure premise router interfaces that connect to an AG (i.e., ISP) are configured with an ingress ACL that only permits packets with destination addresses within the site's address space.

4. The requirement for perimeter protection includes either a firewall implemented to protect the enclave and in deny-by-default posture or the premise router ACLs are in a deny-by-default posture.

5. The SA will utilize ingress and egress ACLs to restrict traffic in accordance with the guidelines contained in Appendix C and DoD Instruction 8551.1 for all ports and protocols required for operational commitments.

6. The router administrator will bind the ingress ACL filtering packets entering the network to the external interface on an inbound direction.

7. The router administrator will bind the egress ACL filtering packets leaving the network to the internal interface on an inbound direction.

a. Devices are approved (Army Approved Products List or Certificate of Net worthiness).

b. Interconnected systems are accredited and interconnect agreements are signed by the respective DAAs and included as artifacts in the system accreditation.

c. All cross-domain solutions (i.e. TS to below or Secret to Unclassified), if applicable, are approved by DISA and included as artifacts in the system accreditation.

d. Routers and/or firewalls are placed appropriately at interconnection points to effectively segregate network traffic.

e. Router ACLs and Firewall rules ensure only authorized services/applications can transfer information from the source to the destination.		Verify organization's information system enforce the use of firewalls and routers with DISA STIG required access control lists (ACLs) to control the flow of information within the system and between interconnected systems in accordance with applicable policy.

		12-15		Are communications at the external boundary of the information system and at key internal boundaries within the system monitored and controlled?				X		AR 25-2, Para. 4-20d; DoDI 8500.2 IA Control EBBD		Boundary defense mechanisms to include firewalls and network intrusion detection systems (IDS) are deployed at the enclave boundary to the wide area network, and at layered or internal enclave boundaries and key points in the network as required. All Internet access is prohibited.

Boundary defense mechanisms to include firewalls and network intrusion detection systems (IDS) are deployed at the enclave boundary to the wide area network, at layered or internal enclave boundaries and at key points in the network, as required.

All Internet access is proxied through Internet access points that are under the management and control of the enclave and are isolated from other DoD information systems by physical or technical means.

Boundary defense mechanisms to include firewalls and network intrusion detection systems (IDS) are deployed at the enclave boundary to the wide area network, and Internet access is permitted from a demilitarized zone (DMZ) that meets the DoD requirement that such contacts are isolated from other DoD systems by physical or technical means. All Internet access points are under the management and control of the enclave.

Security protection between enclaves. (that portion of the network outside the installation's or activity's controls).
Commanders and IA Personnel will utilize the following processes on routers, switches, firewalls, and other networking devices to provide protection from external networks.

Configure firewalls with least-privilege access controls. Layer firewalls at the boundaries between border and external networks and as needed throughout the architecture to improve the level of assurance. NETCOM/
9th SC (A) will approve firewall implementation guidance for use within the 
Army. Every information system should be protected by either an approved host-based or network-based (enclave) firewall.

Update and manage access control lists (ACLs) DISA STIG ACLs through secure 
mechanisms and incorporate a "deny all, permit by exception" (DAPE) policy enforcement.		Verify communications at the external boundary of the information system and at key internal boundaries within the system monitored and controlled?

1. Review network topology and configuration documentation

2. Review firewall log and rule set.

3. Review IDS log.

4. Review router log and Access Control List (ACL) DISA STIG ACLs.

		12-16		Has the organization deployed Host Based Security System (HBSS) as required?		X		X		ALARACT 198/2007		Host Base Security System (HBSS) is being deployed as required.		Validate that the Host Base Security System (HBSS) is attached to each host (server, desktop, and laptop).

		12-17		Does the organization conduct, at least monthly or when tasked, network/system IAVM and full network vulnerability scans?		X		X		Network Scanning BBP and DISA Enclave STIG V4R2, Para. 4,		1. The organization conducts, at least monthly or when tasked, network/system IAVM and full network vulnerability scans.

2. IAVM compliance scanning and reporting: IAVM compliance is the absolute minimum standard for all IS's, not the preferred end-state.  The end-state is a proactive methodology of maintaining, patching or updating systems to
prevent exploitation in advance of published IAVM messages and verification of policy requirements.  IAVM does not always address IS vulnerabilities or services that pose a significant risk to the IS or network.

3. Vulnerability Scan: Vulnerability scanning is the process of identifying all known vulnerabilities of computing systems on the network.  This process goes a step beyond identifying the available network specific weaknesses in
the operating system or application software, which can be used to compromise or crash the system.  Vulnerability scanning is intrusive and should be performed with care, as some scans can cause systems to crash or to behave erratically.  The vulnerability scan is also an information gathering process, and when performed by unauthorized individuals, is considered a prelude to attack.

4. As DoD enterprise tools are evaluated and released to the community, it is the site's responsibility to deploy and configure the solution in accordance with the approved published configuration guidance.

5. The following are minimal requirements to comply with CTO 05-19, issued by
The JTF-GNO:
- Scans must be run monthly.
- Components must implement Secure Configuration Compliance Verification Initiative (SCCVI) and Secure Configuration Remediation Initiative (SCRI), or similar tools, on all DoD networks. 
- Ensure the tool is being run with the appropriate settings necessary to complete a proper scan.

Unit Assessment Scanning Requirement extract of scanning from AR 25-2 and the BBP:

Requirement IAVM - Type Unit Assessment - Schedule Immediate- What to look for identify assets that require remediation

Requirement IAVM Mitigation Plans - Type Unit Assessment - Schedule Immediate - What to look for Validation of remediation plans and configurations

Requirement Password Compliance - Type Unit Assessment - Schedule Monthly on a rotational schedule or as directed - What to look for Specific canner policy to identify individual requirements.  Blank administrator and guest accounts, default or out of the box implementations.

Requirement Illegal Software Installation - Type Unit Assessment- Schedule Monthly on a rotational schedule or as directed- What to look for Specific scanner policy to identify individual requirements.

Requirement Required Software- Type Unit Assessment- Schedule Monthly on a rotational schedule or as directed- What to look for Specific scanner policy to identify individual requirements.

Requirement Policy Enforcement- Type Unit Assessment- Schedule Monthly on a rotational schedule or as directed- What to look for Specific scanner policy to identify individual requirements.		1. Verify that independent vulnerability assessments and ongoing self-assessments are used to ensure the controls are properly maintained, including both host-based reviews and scans or penetration tests.

2. Validate that the vulnerability assessments tools are being run with the appropriate settings necessary to complete a proper scan.

		12-18		Are desktops properly configured with an Army approved Data-At-Rest (DAR) solution?		X		X		AR 25-2, Para. 4-5j(6); Data at Rest BBP; OMB Memorandum - M06-16, Subject: Protection of Sensitive Agency Information; DOD CIO PII Memorandum, 18 August 2006; VCSA ALARACT, dated 10 Oct 2006; DoDI 8500.2 IA Control ECCR		Protect data at rest to the classification level of the information with authorized encryption and strict access control measures implemented.		Validate desktops are properly configured with an Army approved Data-At-Rest (DAR) solution.
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Classified Systems Management

		Classified Systems Management: Government Lead – Alegra Woodard, (703) 545-1677, alegra.e.woodard.civ@mail.mil
SME – Darnetta Green, 703-545-1744, darnetta.d.green.ctr@us.army.mil
Applicability: Other = Units supported by IT service provider; SP = IT Service Provider (NEC)

		Critical Questions: Bolded and outlined in ORANGE
Failing Deficiencies: Bolded and underlined; outlined in RED
Focus Areas: Tabs colored ORANGE

		-		Question/Tasks		Applicability				Authoritative Standards (Reference)		Success Measure		Validation		Assessment

						Other		SP								Compliant		Non-Compliant

		13-1		Do classified systems display the classification level on the desktop or login screen (for example, wallpaper, splash screen) when the device is locked or the user is logged on or off?		X		X		AR 25-2 Para. 4-16(f); DoDI 8500.2 IA Control ECML		All classified system desktops or logon screens are displaying the appropriate classification level for the information being processed or stored.		Ensure classified systems are displaying the appropriate classification level for the information being processed or stored through observation.

		13-2		Are miscellaneous processing equipment appropriately labeled (i.e. copiers, facsimile machines, peripherals, typewriters, word processing systems, etc.)?		X		X		AR 25-2, Para. 4-17c(1-5), 4-32 Miscellaneous processing equipment; AR 380-5, Para 4-1 and 4-34a and b; DoDI 8500.2 IA Control ECML		All miscellaneous processing equipment is appropriately labeled at the classification level of the information being stored or processed.

Note: Unclassified labeling (SF 710) is not required to be used in environments where there is no classified information created or used. SF 710 labels will be used to identify unclassified removable media from the classified removable media.		Ensure miscellaneous processing equipment is appropriately labeled at the classification level of the information being stored or processed through direct observation. This includes copiers, facsimile machines, peripherals, electronic typewriters, word processing systems, and others.

		13-3		Are wired/wireless portable electronic devices (PEDs) prohibited from areas where classified information is discussed or electronically processed?		X		X		AR 25-2, Para. 4-29a and 6-5 a.; DoDD 8100.2 Para. (4.2) (4.3) (4.4); DoDI 8500.2 IA Control ECWN; Wireless Security Standards BBP Para K(3)		Wired/wireless portable electronic devices (PEDs) are prohibited from areas and not present where classified information is discussed or electronically processed.		1. Visually review documentation (posted signs, SOPs, etc.) in reference to policy. 

2. Random verification of policy enforcement by checking users.

		13-4		Has a Certified Tempest Technical Authority (CTTA) Assessment been performed on all areas processing classified information while operating wireless devices?		X		X		DISA Wireless STIG V5R2 Para 2.2.4.1, Control WIR0225; DoDI 8500.2 IA Control ECTC		Wireless devices are not operated in areas where classified information is electronically stored, processed, or transmitted unless:

1. Approved by the DAA in consultation with the Certified TEMPEST Technical Authority (CTTA).

2. The wireless equipment is separated from the classified data equipment the distance determined by the CTTA and appropriate countermeasures, as determined by the CTTA, are implemented.		Verify Certified Tempest Technical Authority (CTTA) Assessments have been performed on all areas processing classified information while operating wireless devices.

		13-5		Does the organization physically control and securely store information system media (paper and digital) based on the highest classification of information on the media to include pickup, receipt, transfer and delivery of such media to authorized personnel?		X		X		AR 25-2, Para. 4-16(a and b); AR 380-5 Section II; DoD 5200.1-R, c7.2.1.1.4, c7.2.1.1.5, c7.2.1.2, c7.2.2, ap7.4.1; DoDI 8500.2 IA Control PESS		The organization protects information system media until the media is destroyed or sanitized using approved equipment, techniques and procedures.		1. Interview the Security manager and tour the facility to verify that documents and equipment are stored in approved containers or facilities with maintenance and accountability procedures that comply with regulation.

2. Review and validate media transport written requirements and procedures.

		13-6		Does the organization sanitize or destroy classified information system digital media before its disposal or release for reuse, to prevent unauthorized individuals from gaining access to and using the information contained on the media?		X		X		AR 25-2, Para. 4-18(b-j); Reuse of Computer Hard Drives BBP; DoDI 8500.2 IA Control PECS		1. All documents, equipment and machine-readable media containing classified data are cleared and sanitized before being released outside its security domain.
 
2. IA personnel destroy media that contained classified material or was involved in a classified spillage incident
at end of life cycle in accordance with approved destruction processes.

3. All media should be cleared for reuse within the same organization at the same or higher classification level (i.e., moving unclassified hard drive to classified network).

4. A log should be established and retained for at least five (5) years on all documents, equipment, and machine-readable media that has been destroyed or cleared and sanitized of classified data before being released outside of DoD.		1. Interview the Security Manager to verify that procedures exist to clear and sanitize all documents, equipment, and machine-readable media containing sensitive data are cleared and sanitized before being released outside of the Department of Defense. Verify that the procedures are strictly enforced.

2. Request review of clearing/purging/declassifying/destruction records. 

3. Review references, local implementation policies, and procedures.

4. Verify that logs document that released equipment in the sample set was properly cleared, sanitized, and documented.

5. Note exceptions and record the results.

		13-7		Does the organization ensure only authorized maintenance personnel with a need-to-know are granted physical access to classified information systems?		X		X		AR 25-2, Para. 4-10 (d), AR 380-5, Para. 6-1; DoDI 8500.2 IA Control PRMP		1. Unauthorized personnel are prohibited from all locations where servers, workstations and documentation containing classified information unless location is sanitized and visitor is escorted by authorized personnel.

2. Access to classified systems shall be granted to personnel only after establishing need-to-know, receiving a background investigation and security clearance, and obtaining formal approval.		Interview Security Manager to verify that physical access to the computing facility is granted only to authorized personnel with a need to know, proper background investigation and security clearance, and formal approval.

		13-8		Does the organization ensure all classified removable media (Thumb Drives, floppies, USB hard drives, CDs, etc.) and classified information systems comply with all requirements for marking and labeling?		X		X		AR 25-2, Para. 4-17 (a-d); AR 380-5, Para. 4-33; DoD 5200.1-R, Para. C5.4.9 and C5.4.10; DoDI 8500.2 IA Control ECML		Classified removable media is marked with the proper classification label.		View classified removable media.

		13-9		Does the organization ensure devices that display or output classified information in human-readable form are positioned to deter unauthorized individuals from reading the information?		X		X		DoDI 8500.2 IA Control PEDI		1. All monitors/displays are not viewable by unauthorized persons.

2. Escort procedures of announcing unauthorized personnel in the area are followed.

3. Unauthorized personnel are escorted when they are in the immediate vicinity of classified displays.		1.  Observe the placement of devices that display or output classified information in human- readable form and verify they are positioned to deter unauthorized individuals from viewing the information.

2.  Verify that procedures are in place to black out viewable classified information or to position monitors/displays to deter viewing when unauthorized personnel are escorted in the immediate vicinity.

		13-10		Does the organization ensure only approved Keyboard, Video, and Mouse (KVM) switch boxes are in use for switching between systems of different classification levels?		X		X		AR 25-2 Para. 4-20(h), KVM BBP;  DoDI 8500.2 IA Control DCBP		Multiple classification systems connected to a Keyboard, Video, and Mouse (KVM) switch are done so with approved KVMs. (https://informationassurance.us.army.mil/ia_tools/IAProducts.xls)

Note: These devices are
primarily introduced to achieve a reduction of hardware on the desktop and do not provide any IA features.  KVM devices are not authorized for use for cross-domain interoperability (NIPRNET-to-SIRPNET or SIPRNET-to-NIPRNET guarding solutions) network connections.		Observe multiple classification systems at one or more workstations to verify authorized KVM is in use.

		13-11		Is the classified network transmission protected with NSA Type 1 Cryptographic devices and/or a compliant and approved Protected Distribution System (PDS)?		X		X		AR 25-2, Para. 6-3, NSTISSI 7003, and IA Control ETCT		Classified transmission (SIPRNET) is protected using NSA Type I encryption and/or an approved PDS construction.

PDS are used to transmit unencrypted classified information through an area of lesser classification or control. Since the classified information is unencrypted, the PDS must provide adequate electrical, electromagnetic, and physical safeguards to deter exploitation. A PDS provides measures to detect attempted penetrations.		1. Verify encryption device is authorized and on approved list.

2. Inspect PDS to ensure standards are met (IA Control ETCT and NSTISSI 7003) and PDS is approved by the DAA.

		13-12		Is unattended classified information (to include IS media and keyed Controlled Cryptographic Items) stored in either a GSA Approved container or approved open storage area?		X		X		AR 380-5 para 7-4a; TB380-41 para 5.3		Classified information that is not under the personal control and observation of an authorized person, is to be guarded or stored in a locked security container, vault, room, or area, pursuant to the level of classification.		Verify unattended classified information is stored in either a GSA Approved container or approved open storage area.
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Physical Sec. & Env. Controls

		Physical Security and Environment Controls: Government Lead –Alegra Woodard, (703) 545-1677, alegra.e.woodard.civ@mail.mil
SME – Doris Wright, (703) 545-1703, doris.m.wright2.ctr@mail.mil
Applicability: Other = Units supported by IT service provider; SP = IT Service Provider (NEC)

		Critical Questions: Bolded and outlined in ORANGE
Failing Deficiencies: Bolded and underlined; outlined in RED
Focus Areas: Tabs colored ORANGE

		-		Question/Tasks		Applicability				Authoritative Standards (Reference)		Success Measure		Validation		Assessment

						Other		SP								Compliant		Non-Compliant

		14-1		Does the organization have current signed procedures to control visitor access to critical IT infrastructure facilities (e.g. ADN, MCN, DCO, Server Room, Network Operations Center, etc), and are detailed visitor logs being kept?		X		X		DoDI 8500.2 IA Controls PEVC		1. A visitor access policy exists and is signed by the commander or facility owner, and all visitors (i.e. individuals not listed on the access roster) are signed in and out on DA Form 1999.

2. Personnel signing visitors in and out are authorized personnel and are listed on the access roster.		1. Review the visitor access policy, access roster, and DA Form 1999 (Restricted Area Visitor Register).  

2. If the facility processes classified information, verify the clearance level of authorized personnel and visitors with the facility Security Manager using either a Security Clearance Access Roster (SCAR) or visitation authorization (either memorandum or JPAS).

		14-2		Are entrances to facilities housing workstations which process sensitive or classified information controlled during working hours and guarded or locked during non-work hours (Sensitive); or guarded or alarmed 24 x 7 (Classified)?		X		X		DoDI 8500.2 IA Control PEPF-1 (Sensitive) or PEPF-2 (Classified)		Entrances to facilities housing workstations which process sensitive or classified information controlled during working hours and guarded or locked during non-work hours (Sensitive); or guarded or alarmed 24 x 7.

Every physical access point to facilities housing workstations that process or display classified information is guarded or alarmed 24 X 7. Intrusion alarms are monitored.  Two (2) forms of identification are required to gain access to the facility (e.g., ID badge, key card, cipher PIN, biometrics). A visitor log is maintained.

Every physical access point to facilities housing workstations that process or display sensitive information or unclassified information that has not been cleared for release is controlled during working hours and guarded or locked during non-work hours.		Validate Entrances to facilities housing workstations which process sensitive or classified information controlled during working hours and guarded or locked during non-work hours (Sensitive); or guarded or alarmed 24 x 7.

		14-3		Are daily security checks being made at the end of each workday (and non-workdays as required) and documented on a SF 701?		X		X		AR 380-5, Para. 6-11a; DoDI 8500.2 IA Control PESP		For each working day, each security item is checked off and then initialed at the bottom.		Review SF 701 in accordance with success measures.

		14-4		Have lock combinations been changed either within the past 12 months or upon departure of authorized personnel; and recorded on SF 700?		X		X		AR 380-40, Para. 4-5g; AR 380-5, Para. 7-8b and e		1. SF 700 is posted inside the lock drawer of the security container or on the inside of the vault or security room door.

2. The date in Block 6 (date combination changed) is within the past year.

3. The personnel listed in block 11 are still assigned to the organization.		Review SF 700 in accordance with success measures.

		14-5		Are dates and times when unlocking, securing, and checking each security container appropriately recorded on a SF 702?		X		X		AR 380-5, Para. 6-10b		1. A SF 702 is clearly displayed on each container storing classified information.

2. The date and time is recorded and initialed each time the container is unlocked and locked.		Review SF 702 in accordance with success measures.

		14-6		Does a servicing fire department receive an automatic notification of any activation of the smoke detection or fire suppression system within critical IT infrastructure facilities (e.g. MCN, DCO, Server Room, Network Operations Center, etc) (MAC-I or MAC-II systems); or does the facility have standalone smoke detectors properly installed (MAC-III systems)?		X		X		DoDI 8500.2 IA Control PEFD-1 (MAC-III) or PEFD-2 (MAC-I or MAC-II)		1. Smoke detectors are configured to automatically alert a servicing fire department to any activity involving smoke detection or fire suppression are installed in the facility.

2. Smoke detectors and alert systems are in working condition and being functionally tested on a regular basis.

3. Smoke detectors and alert systems have been checked at regular intervals prescribed by local policy.

4. Smoke detectors and alert systems have adequate emergency power in the case of the facility losing power.		1. Obtain and review documentation of test procedures and tests performed by the fire department.

2. Inspect the selected facilities and confirm that smoke or fire detection systems are installed and configured to automatically notify a servicing fire department in the event of smoke detection or commencement of fire suppression.

3. Ensure that the smoke detectors and alert systems have adequate emergency power in the case of the facility losing power in the event of a fire-related incident.

		14-7		Is an approved, fully automatic, fire suppression system that automatically activates when it detects heat, smoke, or particles installed in all critical IT infrastructure facilities (e.g. MCN, DCO, Server Room, Network Operations Center, etc) (MAC-I or MAC-II systems); or does the facility have handheld fire extinguishers or fixed fire hoses available in case of fire (MAC-III systems)?		X		X		DoDI 8500.2 IA Control PEFS-1 (MAC-III) or PEFS-2 (MAC-I or MAC-II)		1. A smoke detection or fire suppression system is installed and operational in the critical IT infrastructure facilities selected for inspection that automatically activates when heat, smoke or particles are detected.

2. A record exists detailing all test procedures and tests performed documenting that the smoke detection or fire suppression system has been inspected on a regular basis in accordance with local policy.		1. Obtain and review documentation of test procedures and tests performed by the fire department.

2. Inspect the selected critical IT infrastructure facilities and confirm that smoke detection or fire suppression systems are installed that automatically activate when heat, smoke or particles are detected.

		14-8		Is a master power switch or emergency cut-off switch in all critical IT infrastructure facilities located near the main entrance of the IT area, clearly labeled, and protected by a cover to prevent accidental shut-off?				X		DoDI 8500.2 IA Control PEMS		A master power switch is located near the main entrance of all critical IT infrastructure facilities, is clearly labeled, and is protected by a cover to prevent accidental shut-off.		1. Inspect all computing facilities housing key IT assets and verify that each has a master power switch or emergency cut-off switch to IT equipment located near the main entrance of the IT area.       

2. Verify that the master power switch is labeled and that it is protected by a cover to prevent accidental shut-off.
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Leadership IA Assessment

		Leadership IA Assessment: Government Lead – Alegra Woodard, (703) 545-1677, alegra.e.woodard.civ@mail.mil
SME – Darnetta Green, 703-545-1744, darnetta.d.green.ctr@us.army.mil

		Critical Questions: Bolded and outlined in ORANGE
Failing Deficiencies: Bolded and underlined; outlined in RED
Focus Areas: Tabs colored ORANGE

		-		Question/Tasks		Authoritative Standards (Reference)		Success Measure		Validation		Assessment

												Compliant		Non-Compliant

		15-1		Is the Army Information Assurance Program actively being implemented in your organization?		AR 25-2, Para. 2-24a, f and i		Commanders/Directors should be able to describe the elements of his IA program - both its strength and weaknesses.		1. Ensure the IA Self Assessment is completed and you are aware of the results.

2. Ensure command IA policy exists and is current.

		15-2		Are you aware that AR 25-2 and IA Best Business Practices (BBP) are the Army's Information Assurance policies?		AR 25-2, Para. 2-24		Commanders/Directors should be familiar with AR 25-2 and have an understanding of CIO/G6 BBPs.		Know Commander/Director responsibilities in AR 25-2, Chapter 2.

		15-3		Do you know your Information Assurance professionals on your Staff, are they appointed, and are you aware of their roles and responsibilities as delineated in Army Regulation 25-2?		AR 25-2, Para. 2-24f, 3-2 and 3-3; DoDI 8500.2 Para E3.4.6; 05-PR-M-0002 BBP, Information Assurance (IA) Training and Certification dated 6 Aug 2010.  DoDI 8500.2 PRTN-1		1. The Commander/Director should have appointed IA personnel IAW AR 25-2.

2. Commanders/Directors appoint IA personnel (for example, alternates) and other personnel to perform the duties in Chapter 3 of the regulation. 

3. IAPMs help define the orgnization's IA personnel structure and ensure the appointment of an Information Assurance network manager (IANM), Information Assurance network officer (IANO), Information Assurance manager (IAM), and an Information Assurance security officer (IASO) at appropriate subordinate command installations, DA staff agencies, tenants, and field operating agencies, as appropriate.		Ensure all IA personnel are appointed in writing (appointment orders) and their IA responsibilities are addressed.

		15-4		Do you ensure annual user IA refresher training is conducted and documented?		AR 25-2, Para. 4-3a(8)(b); CJCSM 6510.01 Appendix A Enclosure A, 3b(20) and Appendix B Enclosure A Para. 2h and Para. 5; DoD 8570.1-M paragraph C1.4.4.3, C6.2.3, C8.2.7.6; DODD 8570.1 5.9.2		Commander/Director schedules IA refresher training and all personnel complete the training requirement on time.		Ensure all personnel in the command complete annual IA refresher training.

		15-5		Do you conduct periodic assessments of your local Information Assurance Program?		ALARACT 186/2008		Commander/Directors complete an IA Self Assessment annually.		Ensure annual IA Self Assessment is conducted.

		15-6		Are you aware of what Personally Identifiable Information (PII) is and the requirements for protecting PII?		ALARACT 167/2007, VCSA SENDS: PII Incident Reporting and Notification Procedures, July 2007; DOD CIO Memorandum, 18 August 2006, Subject: DOD Guidance on Protecting PII; DoDD 5400.11, DoD Privacy Program, Nov 16, 2004		1. Commanders/Directors have a written PII assessment and procedures on the protection of PII.

2. All personnel are trained on what PII is and how to protect it.

3. Personally Identifiable Information (PII) is any information about an individual maintained by an agency, including but not limited to, education, financial transactions, medical history, and criminal or employment history and information which can be used to distinguish or trace an individual's identity, such as their name, social security number, date of birth, mother's maiden name, biometric records, etc., including any other personal information which is linked or linkable to an individual. PII must be safeguarded.		1. Ensure command procedures identify all PII, assign Impact Categories for PII electronic records, and establish protective measures. 

2. Ensure all personnel know what PII is and how to protect it.

		15-7		Do you ensure that FOUO or FOIA information or information not for the public at large has been removed from the organization's official publicly accessible website?		AR 25-1, Para. 1-7b; DoD Web Site Admin Policy, Part II, Section 3.5.3; AR 25-2, Para. 4-20g(11), (15), and 3-3i; DoD 5400.7-R, Chapter 3, Section 2.1		Commanders/Directors ensure no FOUO, FOIA, or OPSEC information is on the organization's official publicly accessible website.		1. Ensure procedures exist for the review of website content prior to publishing/posting.

2. Ensure the organization's official publicly accessible website is reviewed periodically to verify there is no FOUO, FOIA, or OPSEC information posted.

		15-8		Are you aware of the stringent Information Assurance requirements for protecting wireless networks and systems?		AR 25-2 Para 4-29.a.and b., Para 4-29 PED, 4-30 WLAN; Wireless Security Standards BBP Para 8.C. and 11.A.(1);		Commanders/Directors ensure the proper accreditation of all WLAN devices/systems.		1. Ensure the WLAN devices/systems are listed on the Army Information Assurance Approved Products List (AIAAPL). https://informationassurance.us. army.mil

2. Ensure that accreditation package documentation includes all accredited WLAN devices / systems.

		15-9		Are you aware of the procedures to minimize the risks associated with the loss or compromise of sensitive information stored on removable media such as disks and thumb drives?		AR 25-2, 4-11(a)(d); AR 25-2, Para. 4-29; DoDI 8500.2 IA Control ECSC; Data-At-Rest (DAR) Protection BBP, Para. 8-E; appropriate DISA STIGS and/or NSA SNAC Guides; CTO 10-133 Protection of Classified Information on DoD SIPRNet		1. Commanders / Directors ensure a secure means of storing removable media containing sensitive information is available. 

2. Commanders/Directors ensure all removable media are DAR compliant (encryption).

3. Commanders/Directors ensure control/accountability of removable media containing sensitive information.

4. Commanders/Directors ensure personnel are held accountable in the event of the loss or compromise of removable media containing sensitive information.		1. Ensure PEDs have a DAR solution implemented and are appropriately marked/labeled.

2. DAR solution used should be on the current list of authorized DAR solution products (EFS, Mobile Armor suite of products). Use the Army Information Assurance Approved Products List (AIAAPL). - https://informationassurance.us. army.mil/ia_tools/IAProducts.xls 

3. Ensure written policy/procedures for the prevention of the loss or compromise of removable devices containing sensitive information.
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