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1.  Purpose.  The purpose of this SOP is to assign responsibilities and provide guidance for executing the management control process (MCP).  It is intended to incorporate existing Public Law, Department of Defense, Headquarters Department of Army (HQDA) and Assistant Chief of Staff for Installation Management (ACSIM) policies and procedures.  An effective MCP ensures sound stewardship of resources, managerial integrity and safe and effective mission accomplishment. 

2.  References.
     a.  Federal Managers’ Financial Integrity Act of 1982, Public Law (PL) 97-255.
b.  OMB Circular A-123, Management’s Responsibility for Management Control, 21 

December 2004.
     c.  U.S. General Accounting Office (GAO) Standards for Management Control In the
Federal government, November 1999, http://www.gao.gov/special.pubs/ai00021p.pdf.

     d.  DoD Directive 5010.40, 28 August 1996, Management Control (MC) Procedures.

     e.  Army Regulation 11-2, Management Control, 1 August 1994.

     f.  U.S. Army Audit Agency Report, A-2005-0135-FFG, 21 March 2005, subject:

Review of the Army Management Control Process, Headquarters, Installation 

Management Agency.

3.  Applicability.  This SOP applies to all IMCOM headquarters divisions, regions,

garrisons and activities under the operational control of IMCOM.  IMCOM staff will make the MCP and its principles an integral part IMCOM’s operations within all functional areas to provide “reasonable assurance” of adequately controlled operations and resources.

4.  Explanation of Terms.  The glossary defines additional abbreviations, terms and concepts referred to in this SOP.
5.  Responsibilities.
     a.  The Deputy Commanding General (DCG), IMCOM:

          (1)  Serves as the Senior Responsible Official (SRO) and Assessable Unit Manager (AUM) for IMCOM, providing overarching leadership emphasis, direction and support to ensure effective execution of the MCP within IMCOM.  

          (2)  Designates additional IMCOM SROs by position.  Region Directors (RD) and Garrison Commanders (GC) serve as SROs for their organizational elements.

          (3)  Designates IMCOM AUMs by position.  Contractors are not permitted to serve as AUMs, per U.S. Army Audit Agency (USAAA) guidance to IMA during an FY04 audit (reference 3f).  The following serve as AUMs within IMCOM:

                (a)  Headquarters Division Chiefs and Branch Chiefs with the rank of colonel or GS-15. 

                (b)  Chief Management Support Office, for the front office administrative operations and special staff offices.

                (c)  Headquarters Special Staff Officers for their respective offices.

                (d)  Region Directors and 0-6 Colonel/GS/GM-15 Region Division Chiefs.

                (e)  Region Chiefs of Staff for region front office administrative operations and special staff offices.

                (f)  Garrison Commanders and heads of garrison support directorates, support offices and management and control offices.  AUMs for Management garrison activities may be of lower rank/grade, but must have supervisory responsibility for their assigned unit.

          (4)  Reviews and signs an Annual Statement of Assurance each Fiscal Year IAW AR 11-2 and ACSIM guidance that certifies the status and adequacy of IMCOM’s controls.  This statement identifies any material weaknesses and corrective action plans. 

          (5)  Designates the Senior Executive Leadership (SEL) meeting as its “Senior

Management Council” for discussing the disposition of any significant and systemic

material weaknesses IAW AR 11-2.  Ultimately, the AUM, SRO and senior leadership must approve the disposition of all potential material weaknesses.

          (6)  Ensures that the performance agreements (evaluation support forms) of all IMCOM SROs, deputies, and AUMs include an explicit statement of Management controls responsibility IAW AR 11-2, paragraph 2-10.  All Management Control Administrators will also include a statement of management control duties within their support forms.

    b.  The Executive Director (ED):  Fulfills the DCG’s MCP duties when the DCG is unavailable and provides leadership emphasis in support of the MCP.  The ED also endorses the DCG’s Annual Statement of Assurance, or signs it when the DCG is unavailable.

    c.  The Director - Resource Management:

         (1)  Serves as the senior management official with overall proponency for

implementing the IMCOM MCP.  Proponency for administering the MCP also resides within resource management at the Regions and Garrisons.

         (2)  Designates a primary and alternate Management Control Administrator (MCA) to administer the IMCOM process.  

         (3)  Reviews and endorses the IMCOM DCG’s Annual Statement of Assurance, and reviews control weaknesses submitted by IMCOM SROs and AUMs, concurs/non-concurs with staff recommendations for the disposition of each one, or recommends alternative courses of action.  As warranted, the Director - RM discusses management control matters and the disposition of weaknesses with senior IMCOM staff during staff meetings, board meetings video teleconferences, round tables and other appropriate venues.  The Director - RM and senior staff recommends to the DCG and ED which management control issues and potential material weakness to bring before the SEL for discussion and decision.
         (4)  Serves as the AUM for the HQ IMCOM RM division, designating an MCA to

coordinate the MCP for the RM division and signing an Annual Statement of Assurance

feeder statement addressed to the DCG, IMCOM.

    d.  The Deputy Director, Resource Management:  Fulfills the Director - RM MCP duties when the Director - RM is unavailable and provides leadership emphasis and support for the process.

    e.  The Chief of Staff.  Supports the MCP by providing leadership emphasis and ensuring staff offices comply with management control policies and procedures.          
     f.  IMCOM SROs (i.e., Region Directors and Garrison Commanders):

         (1)  Provide overarching leadership emphasis and ensure managers and employees comply with management control policies and procedures.

         (2)  Designate the Resource Management Division/Office as the MCP proponent

activity within the organization, with an assigned primary and alternate MCA.  

         (3)  Approve an Annual Statement of Assurance addressed to the director of the next organizational level (e.g., Garrison Commander to Region Director, and Region Director to DCG, IMCOM) that incorporates input from feeder statements, evaluations, audits and other available data, and includes any identified material weaknesses for resolution, areas of concern for management’s awareness, and plans of corrective action for the weaknesses/concerns.

    g.  IMCOM AUMs at all levels:

         (1)  Provide on-going leadership emphasis, and ensure managers and employees

comply with management control policies and procedures.  Ensures all evaluations are conducted IAW the IMCOM Five Year Plan, with additional evaluations scheduled as local managers dictate. 

         (2)  Assign an MCA to coordinate all MCP actions within the organizational unit.

Memoranda to designate an MCA are not mandatory, but provide added leadership

emphasis when used.  Per USAAA guidance to IMCOM during an FY04 audit (reference 3f), contractors may serve as MCAs, since they will perform tasks that are not inherently governmental. However, because contractors don’t have civilian support forms, they must have a designation memorandum from their AUM in lieu of these forms.  
         (3)  Assign a Management Control Coordinator (MCC) to organizational sub-units
that does not qualify as assessable units IAW AR 11-2, but still provide significant input.
         (4)  Obtain management control training, and ensure their MCAs and managers attend training IAW the requirements in this SOP and AR 11-2.  It is recommended that personnel receive MCP training no less than once every three years.  All IMCOM employees must receive MCP training at least once; activities may include MCP information in employee orientation programs to fulfill this requirement.

         (5)  Approve and sign an Annual Statement of Assurance addressed to the director at the next agency level.  The statement certifies the adequacy of management controls within the organizational unit and identifies any areas of concern or material weaknesses and plans of corrective action for the weaknesses/concerns.

         (6)  Identify, and ensure their managers understand the essential or key internal

controls within organization’s operational responsibilities.   

         (7)  Establish a five-year management control plan that schedules formal evaluations of essential controls in various functional areas IAW Department of the Army and IMCOM requirements.  Army Regulations (ARs), as summarized in the inventory of evaluations on the ASA(FM&C) website, provide the mandatory areas for evaluation.  As needed, IMCOM will add to or modify the plan to meet organizational requirements, while Garrison Commanders will add local requirements.
         (8)  Determine the frequency that IMCOM activities will conduct each formal evaluation, based on the Army regulatory requirements and on assessed risk and magnitude of problems if the controls were to fail (e.g., waste, fraud or abuse of resources, mission failure, accidents, media scandal, damaged credibility; etc.).

         (9)  Assign functional managers to conduct the scheduled evaluations and to

document the results using a DA Form 11-2-R (enclosure 2).  It is recommended that

AUMs evaluate “high risk” areas annually; “medium risk” areas, every two to three years; “lower risk” areas, every four to five years.  AUMs are encouraged to use special

unscheduled evaluations when needed, such as to evaluate control procedures for a short-term military operation or action (e.g., Base Realignment and Closure action, a sensitive area attracting heavy media attention, etc.).   

        (10)  Certify the results of evaluations by signing the DA Forms 11-2-R.  MCAs will 

retain forms and back-up documentation in a central repository on a shared server for a

minimum of five years for audits and trend analysis.  

   h.  Evaluators at all levels:

        (1)  Test the effectiveness of controls governing their assigned functional area,

process or procedure.  A subject matter expert or functional manager conducts an

evaluation when scheduled by the IMCOM five-year Management Control Plan, or when tasked by an AUM or manager as a special or unscheduled evaluation.  HQ IMCOM divisions and IMCOM region will determine the extent of oversight they will carry out over garrison-level evaluations (e.g., instructing garrisons on how to conduct the evaluation or to alert managers to watch out for a certain potential weakness; asking for copies of DA Forms 11-R for a region-wide or IMCOM-wide analysis, or deciding that no additional functional oversight is needed).   
        (2)  Use applicable questions within DoD or Army checklists as guidelines for

conducting evaluations, when they are available.  ARs governing the functional areas

usually, but not always, provide a checklist guideline to follow.  AUMs and functional

managers may develop customized checklists for IMCOM evaluators to use.  When checklists are not available, evaluators use their best judgment on what to evaluate within the scope of current regulations and policy.

        (3)  Use existing methods and pre-existing information, when possible, and avoid

duplication of effort (e.g., by using results of routine inspections previously conducted,

Performance Management Reviews, Installation Status Reports, staff assistance visit trip reports, memoranda for record, emails from informal staff interviews or discussions, staff meeting minutes, Army Audit Agency review findings, information papers, PowerPoint presentations given to senior leaders on the topic, etc.). 

        (4)  Complete a DA Form 11-2-R (enclosure 2) to summarize the outcome of the

evaluation.
              (a)  Attach documentation to the form, such as a copy of the audit report, inspection results, Installation Status Report, email messages, PowerPoint slides, memoranda, etc.  AUMs and MCAs will not consider the evaluation and DA Form 11-2-R complete without back-up, some type of documentation attached.  An exception to the documentation rule exists when the evaluator used “observation of the task” as the evaluation method, upon which he/she would summarize the results on the form without attachments.
              (b)  Identify on the DA Form 11-2-R any material weaknesses discovered during the evaluation and the course of action recommended to address it, including estimated milestones.  The cost of implementing management controls should not exceed the benefit derived.  For this reason, managers must exercise their judgment in determining whether additional or stronger controls are required to correct a weakness or to attain “reasonable assurance” for the function.

              (c)  Identify on the DA Form 11-2-R any “areas of concern” that do not rise to the level of material weakness, but might warrant mentioned in the Annual Statement of

Assurance for the awareness of the next level of command.
        (5)  Seek advice and guidance from their MCA to place material weaknesses into the correct format for review, approval and formal submission with the AUM’s Annual 

Statement of Assurance.
        (6)  Sign the DA Form 11-2-R in block 6a, as the functional manager, and ensure the AUM signs block 8a.
        (7)  Provide a copy of the completed and certified DA Form 11-2-R with back-up

documentation to the MCA for storage on a shared server drive for continuity.  Evaluations will be retained as historical reference for a minimum of five years.

        i.  IMCOM Internal Review Officers:

    
 (1)  Provide independent MCP advice and assistance to their assigned IMCOM
organizations, to include help with assessing risk, as needed.  

           (2)  Review, provide recommended changes to and concur/non-concur with Annual Statements of Assurance and material weakness corrective action plans. 

           (3)  Verify, upon request, that a control weakness is “material” IAW AR 11-2 and warrants the attention of the next agency level.
           (4)  Provide the results of voluntary management review audits and inspections to MCAs, with the concurrence of the director or activity head, for potential use as  

management control evaluations or as potential weaknesses to address.
           (5)  Alert IMCOM when an external audit identifies a management control weakness that is a candidate for submission with the Annual Statement of Assurance.  Additionally, the U.S. Army Audit Agency (USAAA) periodically audits the IMCOM MCP.  The USAAA’s role is to furnish a professional independent assessment of the organization’s actions taken throughout the year; determine compliance with the Federal Manager’s Financial Integrity Act of 1982; the Comptroller General Standards; policy and regulatory requirements; and that reasonable assurance existed to show controls operated as intended.

           (6)  Validate, upon request of the AUM or MCA, that the assigned IMCOM managers have taken sufficient corrective action to close a weakness.  There is no Army requirement for internal review to validate the correction of a management weakness that was not submitted to the Secretary of the Army, but validation by an outside party is encouraged.  Internal Review has no regulatory authority to overrule an agency head’s decision to close a weakness.  

       j.  IMCOM MCAs at all levels:

          (1)  Serve as the focal point for administering the MCP within the organization and advise SROs, AUMs and staff members on MCP issues, regulatory requirements affecting their functional areas of responsibility and training opportunities.  MCAs publish and maintain a current list of AUMs, MCAs and MCCs within their units.

          (2)  Develop or coordinate input for the IMCOM five-year Management Control Plan to ensure all DA-mandatory functions and important additional IMCOM-unique functions are included in the plan.  Garrisons may add locally determined functions to the plan for evaluation.  IMCOM activities may increase the frequency of scheduled evaluations based on perceived risk, which will fluctuate based on management and external influences.  IMCOM organizations will synchronize their local evaluation schedules to the IMCOM plan to improve management’s ability to systematically analyze IMCOM-wide controls and look for weaknesses. 

          (3)  Ensure an assigned evaluator within the organizational unit conducts all evaluations as scheduled on the IMCOM Management Control Plan, using official AUM or Chief of Staffing tasking only when necessary to supplement this SOP.  

          (4)  Prepare the AUM’s Annual Statement of Assurance based on input from feeder statements, results of scheduled and unscheduled evaluations, identified weaknesses, audits and other available information gathered throughout the year.  MCAs will set suspense dates, prepare statements in time to meet Army and ACSIM due-dates, and will communicate these due-dates and the annual requirements in a timely manner within all organizational levels.  MCAs also monitor IMCOM’s interface with other agencies that operate on the installation (see Glossary concept.)

          (5)  Assist functional managers in the identification of material weaknesses and advise them on methods of correcting them.  Once a weakness is deemed “material,” a plan of corrective action must be developed, complete with realistic milestones indicative of when and how the organization will correct the weakness.  Depending upon the nature of the weakness, it is not unusual for a weakness to be “open” for several years before it is fixed and officially closed.  The Office of the Secretary of Defense and Secretary of the Army closely track, and do not accept, milestone slippage. 

          (6)  For all weaknesses submitted with Annual Statements of Assurance, ensure that the appropriate subject matter expert within the organizational unit reviews the weakness and provides his/her recommendation.  The MCA prepares a decision briefing for the RM director (or equivalent authority within the Region or Garrison), who must either concur with the staff recommendation, or recommend an alternative course of action.  The MCA also recommends to the RM director which issues and potential material weaknesses warrant bringing before the SEL for discussion/decision.

          (7)  Develop and maintain a tracking system to monitor correction of all submitted weaknesses and areas of concern, whether retained for correction, or reported to the next level.

          (8)  Request status reports of weakness corrective actions on at least a quarterly basis.  Weaknesses must be corrected as quickly as possible, even if they were not reported to the next level within the reporting organization’s chain of command.  

          (9)  Identify MCP training requirements and make training available on an annual basis.  All Annual Statements of Assurance must report the number of personnel trained and the type of training received.  Training may include in-house sessions taught by the MCA, attendance at one of the U.S. Department of Agriculture’s courses, taking an on-line or CD-ROM MCP course or participating in other available methods.

         (10)  Track and document the number of personnel trained within the assessable unit.  Maintain training documentation, including names and assigned unit of the personnel trained, the date trained, method or venue of the training and number of SROs/AUMs trained, and include this information in the Annual Statement of Assurance.  

         (11)  Coordinate resolution of audit findings directly related to the IMCOM MCP, and provide input toward resolving audit findings indirectly related to the MCP.

         (12)  Maintain historical files, preferably on an office shared server, for a minimum of two years, at the agency level where the documentation was developed (e.g., where the Annual Statement of Assurance was written or where the evaluation took place).  Examples of retained documentation include Annual Statements of Assurance, material weaknesses, completed DA Forms 11-2-R, AUM and MCA support forms showing a statement of MCP responsibilities, training slides and attendance sheets, five-year Management Control Plan, examples of leadership emphasis, etc..  Although two years is the minimum, five years is the recommended retention timeframe, commensurate with the typical five-year evaluation cycle.

         (13)  Maintain data on all “open” weaknesses until closed, and maintain documentation for the “closed” weakness for the minimum two years.

         (14)  Maintain a flow of communication with AUMs, MCAs, functional managers/evaluators and employees within the assessable units, to include transmitting the latest policies, procedures, guidance, available training, examples and weaknesses. 

    k.  All IMCOM Managers and Employees:

         (1)  Inform your AUM and MCA immediately when identifying actual or potential weaknesses within IMCOM’s management controls, or, conversely, when recognizing improved controls.

         (2)  Participate in MCP training at least once, although refresher training is recommended every three years and would enable IMCOM activities to exceed MCP requirements.  All employees must understand the GAO Standards for Management Control in the Federal Government in order to integrate them into all IMCOM processes, procedures and guidance memoranda.
6.  Annual Statement of Assurance (ASA) Format:

The ASA will consist of the following sections:


The cover memorandum


TAB A   How the assessment was conducted


TAB A-1  The basis for reasonable assurance


TAB A-2  Other information required


TAB A-3  Management control program and related accomplishments


TAB B  Material weaknesses


TAB B-1  List of material weaknesses


TAB B-2  Uncorrected material weaknesses


TAB B-3  Corrected material weaknesses

Cover memorandum

Signature.  The head of the reporting organization or their principal deputy must sign the cover memorandum.  This memorandum provides their assessment as to whether they have reasonable assurance that the organization’s management controls are in place and operating effectively.

Types of statements.  This statement of assurance must take one of three forms:


An unqualified statement of assurance (“I am able to provide an unqualified statement of reasonable assurance that (name of activity) internal controls meet the objectives of Federal Managers’ Financial Integrity Act (FMFIA) overall programs, administrative, and operations.”)  Each unqualified statement must have a firm basis for that position, and this basis must be described clearly in Tab A.

A qualified statement of assurance (“I am able to provide a qualified statement of reasonable assurance that internal controls meet the objectives of FMFIA overall programs, administrative and operations with exception of (number) material weakness(es) described in TAB B.  These material weaknesses were found in the internal controls over the effectiveness and efficiency of operations and compliance with applicable laws and regulations as of the date of this memorandum.  Other than the material weaknesses noted in TAB B, the internal controls were operating effectively and no other material weaknesses were found in the design or operation of the internal controls.”)  The material weaknesses in management controls that preclude an unqualified statement should be cited in the cover memorandum.

A statement of no assurance (“I can provide no assurance that the (name of activity) internal controls meet the objectives of FMFIA overall programs, administrative, and operations”).

TAB A How the assessment was conducted

Purpose.  The purpose of the statement of assurance is to provide an objective assessment of management controls and to report any material weaknesses in those management controls  In TAB A, the organization must describe how its assessment of management controls was conducted (i.e., how it reached a determination that its management controls provided reasonable assurance) and provide support for that assessment.

Reasonable Assurance.  Reasonable assurance refers to a satisfactory level of management confidence that management controls are in place and operating as intended.  Reasonable assurance is a management judgment that recognizes there are acceptable levels of risk that cannot be avoided because the cost of absolute control would exceed the benefits derived.

Contents of TAB A.  TAB A consists of the following three sections:

TAB A-1, The Basis for Reasonable Assurance.  A reporting organization may base its determination of reasonable assurance on a wide variety of factors, to include:


Establishment of sound policies and specific required actions in regulations and other directives.


Prevention and detection measures, such as internal or external audits, inspections, investigations and quality control reviews.


General knowledge of command operations derived from weekly staff meetings, status reports, periodic review and analysis sessions and other forms of command oversight.


Various functional management reviews, such as:  program evaluations (e.g., computer security reviews) and system reviews (e.g., financial system reviews).


Actions taken to mitigate or eliminate risk as part of a command risk management program.


Annual performance plans and reports.


Management control evaluations conducted in accordance with the organizations Management Control Plan.

TAB A-2, Other Information Required.  TAB A must also provide specific information on:

Leadership Emphasis.  This section summarizes leadership efforts in support of your management control process, to include leadership correspondence on the importance of effective management controls and senior leadership bodies (e.g., councils or committees) used to advise on management control issues.

Training.  This section summarizes management control training conducted.  Indicate the type of training (e.g., provided by USDA, HQDA management control staff or in-house staff) and the total number receiving each type of training.

Execution.  This section summarizes the most significant management control accomplishments within our organization, to include improvements both in administering the management control program and in enhancing the effectiveness of management controls in functional processes and programs. Be selective and ensure that these accomplishments are related directly to management controls.

TAB A-3, Management Control Program and Related Accomplishments.  This section highlights the most significant management control program and related accomplishments achieved during the current reporting period by your organization.  Use this section to identify other management improvements that are not specifically part of your management control program but relate directly to the protection of government property, efficiency of your operations, conservation of resources, improvements in responsiveness to external customer needs or enforcement of laws and regulation.   This is your opportunity to brag a little.  Using the format below, insure that each accomplishment contains both a Description of the Issue and Accomplishment section.  Describe your accomplishments in simple, concise bullet-style descriptions.  Accomplishments may be extracted from information reported elsewhere in your statement of assurance report.  Submit accomplishments in the following format:
Type of Accomplishment


Issue


(Briefly describe the problem or challenge involved.)

Accomplishment
(Describe the management control accomplishment in a few brief bullet statements.  Indicate the control put in place.  Quantify benefits derived from implementing the control.)                                                                                                                    

TAB B MATERIAL WEAKNESSES

 Material Weakness Criteria.  Identifying and correcting deficiencies in management controls is an ongoing responsibility of commanders and managers at all levels.  Whether a problem merits reporting as a material weakness is a management judgment.  There are two essential criteria for a material weakness:

It involves a deficiency in management controls (i.e., they are not in place; they are in place but are not being used; or they are in place and used but are inadequate).

It warrants the attention of the next level of command, because that next level must take action or because it must be aware of the problem.

Resource deficiencies or lack of resources to fully perform a function in themselves are not management control weaknesses.  That sort of problem should be resolved separately as a function of command priorities or as an Unfinanced Requirement (UFR).  It is usually clear whether a problem involves a deficiency in management controls or whether the next level of command must take corrective action.  Whether the next level of command should be made aware of a weakness is a more subjective judgment.  The following factors should be considered:


Actual or potential loss of resources (e.g., magnitude, sensitivity, frequency of loss).


Current or probable congressional/media interest (adverse publicity).


Unreliable information causing unsound management decisions.


Diminished credibility or reputation of Army management.


Impact on information security.


Impaired fulfillment of essential mission or provision of Government services.  
Content of TAB B.  TAB B consists of the following three sections:


TAB B-1, List of material weaknesses which provides separate listings for uncorrected and corrected material weaknesses.  Each listing should indicate the title of the weakness and the fiscal year it was identified, beginning with the most recent weaknesses and working back.


TAB B-2, Uncorrected material weaknesses includes separate descriptions of each uncorrected material weakness.


TAB B-3, Corrected material weaknesses includes separate descriptions of each corrected material weakness.
MATERIAL WEAKNESS FORMAT











Local ID#________

Title and Description of Material Weakness:

Functional Category:

Senior Official in Charge:

Pace of Corrective Action:

Year Identified:

Original Target Date:

Target Date in Last Year’s Report:

Current Target Date:

Reason for Change in Date(s):

Validation Process:

Results Indicators:

Source(s) Identifying Weakness:

Major Milestones in Corrective Action:

A. Completed Milestones:

     Date:


Milestone:
B. Planned Milestones (Fiscal Year 200X):

     Date:


Milestone:
C. Planned Milestones (Beyond Fiscal Year 200X):

     Date:


Milestone:
OSD or HQDA Action Required:

Point of Contact:

MATERIAL WEAKNESS FORMAT INSTRUCTIONS

Material weaknesses should not exceed three pages in length.

Local ID#:  Indicate your local identification number for the material weakness.

Title and Description of Material Weakness:  The title should be short and concise.  The description should be written in non-technical terms that would permit a member of the public to understand the management control problem, its cause, and its adverse impact.

Functional Category:  Cite one of the broad DoD functional categories below:

Research, Development, Test, and Evaluation

Procurement

Manufacturing, Maintenance, and Repair

Major Systems Acquisition

Communications/Intelligence/Security


Contract Administration

Personnel and/or Organization Management

Force Readiness

Comptroller and/or Resource Management

Supply Operations

Property Management




Information Technology

Support Services





Security Assistance

Other (Primarily Transportation)

Senior Official in Charge:  Identify the name and title of the senior official in charge of ensuring this weakness is resolved according to targeted milestone projections.

Pace of Corrective Action:

Year Identified:  The FY the weakness was first reported.


Original Target Date:  The FY for correction when first reported


Target Date in Last Year’s Report:  The FY for correction in last year’s report.  If this is a new weakness, enter “N/A”.


Current Target Date:  The current FY for correction.  If this is a new weakness, enter “N/A”.

Reason for Change in Date(s):  Reason for change in quarter and fiscal year of “Current Target Date” from the “Target Correction Date” previously reported.  If applicable, the reason for change should include a brief description of the impact (cost, operation) of any delay I correcting the weakness.

Validation Process:  The effectiveness of corrective actions must be validated before a material weakness is closed (this is important especially when corrective actions focus on policy changes).  Indicate the method that will be used to validate the material weakness and the date this will occur.  For any Army-level material weakness, validation must be accomplished by the USAAA.

Results Indicator:  Describe key results that have been or will be achieved in terms of performance measures.  Performance measures are quantitative and/or qualitative measures that determine the benefits derived or will be derived from the corrective action and the overall impact of the correction on operations.  If monetary benefits are determinable, state the information here.

Source(s) Identifying Weakness:  List the primary source(s) that identified the material weakness (e.g., management control evaluations, external audit or inspection reports, local inspector general, or internal review findings).  For audit/inspection reports, cite the report title, report number, and date.

Major Milestones to Include Progress to Date:  Indicate major milestones – primary corrective actions – taken or planned to correct the material weakness.  Separate milestones into three categories:  (a) Completed Milestones, (b) Planned Milestones for Fiscal Year 200X), and (c) Planned Milestones Beyond Fiscal Year 200X. List only major milestones in chronological order by milestone completion date with the terminal milestone listed last.  Provide the quarter and fiscal year that each major milestone is projected to be accomplished.

OSD or HQDA Action Required:  For HQDA statements:  If correction of this material weakness requires action by OSD or by another HQDA staff agency, indicate the office and the action you believe it should take: include a point of contact with phone number or email address, if possible.  If you are reporting the material weakness for information only, indicate “N/A”.

Point of Contact:  The name, office symbol, and telephone number of the individual in your organization who can respond to inquiries about this material weakness.

GLOSSARY

Section I.  ABBREVIATIONS

ACSIM

Assistant Chief of Staff for Installation Management

AR


Army Regulation


AUM
           
Assessable Unit Manager

CONUS

Continental United States

CPAC            
Civilian Personnel Advisory Center
DCG


Deputy Commanding General
DOC              
Directorate of Contracting

DoD               
Department of Defense

DOIM   

Directorate of Information Management
ED


Executive Director
GAO
           
General Accounting Office

HQDA          
 
Headquarters, Department of Army

MCA
           
Management Control Administrator

MC                 
Management Control

MCC              
Management Control Coordinator

MCP
            
Management Control Process or Management Control Plan

IMBOD           
Installation Management Board of Directors 
IMCOM

Installation Management Command
IR
            
Internal Review

NETCOM       
Network Enterprise Command

OASA(FM&C)
Office of the Assistant Secretary of the Army (Financial Management and Comptroller)

OCONUS        
Overseas Continental United States

OMB
            
Office of Management and Budget

RM
            
Resource Management

SEL                
Senior Executive Leadership

SOP               
Standing Operating Procedures

SRO               
Senior Responsible Official

USAAA          
U.S. Army Audit Agency 

USDA             
U.S. Department of Agriculture





Section II.  TERMS

Alternative Management Control Evaluation.  Any existing management review process  that meets the basic requirements of an MC evaluation (i.e., it assesses the key controls; tests or demonstrates these controls in some way; and provides some kind of Documentation). These existing management review processes may be unique to a specific functional area (e.g., Command Supply Discipline Program) or they may be generic (e.g., Management Review audit or staff assistance visit).
Annual Statement of Assurance.  An annual report in memorandum format, signed by the head of the organization, which provides a broad assessment of Management controls within the organization that identifies any material weaknesses in these controls
Area of Concern.  A problem with Management controls that does not meet the criteria of a material weakness set forth in AR 11-2, will be corrected internally by the identifying

organization.  AUMs may decide to include areas of concern in their Annual Statements of Assurance for the awareness of their next level of command.

Assessable Unit.  Organizations are segmented into units, usually by position (i.e.,

headed by a GS-15/colonel), for the purposes of Management control responsibility and
reporting (e.g., HQ IMCOM divisions and branches, Region divisions and Garrison

support offices and activities).

Assessable Unit Manager.  The military or civilian head of an “assessable unit” who

certifies the results of required Management control evaluations and provides leadership emphasis for the Management control process.  AUMs must be at least a colonel or GS-15, with the exception of garrisons, where an AUM may be considered the senior functional manager at a lower grade level.  

Closed Weakness.  A validation process is the last milestone prior to an organization’s
decision to close a Management control weakness.  Senior officials may render the 

decision to close a weakness once the validation process confirms (i.e., supports with

evidence) that all required actions have taken place.  MCAs monitor all weaknesses and

material weaknesses until they are corrected and closed.  

Comptroller General or GAO Standards.  The five principles issued by the Comptroller General to be applied by all Federal managers in developing, establishing and maintaining Management controls.  Policies, processes and procedures that follow these basic principles are reasonably assured of successful execution without waste, fraud, abuse, accident, media scandal or other problems.

Detection Control.  A procedure that a manager establishes to uncover hidden problems so they can be resolved.   Examples include an inspection or staff assistance visit, document sampling, interviews, an audit, review and analysis of trends or management analysis of performance measurement data.

Evaluator. The subject matter expert or functional manager assigned to conduct a Management control evaluation, complete a DA Form 11-2-R and identify and correct material weakness within the evaluated function.

 Feeder Statement.  An Annual Statement of Assurance signed by an AUM within the organization that contributes input to the overarching assurance statement signed by the Senior Responsible Official.

Interfacing with Other Agencies.  Directorates of Contracting (DOC) and Civilian Personnel Advisory Centers (CPACs) report Annual Statements of Assurance directly through their parent agencies, not through IMCOM.  However, the Garrison Commander may request a courtesy copy of these statements or of any Management control evaluations that might impact the garrison’s operations.  Army on-post customer organizations also report through their separate chains of command.  Garrison Commanders in the Continental United States (CONUS), however, include the Directorates of Information Management (DOIMs) in their Annual Statements of Assurance reporting, since they operationally control the CONUS DOIMs.  The CONUS DOIMs normally provide a second statement, and any “technical control” related weaknesses, to the U.S. Army Network Enterprise Command (NETCOM), since NETCOM has technical control of the DOIMs.  OCONUS signal commands report Annual Statements of Assurance directly through NETCOM.  IMCOM activities will advise or collaborate with other agencies and commands when those other   agencies/commands that identify a material weakness indirectly relating to IMCOM operations, or that might affect IMCOM.  Likewise, IMCOM activities will request advice and information from other agencies/commands when addressing weaknesses or conducting evaluations indirectly related to the other agencies/commands. 

Management Control.  The rules, procedures, techniques and approval steps that managers employ to ensure that what should happen in daily operations does happen, and what should not happen, does not happen.  

Management Control Administrator.  The individual assigned by the SRO or AUM to administer the MCP for the reporting organization.  

Management Control Checklist.  Army proponents are suppose to include a Management control evaluation guideline in an Army Regulation for evaluators to use when testing Management controls in a functional area.  When the AR does not provide a checklist or the checklist does not apply to the organizational level in question, the evaluator may use his/her best judgment on which aspects of the function to evaluate.

Management Control Coordinator.  The individual assigned to coordinate MCP matters for a sub-unit of the organization that does not qualify as a full assessable unit.  The MCC would not prepare a separate Annual Statement of Assurance for his/her unit, but ensures staff members provide input and complete MCP tasks in support of the larger unit’s statement.  

Management Control Evaluation.  A periodic, formal test of the essential Management controls within a functional area or process to determine whether the controls are adequate.  The organization’s five-year Management control plan schedules these evaluations, some of which are mandated in an Army Regulation.  Managers determine the frequency of evaluation based on the determined risk within the function should the controls fail; the minimum frequency is normally once every five years.

Management Control Evaluation Certification.  A statement, certified by an AUM’s signature on a DA Form 11-2-R, indicating that the organizational unit tested the controls in a functional area, as assigned on the five-year Management control plan.  The DA Form 11-2-R must summarize the results of the evaluation, whether any deficiencies were found and list the recommended course of corrective action.  The form must include attached documentation to demonstrate the evaluation took place.  Existing data may be used as documentation. 

Management Control Plan.  The written plan that describes how and when an organizational unit will conduct required formal Management control evaluations over a five year period.  The functional areas evaluated include those mandated by HQDA functional proponents in ARs, as well as additional critical functions added by functional managers within the organization or assessable unit.  The OASA(FM&C) provides an inventory of the mandatory Army Management Control Evaluations at http://www.asafm.army.mil/fo/fod/mc/amcec/amcec.asp.

Management Control Weakness.  A deficiency in an organization’s process, function or procedure that could lead to harm (e.g., waste, fraud or abuse of resources; unwanted media attention; safety concerns; hampered mission; etc.), but is not considered systemic or of HQDA-level significance.  A weakness is not “material” when it can be fixed within the organization that identified it and it does not warrant the action of the next level of command, other than possibly for awareness/information only.  An unfunded requirement (UFR) might be a significant problem, but it is not necessarily a problem of “controls.”  UFRs are handled through different channels (i.e., resource planning, programming, budgeting and execution).

Job Performance Standards.  As a minimum, individuals occupying key positions must include an explicit statement of Management control objectives in their performance agreements (evaluation support forms), to include the Deputy Commanding General IMCOM,  Executive Director IMCOM, Director - Resource Management, Deputy Director Resource Management, Chiefs of Staff, and all SROs, AUMs and MCAs within all agency levels.  These individuals will provide copies of these performance standards when asked by various auditors, inspectors and MCAs.  AR 11-2, paragraph 2-10, provides guidance on preparing these statements.

Key Management Controls.  The essential rules, procedures and techniques that must be executed and sustained within daily operations to ensure the organization operates safely, efficiently and effectively, in compliance with laws and regulations, and without unreasonable risk of significant harm.

Material Weakness.  A deficiency in an organization’s process, function or procedure that is systemic and could lead to severe harm (e.g., waste, fraud or abuse of resources; media scandal and damage to the organization’s credibility; accident, injury or death; and mission failure).  To be considered material, a weakness must meet the following two conditions:  (1) It must involve a weakness in management controls, such as management controls are not in place, are not being used or are inadequate.  Resource deficiencies in themselves are not management control weaknesses.  (2)  It must warrant the attention of the next level of command, either because that next level must take action or because it must be aware of the problem.
Monitoring.  Managers must continuously keep track of Management controls – whether or not the controls are still needed, need to be strengthened replaced, or no longer required due to mission priorities changing, reorganizations, new missions, streamlined functions, etc.  

Prevention Control.  A procedure that a manager establishes to avert potential problems.  Examples include requiring a signature from a supervisor prior to executing a purchase or travel voucher, separating the responsibility for a procedure among two people to avoid a conflict of interest, coordinating correspondence with other divisions before signature, implementing information assurance or identity theft measures, or assigning a gate guard to check the identification of drivers and passengers entering a post.  

Reasonable Assurance.  The minimum level of quality acceptable for a Management control system (i.e., a satisfactory level of management confidence made by the head of each reporting agency that controls are adequate and operating as intended).  Absolute assurance does not exist, nor can any organization afford to seek absolute assurance in every function.  Reasonable assurance is a management judgment within the bounds of common sense, experience, education and training.  Managers adjust controls over time based on changing external and Management circumstances.  

Reporting Organization.  HQDA staff agencies (less Secretariat elements covered by the Administrative Assistant), MACOMs and separately-reporting Field Operating Agencies (FOAs) and Direct Report Units.  IMCOM, as a DRU, does not separately report.  The ACSIM incorporates IMCOM’s feeder statement into its Annual Statement of Assurance to the Secretary of the Army.

Reporting Procedure.  The Annual Statement of Assurance reporting procedure is a bottom-up review and certification of the health of the organization’s controls.  The procedure begins with the Garrison Commander certifying a consolidated garrison Annual Statement of Assurance to the Region Director.  The Region Director then certifies a consolidated Annual Statement of Assurance to the Deputy Commanding General IMCOM.  The DCG IMCOM certifies an IMCOM-wide Annual Statement of Assurance to the ACSIM, which incorporates feeder statements from Region Directors and HQ IMCOM AUMs.

Risk Assessment.  An analysis to identify the significance or likelihood of a problem occurring and its probable impact.  Managers decide how to manage risk, and identify specific actions to be taken to minimize or deter unwanted occurrences.  The greater the risk, the greater the need for effective controls.

Risk Management.  Establishing procedures to mitigate the probable or potential adverse effect from inadequate controls.  Failure to consider and account for risk in management priorities and staff procedures may result in a loss of resources through fraud, error, or mismanagement.  HQDA is moving toward emphasizing risk management within the MCP.  Risk is inherent in all operations, systems, projects and programs.  

Senior Management Council.  A committee or board of senior functional officials convened to advise the head of an organization on Management control matters, to include identification of Management control weaknesses that merit reporting as “material” weaknesses, and to discuss courses of corrective action for weaknesses.  IMCOM utilizes the Senior Executive Leadership (SEL) meeting, convened periodically at an off-site location and attended by Deputy Commanding General IMCOM, Executive Director IMCOM, Director - RM, Deputy Director - RM, Command Sergeant Major (CSM) IMCOM, Chief of Staff IMCOM, Region Directors, Deputy Region Directors, Region CSMs.  

Senior Responsible Official.  The senior manager of a major organizational unit who has overall responsibility for ensuring implementation of the MCP, signing an overarching Annual Statement of Assurance for the next level of command and for overseeing subordinate AUMs, who provide feeder statements and input to the overarching statement.

Statutory Requirement.  The Federal Manager’s Financial Integrity Act of 1982 (reference 3a) requires that all managers implement adequate controls to prevent fraud, waste and mismanagement of government resources.  It further requires implementation of the Comptroller General Standards (reference 3c).   The requirement to meet the GAO standards is the responsibility of every supervisory or managerial position in the Army.  The Army’s guidance for complying with this law is in AR 11-2 (reference 3e).  HQDA proponents emphasize the MCP is not just a financial management process, but applies to all functional areas and operations to prevent mission failure, harm to the Army’s credibility, media scandal, injuries and deaths.

Training.  All AUMs, MCAs and evaluators will obtain initial MCP training, followed by refresher training no less than once every three years.  All other IMCOM employees must also have initial MCP training, but subsequent refresher training is on a voluntary basis.  Staff members may accomplish this requirement through a variety of options, but must notify their MCA by email or other written documentation when completing a training session.  Within budget constraints, HQDA recommends the U.S. Department of Agriculture Graduate School’s Management control courses (www.grad.usda.gov), which the school offers at various times and locations throughout the year.  The “Army MCA’s Course” (AUDT9015G) is recommended for MCAs; “Management’s Responsibility for Management Control” (AUDT8003G) for AUMs, senior managers and evaluators; and the “Army Management Control Process” (AUDT8015G) as an overview for any employee.  Staff members may also attend in-house training sessions offered by their organization’s MCA, review interactive MCP training slides, seek a desk side briefing from the MCA, review training material provided on CD-ROM by the U.S. Army Reserve Readiness Training Center http://arrtc.mccoy.army.mil or other available training.  MCAs will maintain documentation of all employees trained within their organization. 

Validation.  A process used to certify that all corrective actions were completed, justifying the closure of a Management control weakness.  Senior officials in the functional area or department where the weakness was discovered normally would validate that all stated corrective actions were taken to fix the problem.  When HQDA reported a weakness to the Secretary of the Army as an Army-wide material weakness, it then requires validation by the USAAA prior to closure.     

	MANAGEMENT CONTROL EVALUATION CERTIFICATION

STATEMENT
	1.  REGULATION NUMBER



	For use of this form, see AR 11-2; the proponent agency is ASA (FM&C).
	2.  DATE OF REGULATION



	3.  ASSESSABLE UNIT

Enter the name of the organization that is headed by the AUM

	4.  FUNCTION

Enter the function evaluated, as listed in the ASA (FM&C) inventory and/or our Management Control Plan

	5.  METHOD OF EVALUATION (Check one)

	 FORMCHECKBOX 
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Describe the corrective actions taken (if applicable).

Describe the plan of action to correct deficiencies (if applicable).
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	I certify that the key management controls in this function have been evaluated in accordance with provisions of AR 11-2, Management Control.  I also certify that corrective action has been initiated to resolve any deficiencies detected.  These deficiencies and corrective actions (if any) are described above or in attached documentation.  This certification statement and any supporting documentation will be retained on file subject to audit/inspection until superseded by a subsequent management control evaluation.
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